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Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in
Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and
protection.

FrRE2

Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting
policies for data security, configuring Endpoint DLP, and managing retention labels and policies.
Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

FE3

Implement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using
Microsoft Purview.

FE 4

Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk
management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.
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You have a Microsoft 365 ES tenant that contains a user named Userl. User] is assigned the Compliance Administrator role. Userl
cannot view the regular expression in the IP Address sensitive info type. You need to ensure that User! can view the regular
expression. What should you do?

A. Instruct User] to use the Test function on the sensitive info type.

B. Assign Used to the Reviewer role group

C. Create a copy of the [P Address sensitive info type and instruct User| to edit the copy.
D. Assign Userl the Global Reader role.

ER: C

fE A«

Step 1 - Problem statement

User] has the Compliance Admmistrator role but cannot view the regular expression in the built-in IP Address sensitive nfo type.
This is expected because:

Microsoft provides a large set of built-in sensitive info types (SITs).

For these built-in SITs, the underlying regular expressions, keywords, or detection logic are not exposed to administrators for
security reasons.

As a result, even with Compliance Administrator privileges, User] cannot directly see or modify the regex in the built-in IP Address
SIT.

Step 2 - Microsoft solution

To view or modify the regex:

You nwst create a copy of the built-in SIT.

Once copied, the new custom SIT allows you to edit and view the regex and supporting elements.

This is the only supported way to customize or examine the detection logic.

# Reference: Create a custom sensitive information type

"You can't directly modify the definitions of built-in sensitive information types, but you can create a copy of an existing SIT and then
edit it." Step 3 - Why not the other options?

A). Reviewer role group # Reviewers are for records management/discovery, not SIT regex visibility.

C). Test function # Allows you to test SIT detection but does not reveal the regex.

D). Global Reader role # Read-only access, does not expose regex definitions either.

FIRE #38
You have a Microsoft SharePoint Online site that contains the following files.

Name Modified by Data loss prevention (DLP) action
Filel.docx | Managerl None
File2.docx | Managerl Matched by DLP
File3.docx | ManifertosajBlocked by DLP

Users are assigned roles for the site as shown in the following table.

Role
Site owner

Site member

Which files can User1 and User2 open? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.


https://tw.fast2test.com/SC-401-premium-file.html

Answer Area

User1: -
File1.docx only
File1.docx and File2 docx-only

u ;Mi{_fi’[el.dgcx, File2.docx, and File3.docx
1oL,

serd: v
Filel.docx only

File1.docx and File2.docx only

File1.docx, File2.docx, and File3.docx

R
AR
Answer Area
User1: - =
File1.docx only E Microsoft
File1.docx and File2.dotx only l
Filel.docx, File2.dotx, and File3.docx |
UserZ: v
File1.deck’only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx
il /8 #39
You have a Microsoft 365 IS subscription that contains the resources shown in the following table.
Name | Type ot

User 1 User N ‘.\ e

User2 | UsWY | Group!

G Dur! 'vgﬁy%f None Lt
The subscription contains a Windows 11 device named Device 1 and has the Microsoft Purview Information Protection client
mstalled. Device i contains the resources shown in the following table.

@ (AICr0SOt]

M Type Path
Flelpng | e\t | CAlemp
File2 docx | Fife Cr'\Foldes
Folder2 Foluer &

You publish a sensitivity label named Labell to User] and Group]1.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.




Mi ft
Statements I c ro SO Yes No
Jser can apply Label1 o Filel png by using LS8 /alfmatioll prgteQlio oy i
Jser1 can gty 50N ) SEDI A2 Hihasifig tHE information protection client
Jser2 can apply Labed1 to File2 docx by using the information protection client
ER:
fiRREE A«
Answer Area
I\/] IC roso
Statements Yes No
Jser 1 can apply Label1 to File1.png by ‘ n client 1 1
=g
s g the information protection client I ,
- -
' o File2 docx by using the information protectio ent | |
Explanation:

dy Lab=) 1o Filel png BPFRnciiline informaton protecton clent

iy Label1 1boNger 2 Bl using the information protection chent

iy Latigii Fite.2 docx by using the inform _-_'-:mpn'a'!M-i-.C ro Softi

PR #40

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
review screen.

You recently discovered that the developers at your company emailed Azure Storage Account keys in plain text to third parties.
You need to ensure that when Azure Storage Account keys are emailed, the emails are encrypted.

Solution: You configure a mail flow rule that matches a sensitive info type.

Does this meet the goal?

e A No
e B. Yes

BEER: A

R RER B «

To ensure Azure Storage Account keys are encrypted when sent via email, you need a Data Loss Prevention (DLP) policy that
detects Azure Storage Account keys using a sensitive information type and automatically encrypts emails containing these keys.
Mail flow rules (transport rules) can detect sensitive info, but they are limited in encryption capabilities.

DLP policies provide more advanced protection and integration with Microsoft Purview for sensitive info detection.

FIE #41

You have a Microsoft 36S ES subscription.

From the Microsoft Purview Data Security Posture Management for Al portal, you review the recommendations for Al data security
You plan to create a one-click policy to block elevated risk users from pasting or uploading sensitive data to Al websites How will
the policy be configured? To answer, select the appropriate options in the answer area NOTE: Each correct selection is worth one
point.



Answer Area

Tést it out first
Turn it on right away

Keep it off

Devices only

SharePoint sites only
Instances only

Devices and SharePoint sites

Devices, Instances, and SharePoint sites

ER:
R RE RS A :

Answer Area

>
The policy mode will be configured IS _.\_._, ~ b |

Ssylit out first
T = ==

pTurn it on right away

Keep it off

The pAlicy Wil apply v
Devices only
SharePoint sites only
Instances only

Devices and SharePoint sites

[ Devices, Instances. and SharePoint sites |
____________ 1
Explanation:
Answer Area
mode will be ved 1 ut f v
the 3 C Instances, and SharePoi s bt
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