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Salesforce Certified Identity and Access Management Architect Sample
Questions (Q71-Q76):

NEW QUESTION # 71
Which twosecurity risks can be mitigated by enabling Two-Factor Authentication (2FA) in Salesforce?
Choose 2 answers

A. Users accessing Salesforce froma public Wi-Fi access point.

B. Users leaving laptops unattended and not logging out of Salesforce.

C. Users creating simple-to-guess password reset questions.

D. Users choosing passwords that are the same as their Facebook password.

Answer: A,D

Explanation:

Enabling Two-Factor Authentication (2FA) in Salesforce can mitigate the security risks of users accessing Salesforce froma public
Wi-Fi access point or choosing passwords that are the same as their Facebook password. 2FA is an additional layer of protection
beyond your password that requires users to verify their identity with another factor, such as a mobile app, a securitykey, or a
verification code. This can prevent unauthorized access even if the user's password is compromised or guessed by a malicious actor.
The other options are not directly related to 2FA, but rather to user behavior or password policies.

NEW QUESTION # 72

Northern Trail Outfitters (NTO) is launching a new sportswear brand on its existing consurmer portal built on Salesforce Experience
Cloud. As part of the launch, emails with promotional links will be sent to existing customers to log in and claima discount. The
marketing manager would like the portal dynamically branded so that users will be directed to the brand link they clicked on;
otherwise, users will view a recognizable NTO- branded page.

The campaign is launching quickly, so there is no time to procure any additional licenses. However, the development team is
available to apply any required changes to the portal.

‘Which approach should the identity architect recommend?

A. Create a full sandbox to replicate the portal site and update the branding accordingly.

B. Implement Experience ID in the code and extend the URLs and endpoints, as required.

C. Use Heroku to build the new brand site and embedded login to reuse identities.

D. Configure an additional community site on the same org that is dedicated for the new brand.

Answer: B

Explanation:

Todynamically brand the portal so that users will be directed to the brand link they clicked on, the identity architect should
recommend implementing Experience ID in the code and extending the URLs and endpoints, as required. Experience ID is a
parameter that can be used to identify different brands or experiences within a single Experience Cloud site (formerly known as
Community). Dynamic branding is a feature that allows Experience Cloud sites to display different branding elements, such as logos,
colors,or images, based on the Experience ID or other criteria. By implementing Experience ID in the code, the identity architect can
provide a consistent and personalized brand experience for each user without creating multiple sites or sandboxes.

References: Experience ID, Dynamic Branding for Experience Cloud Sites

NEW QUESTION # 73

Universal Containers (UC) currently uses Salesforce Sales Cloud and an external billing application. Both Salesforce and the billing
application are accessed several times a day to manage customers. UC would like to configure single sign-on and leverage
Salesforce as the identity provider. Additionally, UC would like the billing application to be accessible from Salesforce. A redirect is
acceptable.

Which two Salesforce tools should an identity architect recommend to satisfy the requirements?

Choose 2 answers

A. Identity Connect
B. App Launcher

C. Connected Apps
D. salesforce Canvas



Answer: B,D

NEW QUESTION # 74

A multinational company using the Salesforce platform wants to implement robust user activity verification capabilities to detect
unauthorized access and unusual login patterns.

They need real-time monitoring and alerting finctionalities to respond promptly to security incidents.

Which Salesforce tool should be utilized to achieve these requirements?

A. Salesforce Platform Encryption

B. Salesforce Profiles

C. Salesforce Data Loader

D. Salesforce Event Monitoring and Event Log Files

Answer: D

Explanation:

For real-time visibility into login events and other security-relevant user activity, Salesforce Event Monitoring is the purpose-built
monitoring feature. Event Monitoring and Event Log Files give security and identity teams access to detailed telemetry about login
behavior, session activity, API usage, and other actions that matter for threat detection and investigation. Profiles and encryption
settings do not provide operational monitoring, and Data Loader is unrelated. The architectural distinction is between preventive
controls and detective controls. Event Monitoring is a detective control: it helps the organization observe behavior, identify
anomalies, and react quickly. When the requirement mentions unusual login patterns, security incidents, or real-time monitoring,
Salesforce documentation pomts architects toward Event Monitoring rather than ordinary administrative setup screens. This is why
option A is the best answer in Salesforce terms.

NEW QUESTION # 75
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A multinational company is looking to rollout Salesforce globally. The company has a Microsoft Active Directory Federation
Services (ADFS) implementation for the Americas, Europe and APAC. The company plans to have a single org and they would like




to have all of its users access Salesforce using the ADFS . The company would like to limit its investments and prefer not to procure
additional applications to satisfy the requirements.
What is recommended to ensure these requirements are met ?

e A. Use connected apps for each ADFS implementation and implement Salesforce site to authenticate users across the ADFS
system applicable to their geo.

¢ B. Implement Identity Connect to provide single sign-on to Salesforce and federated across multiple ADFS systens.

¢ (. Add a central identity system that federates between the ADFS systens and integrate with Salesforce for single sign-on.

¢ D. Configure Each ADFS system under single sign-on settings and allow users to choose the system to authenticate during
sign on to Salesforce-

Answer: B

Explanation:

Explanation

To have all of its user's access Salesforce using the ADFS, the multinational company should implement Identity Connect to provide
single sign-on to Salesforce and federate across multiple ADFS systens. Identity Connect is a tool that synchronizes user data
between Microsoft Active Directory and Salesforce. It allows single sign-on and federation between multiple Active Directory
domains and a single Salesforce org. Identity Connect can also handle user provisioning and deprovisioning based on the changes
made in Active Directory.

The other options are not recommended for this scenario, as they either require additional applications, do not support federation, or
do not provide a seamless user experience. References: Identity Connect Implementation Guide, Identity Connect Overview

NEW QUESTION # 76
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