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HE #67
You have implemented a data loss prevention (DLP) policy for a specific finance organizational unit. You want to apply the same
security policy to a shared drive owned by the finance department in the most efficient manner. What should you do?

e A Inthe Admin console sharing settings, select the finance organizational unit and deselect Allow users outside the domain to
access files in shared drives

¢ B. Create a new DLP policy for shared drive users

e C. Assign the Shared Drive to the finance organizational unit

¢ D. Change the scope of'the policy to apply to all in the domain
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Y.

Access the Admin Console: Sign in to your Google Admin console.

Navigate to DLP Settings: Click on "Security" and then "Data protection” to access Data Loss Prevention (DLP) settings.
Create New DLP Policy: Click on "Create policy" and configure the policy specifically for shared drive data.

Define Rules: Set up the necessary rules and conditions to match the existing DLP policy for the finance organizational unit.
Apply to Shared Drive: Apply this new policy to the shared drive used by the finance department.

Save and Activate: Save the policy and ensure it is active and enforced for the shared drive.

Reference:

Google Workspace Admin Help: Set up and manage DLP

EE #68

Your Chief Information Security Officer is concerned about phishing. You implemented 2 Factor Authentication and forced
hardware keys as a best practice to prevent such attacks. The CISO is curious as to how many such email phishing attempts you've
avoided since putting the 2FA+Hardware Keys in place last month.

Where do you find the information your CISO is interested in seeing?

A. Apps > Google Workspace > Grmail > Phishing Attempts
B. Security > Advanced Security Settings > Phishing Attenpts
C. Security > Dashboard > Spam Filter: Phishing

D. Reporting > Reports > Phishing

e, C

3.
https://support.google.comva/answer/7491892?hi=en

A2 #69
Your business partner requests that a new custom cloud application be set up to log in without having separate credentials.
What is your business partner required to provide in order to proceed?

A. Service provider certificate
B. Identity Provider URL

C. Service provider ACS URL
D. Service provider logout URL

HE. C

ME:

In order to set up a new custom cloud application to log in without having separate credentials, you need to configure Single Sign-
On (SSO) using SAML (Security Assertion Markup Language). The Assertion Consumer Service (ACS) URL is a critical piece of
information required for this configuration. It is the endpoint on the service provider's system that receives the authentication
assertions from the identity provider (Google Workspace in this case).

* Service Provider ACS URL: The ACS URL is necessary for the SSO configuration because it is the URL to which the identity
provider will send the SAML assertion after authentication. This URL tells

* the identity provider where to send the SAML response after the user has been authenticated.

* Configuration Steps:

* In Google Admin console, navigate to Apps > Web and mobile apps.

* Add a custom SAML app.

* Enter the ACS URL provided by the service provider in the appropriate field.

* Complete the configuration by providing other necessary information such as the Entity ID and Name ID format.

* Importance: Without the ACS URL, the identity provider will not know where to send the authentication tokens, making SSO
impossible.

References:

* Google Workspace Admmn Help: Set up your own custom SAML app



EE#70
Your organization has users in the United States and Europe For compliance reasons you want to ensure that user data is always
stored in the region where the user is located What should you do?

A. Do nothing No extra configuration is needed because user data is always stored in the region the user is located
B. Populate the Address field on each user record ensuring the country information is accurate

C. Specify a data region policy for each Organizational Unit (OU) where users are grouped by location

D. Create two Google Groups titled "United States' and "Europe " Assign users to either group based on location

HE: C

Y.

Step by Step Conprehensive Detailed Explanation:

Access the Admin Console: Sign in to your Google Admin console.

Navigate to Data Regions: Click on "Account" and then "Data Regions."

Create Data Region Policy: Create a data region policy specifying where data should be stored.

Apply to OUs: Apply the data region policy to the organizational units (OUs) based on user location, ensuring data is stored in the
respective regions.

Save Configuration: Save the settings to enforce the data region policies.

Reference:

Google Workspace Admin Help: Data Regions

AE#7
The nature of your organization's business makes your users susceptible to malicious email attachments. How should you implement
a scan of all incoming email attachments?

A. Configure a safety rule to protect against attachments with scripts from untrusted senders.

B. Configure a safety rule to protect against encrypted attachments from untrusted senders

C. In the security sandbox section, enable virtual execution of attachments for the entire organization.
D. In the security sandbox section, enable virtual execution of attachments for (he targeted OU
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