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R #30
When configuring FortiNAC-F to manage FortiGate VPN users, an endpoint compliance policy must be created for the integration.

Why is the endpoint compliance policy necessary for this type of ntegration?

e A, To designate the required agent type

e B. To validate the VPN client being used

e C. To validate the VPN user credentials

e D. To confirm the installed endpoint certificate

EfE: A

fiE it
The integration of FortiNAC-F with FortiGate VPN requires a specific policy workflow to bridge the gap between initial user
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authentication and full network access. When a user connects to the VPN, the FortiGate typically provides the User ID and IP
address, but FortiNAC-F requires a MAC address to uniquely identify and manage the endpoint's record.

According to the FortiGate VPN Integration Guide, the Endpoint Compliance Policy is a mandatory component of this setup
because it is used to designate the required agent type.

Because a VPN connection is Layer 3, FortiNAC cannot "see" the MAC address through traditional SNMP or L2 polling, The
compliance policy instructs the system to present a Captive Portal to the remote user, requiring them to download and run either the
Persistent or Dissolvable Agent. The agent then reports the device's MAC address back to FortiNAC, allowing the system to
correlate the VPN session with a host record.

Once the agent is running and the MAC is known, FortiNAC-F can evaluate the device's security posture (if scanning is configured)
and send the necessary FSSO tags back to the FortiGate to lift the mnitial network restrictions. Without the compliance policy to
enforce the agent requirement, the connection would remain in an isolated "TP-only" state with no unique hardware identity.

"The Endpoint Compliance Policy is necessary to control the agent requirement for VPN users.

Create a default VPN Endpoint Compliance Policy to distribute an agent via captive portal for isolated machines. This policy allows
the admmnistrator to designate the required agent type (Persistent or Dissolvable) that will be used to collect the hardware (MAC)
address and perform health scans on the remote endpoint."

HM #31

An administrator wants each department to create and manage its own contractor accounts but not be able to manage contractor
accounts for other departments.

‘What must the administrator configure to limit the sponsor's capabilities?

e A The sponsor's administrative profile

¢ B. The user/host profile applied to the contractor
e C. The contractor's template

¢ D. The portal settings on the kiosk portal page

Ef: A

L2

The sponsor's administrative profile defines the scope of management permissions, including which accounts they can create, view,
and modify. By restricting the administrative profile to a specific department, each sponsor can manage only their own department's
contractor accounts and not those of other departments.

H #32
A healthcare organization is integrating FortiNAC-F with its existing MDM. Commumication is failing between the systemns.
What could be a probable cause?

A. REST API communication is failing
B. SOAP API commumication is failing
C. SSH commumication is failing

D. Security Fabric traffic is failing

IEf#: A

AR :

The ntegration between FortiNAC-F and Mobile Device Management (MDM) platforims (such as Microsoft Intune, VMware
Workspace ONE, or Jamf) is a critical component for providing visibility into mobile assets that do not connect directly to the
managed infrastructure via standard wired or wireless protocols.

According to the ForttiNAC-F MDM Integration Guide, the communication between the FortiNAC-F appliance and the MDM
server is handled through REST API calls. FortiNAC-F acts as an API client, periodically polling the MDM server to retrieve
device metadata, compliance status, and ownership information. If communication is failing, it is most likely because the API
credentials (Client ID/Secret) are incorrect, the MDM's API endpoint is unreachable from the FortiNAC-F service port, or the SSL
certificate presented by the MDM is not trusted by the FortiNAC-F root store.

HR #33
As part of a company policy, all end stations must be scanned for compliance each day. The security administrators want to satisfy

this requirement without any necessary interaction from the end user. Which two agents can provide that functionality? (Choose



:

A. Mobile

B. Persistent
C. Dissolvable
D. Passive

Eﬁ: B\ D

it

The persistent agent remains installed on the endpoint and can perform scheduled compliance scans automatically without user
interaction. The passive agent collects endpoint information without requiring installation or user action, enabling ongoing compliance
evaluation transparently.

B #34

Refer to the exhibit. What will happen to the host of a guest user created from this template if the time of connection is 8:00 PM?
GuestContractor Template

Add Guest/Contractor Template x
g o [N
Template Name StandardGuest
Visitor Type | Guast v
Role * Use a unique Role based on this tlemplate name
Salect Rola
Security & Access Value  StandardGuest
Username Format Emaid L Send Fmail Send SMS
Password Length ] [ Send Password Separ stely
Password Exclusions 1@#s%hts ()}l "o7={]N Use Mobile-F rlendly Exclusions
Heauthentication Period FORES | Propagate Hosts
Authentication Method Local v | | Account Duration
Login Availabilty Specfy Time v | Edit Time

M.TuW,ThF 6:00 AM - 7.00 PM

Faece k3 EdDd Bl 1P Address of URL

Hasolve URL
Patal Version 1 Sett
OK Cancal

A. The host will be marked as at-risk.

B. The host will be administratively disabled.

C. The host will be marked as non-authenticated.
D. The host will be marked as a rogue device.

Ef#: C

fEE L

In FortiNAC-F, the Guest & Contractor Template is a configuration object that defines the parameters for accounts created by
sponsors or through self-registration. One of the critical security controls within this template is the Login Availability setting, This
setting restricts the specific days and times during which a guest or contractor is permitted to authenticate and access the network.
As shown in the exhibit, the "StandardGuest" template has Login Availability set to "Specify Time", with a schedule defined as Mon-



Fri, 6:00 AM to 7:00 PM. Ifa guest user attempts to connect or authenticate at 8:00 PM, which is outside of the permitted window,
FortiNAC-F's policy engine will automatically deny the authentication request. When an authentication attempt is denied due to
schedule restrictions, the system does not move the host into the "Authenticated" or "Registered" state required for production
access. Instead, the host is marked as non- authenticated in the adapter or host view.
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