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CompTIA SecAI+ Certification Exam Sample Questions (Q89-Q94):
NEW QUESTION # 89 
Which of the following describe the practice of providing examples in a prompt? (Choose two.)

A. Prompt template
B. System prompt

https://drive.google.com/open?id=1VNRs5u_8BS1S2NaeXSP717fRMJBWjyvk
https://www.prep4sures.top/CY0-001-exam-dumps-torrent.html
https://www.exam4labs.com/CY0-001-practice-torrent.html
https://www.practicematerial.com/CY0-001-exam-materials.html
https://www.practicevce.com/CompTIA/CY0-001-practice-exam-dumps.html


C. One-shot
D. Multi-shot
E. User prompt
F. Quantization

Answer: C,D

Explanation:
Providing examples in a prompt is referred to as one-shot prompting when a single example is given and multi-shot prompting when
multiple examples are provided.

NEW QUESTION # 90 
An administrator, who works for a financial institution, is required to implement data security controls for data at rest within AI
systems that involve data disclosure. Which of the following is the most suitable control?

A. Encryption
B. Rate limits
C. Data lineage
D. Masking

Answer: A

Explanation:
For financial institutions handling AI systems, protecting data at rest against disclosure requires encryption. Encryption ensures that
even if the storage medium is accessed or compromised, the data remains unreadable without the proper decryption keys.

NEW QUESTION # 91 
An organization is concerned with the exposure of sensitive data. Which of the following is the most relevant security concern?

A. Hyperparameter tuning
B. Overfitting
C. Data normalization
D. Model inversion

Answer: D

Explanation:
Model inversion is a security concern where attackers can reconstruct or infer sensitive training data from the AI model's outputs.
This directly threatens data confidentiality, making it the most relevant concern for sensitive data exposure.

NEW QUESTION # 92 
A short AI-generated video shows a celebrity's likeness talking about a fake public security event.
Which of the following was used to create this video?

A. Convolutional neural network
B. Statistical analysis
C. Machine learning (ML) classifier
D. Random forest

Answer: A

Explanation:
Convolutional neural networks (CNNs) are commonly used in generating deepfake videos, where a person's likeness is realistically
mapped and animated to create fake but convincing audiovisual content.

NEW QUESTION # 93 
A security analyst finds that the AI system is under a denial-of-wallet attack. Which of the following should the analyst enforce to



protect the company? (Choose two.)

A. Endpoint access controls
B. Application programming interface (API) rate controls
C. Model fine-tuning
D. Content delivery network (CDN)
E. Output token controls
F. Modality controls

Answer: B,E

Explanation:
API rate controls limit the number of requests within a set timeframe, preventing attackers from overloading the system and driving
up costs.
Output token controls restrict the length of responses, reducing unnecessary token usage that attackers might exploit in a denial-of-
wallet attack.

NEW QUESTION # 94
......
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