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¢ Cloud Infrastructure Monitoring: Cloud Security Engineers are assessed on their ability to monitor cloud

networks and workloads using both cloud provider native tools and Fortinet’s monitoring solutions. This
F&E 1 section includes overseeing AWS and Azure network health and security posture to ensure continuous
visibility and threat detection in cloud environments.

o Security Solutions Deployment and Integration: This section evaluates Cloud Security Engineers on

deploying Fortinet solutions to secure various cloud service models, including Infrastructure as a Service
FRE2 (TaaS) and Container as a Service (CaaS). It includes integrating Fortinet security tools with cloud-native
services to ensure robust protection across cloud workloads and environments.

¢ Automation and Deployment Tools: This domain focuses on the skills of DevOps Engineers in automating

cloud infrastructure and security deployments. It covers using Infrastructure as Code tools such as
T3 Terraform and Ansible for cloud provisioning, as well as deploying Fortinet solutions through platform-
specific automation frameworks like Azure Bicep and AWS CloudFormation to enable repeatable and
scalable security implementations.
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¢ Troubleshooting and Connectivity Management: Targeting DevOps Engineers, this section focuses on

diagnosing and resolving connectivity problems within AWS and Azure cloud services. It emphasizes
FE4 troubleshooting issues related to cloud network connectivity, including challenges with Software-Defined
Networking (SDN) connectors, to maintain stable and secure cloud operations.
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R RE #109
Which Fortinet tool helps troubleshoot AWS and Azure SDN comnector issues by analyzing cloud API commumication?
Response:

A. FortiAnalyzer
B. FortiSandbox
C. FortiGate Cloud Logging
D. FortiManager

ER: A

R #110

Which AWS service can simulate network paths to troubleshoot connectivity issues?
(Choose two.)

Response:

e A, AWS Network Manager

e B. AWS Config

e C. AWS Reachability Analyzer
e D. AWS CloudTrail

ER: AC

PR #111
Which Azure tool provides real-time analytics and monitoring for network performance?
Response:

e A. Azure Backup
e B. Azure Sentinel
e C. Azure Monitor
¢ D. Azure Traffic Manager

ER: C

R RE #112
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‘Which Fortinet products support log-based threat detection in cloud workloads?
(Choose two.)
Response:

A. FortiWeb

B. FortiAnalyzer

C. FortiSIEM

D. FortiAuthenticator

EZ: BC

8 #113

An Azure administration team is looking for a FortiGate high availability (HA) solution that is able to:
- Filter east-west traffic

- Filter north-south traffic

- Scale up

- Scale out

Which HA deployment meets all of the requirements?

Response:

A. Active-passive with external and internal load balancers
B. Active-active with external and internal load balancers
C. Active-passive with SDN connector

D. Active-active with Azure Gateway load balancer

ZX: B

B8 #114
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