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H #176
Which of the following steps is essential when configuring an automated remediation dry run in CrowdStrike Falcon?

A. Integrate third-party tools for enhanced dry run reporting

B. Enable enforcement mode to simulate real-world remediation

C. Schedule the dry run to occur only during off-peak hours

D. Select a limited scope of affected resources to prevent wide-scale simulation
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Option A: While integration with third-party tools may enhance monitoring and reporting, it is not essential for performing a dry run.
The primary goal of a dry run is to validate the workflow within the platform.

Option B: When performing a dry run, it is important to limit the scope of affected resources to ensure the simulation is manageable
and does not inadvertently include unnecessary or unrelated areas. This allows for precise evaluation of the workflow's effectiveness
and helps in identifying issues without impacting the overall environment.

Option C: While off-peak scheduling may reduce operational overhead, it is not an essential requirement for dry runs. The focus is
on testing the workflow, regardless of the time it is run.

Option D: Enforcement mode is used for applying actual remediation actions, not for a dry run. A dry run avoids execution of real-
world actions, focusing solely on simulation.

HM #177
How can you find if there are any remediable vulnerabilities in your running containers?

A. Filter container assets by container running status and detection remediation
B. Filter image vulnerabilities by container running status and remediation

C. Filter image detections by container running status and remediation

D. Filter container assets by container running status and vulnerability remediation

Ef#: B
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To identifyremediable vulnerabilities in running containers, CrowdStrike Falcon Cloud Security recommends filteringimage
vulnerabilities by container running status and remediation. This approach correlates container runtime state with image assessment
results, allowing security teans to focus on vulnerabilities that are bothpresent in images and actively impacting rumning workloads.
Image vulnerability findings include remediation metadata such as fixed versions, patch availability, and upgrade paths. By filtering
oncontainer running status, you ensure that attention is limited to vulnerabilities that pose immediate risk rather than those in dormant
or unused images. Adding theremediation filterfurther refines results to show only vulnerabilities that can realistically be addressed,
helping teams prioritize efficiently.

Other options are incorrect because container assets and detections focus on runtime behavior, not vulnerability remediation context.
Image detections relate to malware or suspicious artifacts, not CVEs.

This filtering method aligns with CrowdStrike best practices for vulnerability prioritization by combining runtime relevance and
remediation feasibility, making optionCthe correct answer.

R #178

You are using CrowdStrike's Cloud Infrastructure Entitlement Manager (CIEM) to manage access policies in your organization. You
want to assign a policy that restricts access to a specific cloud storage service only to users in the "Finance" group.

What steps must you take to ensure this policy is correctly assigned and enforced?

e A. Use CIEM to deactivate all policies for other groups, leaving only the "Finance" group with permissions.

¢ B. Define a policy in CIEM targeting the "Finance" group and map it to the relevant roles and permissions for the cloud
storage service.

e C. Configure the policy in the cloud provider's IAM service and then synchronize it with CIEM.

¢ D. Assign the policy at the cloud provider level and ensure it applies to all roles, overriding specific user permissions.

EfE: B
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Option A: Configuring policies directly in the cloud provider's IAM service bypasses CIEM's centralized management capabilities,
reducing visibility and control over entitlements.

Synchronization with CIEM is typically used for monitoring, not primary configuration.

Option B: Deactivating all other policies is not a scalable or secure approach. It can inadvertently disrupt other users' workflows and
does not utilize CIEM's ability to manage entitlements effectively.

Option C: CIEM enables you to define and assign policies targeting specific groups, such as

"Finance," and map them to roles and permissions for services like cloud storage. This approach ensures policies are aligned with
organizational requirements and avoids over-provisioning,

Option D: While assigning policies at the cloud provider level is possible, it is not the recommended approach when using CIEM.
CIEM provides granular control, allowing you to manage permissions based on groups or roles rather than applying blanket policies.
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A company uses Falcon Cloud Security to enforce policies for AWS, Azure, and Google Cloud environments. The security team
wants to create a policy that ensures all storage buckets across these cloud providers are not publicly accessible.

‘What should be the scope of the security policy to achieve this?

A. Apply the policy to AWS only.

B. Apply separate policies for each cloud provider with the "Network Security" category.
C. Apply a multi-cloud policy with the "Storage Security" category.

D. Apply the policy to Azure only.

Ef#: C
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Option A: While creating separate policies for each cloud provider is technically possible, using the "Network Security” category
would not directly address storage bucket accessibility. It would unnecessarily complicate policy management.

Option B: Multi-cloud policies in Falcon Cloud Security allow the creation of unified rules across AWS, Azire, and GCP. The
"Storage Security" category is specifically designed for securing storage buckets, ensuring that they are not publicly accessible.
Option C: Limiting the policy to AWS would not ensure protection for storage buckets in Azare and GCP.

The requirement specifies a multi-cloud approach.

Option D: Focusing solely on Azure would leave AWS and GCP buckets unprotected, violating the stated requirenment.

M #180
During a container security audit, a security team finds that multiple Kubernetes pods are publicly accessible from the internet due to
a misconfigured ingress rule. Which of the following actions should the team take first to mitigate the risk?

¢ A. Modify the Kubernetes Ingress and NetworkPolicy rules to restrict public access only to necessary endpoints.
¢ B. Disable all public-facing networking in the cloud provider settings, blocking all traffic to the cluster.

¢ (. Change the contaner runtime from Docker to containerd to improve security and reduce exposure risks.

e D. Shut down all affected pods immediately to prevent unauthorized access.
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Option A: Misconfigured Kubernetes ingress rules can expose sensitive services to the internet.

The correct action is to update Ingress and NetworkPolicy rules to limit access to only trusted sources and necessary endpoints,
reducing exposure while maintaining finctionality.

Option B: Changing the container runtime (e.g., Docker to containerd) can have security benefits, but it does not resolve
misconfigured network exposure.

Option C: Shutting down pods immediately may prevent unauthorized access but could also cause operational disruptions. The
correct approach is to first secure network access before considering pod restarts.

Option D: Disabling all public-facing networking is an extreme action that may impact legitimate services. The issue should be
addressed through precise network policy adjustments rather than blanket restrictions.
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