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Fortinet FCP_FSM_AN-7.2 Exam Overview:

Certification Vendor: Fortinet

Exam Nane: FCP - FortiSIEM 7.2 Analyst
Exam Nummber: FCP FSM AN-7.2
Available Languages: English, Japanese

Passing Score: Pass/Fail

Related Certifications: Fortinet Certified Professional Security Operations
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Exam Format: Multiple Choice, Multiple Select, Scenario-based

Exam Price: USD 200

Exam Duration: 60 minutes

Real Exam Qty: 30-35

Certificate Validity Period: 2 years

Recommended Traming: Fortinet Official Training: FortiSIEM 7.2 Analyst

Exam Registration: Pearson VUE

Sample Questions: Fortinet FCP_FSM_AN-7.2 Sample Questions

Exam Way: Online proctored or onsite testing center

Pre Condition: No Imndator}{ prerequisﬁeg; recommended: basic SIEM knowledge, security findamentals,
hands-on FortiSIEM experience

Official Syllabus URL: httpss//www.fortinet.convtraining-certification/certifications/fcp-fortisiem- 7-2-analyst
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¢ Incidents, notifications, and remediation: This section of the exam measures the skills of Incident
Responders and encompasses the entire incident management lifecycle. This includes the skills required to
manage and prioritize security incidents, configure policies for alert notifications, and set up automated

remediation actions to contain and resolve threats.

feEY 71

¢ Rules and subpatterns: This section of the exam measures the skills of SOC Engineers and focuses on the
construction and implementation of analytics rules. It involves identifying the different components that
make up a rule, utilizing advanced features like subpatterns and aggregation, and practically configuring
these rules within the FortiSTEM platform to detect security events.

fEY 72

¢ Machine learning, UEBA, and ZTNA: This section of the exam measures the skills of Advanced Security
Architects and covers the integration of modern security technologies. It involves performing configuration
tasks for machine learning models, incorporating UEBA (User and Entity Behavior Analytics) data into
rules and dashboards for enhanced threat detection, and understanding how to integrate ZTNA (Zero
Trust Network Access) principles into security operations.

FEY 273

e Analytics: This section of the exam measures the skills of Security Analysts and covers the foundational
techniques for building and refining queries. It focuses on creating searches from events, applying grouping
and aggregation methods, and performing various lookup operations, including CMDB and nested queries
to effectively analyze and correlate data.

ey 74
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(Q28-Q33):

B #28
Refer to the exhibit.
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Edit SubPattern ™ x

Name: Failed_Logon_Windows

Filters Paren Attribute QOperator Value Paren Next Raw
=] © Event Type IN ~ Group: Logon Failure @ [+] ﬂ OR 4+ T
2 © Source IP v 192.168.26.109 (-] © AND OR| 4
Q@ © Destination IP IN v+ Group: Wifidows =) © AND OR 4
e © Destination Host Name CONTAIN v training.org (-] [+ ﬂ OR 4+ @
Aggregate: Paren Attribute Operator Value Paren Next Row
e © COUNT(Source IP) >= w|l 2 - © AND OR 4

Group By: Attribute Row Move
Destination IP o e > +
User o o + +

An analyst is troubleshooting the rule shown in the exhibit. It is not generating any incidents, but the filter parameters are generating
events on the Analytics tab.
‘What is wrong with the rule conditions?

A. The Destination Host Name value is not fully qualified.

B. The Aggregate attribute is too restrictive.

C. The Event Type refers to a CMDB lookup and should be an Event lookup.
D. The Group By attributes restricts which events are counted.

IEf#: D

fiE L

The Group By attributes - Destination IP and User - cause the aggregation (COUNT{(Source IP) >= 2) to apply within each unique
combination of those groupings. This restricts the count calculation and can prevent the rule from triggering incidents, even if
matching events exist in the Analytics tab.

B #29
What are the four incident status values on FortiSIEM?

A. Active, cleared, cleared manually, false positive

B. Active, auto closed, cleared manually, resolved

C. Active, auto cleared, cleared manually, system cleared
D. Active, closed, cleared, resolved

EfE: C

fiE L.

FortiSIEM incidents can have four status values: Active, Auto Cleared, Cleared Manually, and System Cleared. These statuses
track the lifecycle of an incident-from detection (Active) to resolution - whether it's cleared automatically by correlation logic or
manually by an analyst.

B #30
Refer to the exhibit.



Event Attribute F HTI n ET

Filter By: Event Keywords EventAttribute CMDB Attribute Clear All Load Save
Paren Attribute Operator Value Paren Next Row
(=] @ RawEvent Log = v udp @ (+] AND OR 4 '[I‘ﬂ

Time Range: Real-time Relative Absolute

Last 2 Hours v

Trend Interval: Auto v

Result Limit: 100 K rows

- e

A FortiSIEM device is receiving syslog events froma FortiGate firewall. The FortiSIEM analyst is trying to search the raw event
logs for the last two hours that contain the keyword "udp". However, they are getting no results from the search, which they know
should be available. Based on the filter shown in the exhibit, why are there no search results?

Ef#:

fiE 2

A. The keyword is case sensitive. Instead of typing udp in the Value field, the analyst should type UDP.
B. The Time Range value should be set to Real-Time.

C. The analyst selected = in the Operator column. That is the wrong operator.

D. The analyst selected AND in the Next colunn. This is the wrong Boolean operator.

C

The operator is set to "=", which performs an exact match on the entire raw event log, not a substring search. To find logs that
contain the keyword "udp", the analyst should use the CONTAIN operator instead. This will return all logs where "udp" appears
anywhere in the raw log message.

B #31
Refer to the exhibit.



Automation Policy

Name  SOC Notification
Sevenity: Low @ Medium High
Rules: ANy i
Time Range: ANY -
Affected Items: ANY =
r 11
:RTINET
- . )
-

Affected Orgs:

Action: Send Email/SMS/Webhook to the target users. W
Run Remediation/Script. IZ
D Invoke an Integration Policy. Run: ao palicy [?
D Create Case when an incident is'created, w
D Send SNMP messaget@the destination set in Admin > Settings > Analytics.
D Send XMLAile over HETP(S) to the destination set in Admin > Seteings > Analytics.
D Qpen Remedy ticket using the configuration set in Admin > Settings > Analytics.

D Invoke FortiAl and update Comments

Settings: @ Do not natify when an incident is cleared automatically.
D Do not notify when an incident is cleared manually.

Do not notify when an incident is cleared by system.

Comments:

‘What happens when an analyst clears an incident generated by a rule containing the autormation policy shown in the exhibit?

¢ A No notification is sent.

¢ B. Anemil is sent to the SOC manager.

¢ C. A notification is sent to the SOC manager dashboard.
¢ D. The remediation script is run.

Ef#: A

fiE A
The automation policy has the option "Do not notify when an incident is cleared manually" enabled. Therefore, when an analyst
manually clears an incident, no notification or automation action is triggered.

B #32
Refer to the exhibit. What does the Define Condition time field determine for this rule?

Adware process found - Edit Details

Sawp 1: Genarsl 3 Seap 3 Oefine Condimioa > Sawp 0: Defins Aovan
—

Contion: 1 [hin BMtlevs goowny witkin vy 00 napedis temmiinr
Faren Tubpaniars Furen et LI
- b £ 0 9 » o 9
-

ERATINET



Ef#:

A. How often the rule will evaluate the subpattern(s).
B. The time of day the rule will trigger.
C. The time period over which the rule evaluates events.

D. How often the rule will perform remediation.

C
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