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Ping Identity PAP-001 Exam Syllabus Topics:

Topic Details

¢ Policies and Rules: This section of the exam measures the skills of Security Administrators and focuses on

how PingAccess evaluates paths for applying policies and resources. It covers the role of different rule
Topic 1 types, their configuration, and the implementation of rule sets and rule set groups for consistent policy
enforcement.

¢ General Maintenance and File System: This section of the exam measures the skills of System Engineers

and addresses maintenance tasks such as license management, backups, configuration imports or exports,
Topic 2 auditing, and product upgrades. It also includes the purpose of log files and an overview of the PingAccess
file system structure with important configuration files.
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¢ Integrations: This section of the exam measures skills of System Engineers and explains how PingAccess

mtegrates with token providers, OAuth and OpenlD Connect configurations, and site authenticators. It also
Topic 3 includes the use of agents and securing web, AP, and combined applications through appropriate
integration settings.

¢ General Configuration: This section of the exam measures skills of Security Administrators and introduces

the different object types within PingAccess such as applications, virtual hosts, and web sessions. It
Topic 4 explains managing application resource properties, creating web sessions, configuring identity mappings,
and navigating the administrative console effectively.

e Installation and Initial Configuration: This section of the exam measures skills of System Engineers and

reviews installation prerequisites, methods of installing or removing PingAccess, and securing configuration
Topic 5 database passwords. It explains the role of run.properties entries and outlines how to set up a basic on-
premise PingAccess cluster.

Ping Identity Certified Professional - PingAccess Sample Questions (Q46-
Q51):

NEW QUESTION # 46
Where should an administrator adjustSameSite Cookiesettings?

A. Web Sessions
B. Applications
C. Sttes

D. Rules

Answer: A

Explanation:

TheSameSiteattribute is applied to session cookies to control cross-site behavior. In PingAccess, session cookie configuration
(includingSameSite) is defined at theWeb Sessionlevel.

Exact Extract:

"Web session configuration includes cookie attributes such as name, domain, secure flag, HTTPOnly, and SameSite."

* Option A (Rules)is incorrect - rules govern access control, not cookies.

* Option B (Sites)defines backend connections, not session cookies.

* Option C (Applications)ties resources to sessions but does not define cookie behavior.

* Option D (Web Sessions)is correct - session cookie SameSite settings are configured here.

Reference:PingAccess Administration Guide - Web Session Cookies

NEW QUESTION # 47
An organization has a highly available PingAccess cluster with four runtime nodes. The admnistrator wants to provide the same
availability to administrative users. What should the administrator do?

A. Configure two active administrative nodes with engine cluster pointed to both administrative nodes for configuration
B. Configure four active admmistrative nodes with engine cluster pointed to all administrative nodes for configuration
C. Configure one active and one replica admmistrative node with engine cluster pomted to both administrative nodes
D. Configure one active and three replica administrative nodes with engine cluster pointed to all administrative nodes

Answer: D

Explanation:
PingAccess supportsone primary administrative console (active)and any number ofreplica administrative consoles. Engines must be



configured to connect to theactive console, with replicas available for failover.

Exact Extract:

"In a clustered environment, PingAccess supports one clustered console (active) and replica consoles. Engines can connect to any
console node for high availability."

* Option Ais incomplete - only one replica limits redundancy.

* Option Bis incorrect - multiple active consoles are not supported.

* Option Cis incorrect - cannot run two active consoles.

* Option Dis correct - one active admin console with muiltiple replicas ensures HA.

Reference:PingAccess Administration Guide -Clustered Console and Replica Configuration

NEW QUESTION # 48
All access requests to the existing/adminresource must be captured in the audit log. How should this be acconplished?

A. Set Splunk audit logging for/admin

B. Setlog4;2.xmlaudit logging for/admin

C. Enable the Audit option for the/*resource

D. Enable the Audit option for the/adminresource

Answer: D

Explanation:

PingAccess resources have anAudit flag. When enabled, all access attenpts (allowed or denied) are recorded in the audit logs.
Exact Extract:

"To audit access requests to a specific resource, enable the Audit option on that resource in the application configuration.”

* Option Ais correct - enabling audit for/adminensures its access requests are logged.

* Option Bis incorrect - enabling audit for/*is overly broad and logs everything, not just/admin.

* Option Cis incorrect - Splunk integration is for log forwarding, not per-resource auditing,

* Option Dis incorrect -logdj2.xmlcontrols log destinations/levels, not resource-specific auditing,

Reference:PingAccess Administration Guide -Resource Audit Logging

NEW QUESTION # 49
An internal audit reveals that an agent has been compromised. What action must be taken to re-secure the agent?

A. Download and apply a newagent.propertiesfile

B. Select a new Agent Trusted Certificate

C. Reinstall the agent

D. Change theagent.engine.configuration.shared.secretvalue in theagent. propertiesfile

Answer: A

Explanation:

When a PingAccess agent is compromised, the secure approach is toinvalidate the existing credentials and issue a new configuration
filefrom the PingAccess Admin Console. This provides a freshagent.propertiesfile with new secrets, ensuring compromised keys
cannot be reused.

Exact Extract:

"[fan agent is compromised, revoke and regenerate the agent configuration by downloading a newagent.

propertiesfile from the administrative console."

* Option Ais incorrect - manually changing the secret in the file does not propagate it to PingAccess.

* Option Bis incorrect - trusted certificates are not tied to agent authentication.

* Option Cis unnecessary - reinstalling the agent does not reset credentials.

* Option Dis correct - downloading a newagent. propertiesfile re-secures the agent.

Reference:PingAccess Administration Guide - Agent Management

NEW QUESTION # 50

An API is hosted onsite and is using only header-based Identity Mapping. It is exposed to all clients running on the corporate
network. How should the admmnistrator prevent a malicious actor from bypassing PingAccess and spoofing the headers to gain
unauthorized access to the API?



A. Require HTTPS

B. Use ID Tokens

C. Add Site Authenticator
D. Use Target Host Header

Answer: B

Explanation:

‘When applications depend solely onheader-based identity mapping, attackers can attempt to bypass PingAccess by injecting
headers directly into requests sent to the backend. To prevent spoofing, PingAccess should be configured to passcryptographically
verifiable tokens(e.g.,ID tokens from OIDC) instead of relying on plain headers.

Exact Extract:

"Headers can be spoofed if not protected. Use signed tokens, such as ID tokens or JWTs, to provide strong identity assurance and
prevent header injection attacks."

* Option A (Use ID Tokens)is correct - ID tokens are signed and verifiable, preventing spoofing,

* Option B (Add Site Authenticator)protects PingAccess-to-site authentication, not client-to- API spoofing,

* Option C (Require HTTPS)prevents eavesdropping but does not stop header spoofing from inside the network.

* Option D (Use Target Host Header)ensures host header integrity but not user identity.

Reference:PingAccess Administration Guide -Identity Mapping and Security Considerations

NEW QUESTION # 51
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