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Fortinet FCSS_SASE_AD-24 Exam Syllabus Topics:

Topic Details

Topic 1

SASE Architecture and Components: This section measures the skills of Network Security Engineers and
covers the architecture and components of FortiSASE. It includes integrating FortiSASE into a hybrid
network, identifying its components, and constructing deployment cases to effectively implement SASE
solutions.
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Topic 2
Analytics: This domain evaluates the skills of Data Analysts in utilizing analytics within FortiSASE. It
involves identifying potential security threats using traffic logs, configuring dashboards and logging settings,
and analyzing reports for user traffic and security issues to enhance overall security posture.

Topic 3
SASE Deployment: This domain assesses the capabilities of Cloud Security Architects in deploying SASE
solutions. It includes implementing various user onboarding methods, configuring administration settings,
and applying security posture checks and compliance rules to ensure a secure environment.

Topic 4

SIA, SSA, and SPA" This section focuses on the skills of Security Administrators in designing security
profiles for content inspection and deploying SD-WAN and Zero Trust Network Access (ZTNA) using
SASE. Understanding these concepts is crucial for securing access to applications and data across the
network.

Fortinet FCSS - FortiSASE 24 Administrator Sample Questions (Q16-Q21):
NEW QUESTION # 16 
Which FortiSASE component is crucial for maintaining data integrity in a hybrid networking environment?
Response:

A. VPN gateway
B. Bandwidth management
C. Data Loss Prevention (DLP)
D. SSL inspection

Answer: C

NEW QUESTION # 17 
In which three ways does FortiSASE help organizations ensure secure access for remote workers? (Choose three.)

A. It uses the identity & access management (IAM) portal to validate the identities of remote workers.
B. It enforces granular access policies based on user identities.
C. It offers zero trust network access (ZTNA) capabilities.
D. It enforces multi-factor authentication (MFA) to validate remote users.
E. It secures traffic from endpoints to cloud applications.

Answer: B,C,E

Explanation:
FortiSASE provides several features to ensure secure access for remote workers. The following three ways are particularly relevant:
It secures traffic from endpoints to cloud applications (Option B):FortiSASE secures all traffic between remote endpoints and cloud
applications by inspecting it in real time. This includes applying security policies, threat detection, and data protection measures to
ensure that traffic is safe and compliant.
It offers zero trust network access (ZTNA) capabilities (Option D):ZTNA ensures that remote workers are granted access to
resources based on strict verification of their identity and device posture. By treating all users and devices as untrusted by default,
ZTNA minimizes the risk of unauthorized access and lateral movement within the network.
It enforces granular access policies based on user identities (Option E):FortiSASE allows administrators to define and enforce fine-
grained access policies based on user identities, roles, and other attributes. This ensures that remote workers only have access to the
resources they need, reducing the attack surface.
Here's why the other options are incorrect:
A . It enforces multi-factor authentication (MFA) to validate remote users:While MFA is a critical security measure, it is typically
implemented through identity providers (e.g., FortiAuthenticator or third-party solutions) rather than directly through FortiSASE.
C . It uses the identity & access management (IAM) portal to validate the identities of remote workers:FortiSASE integrates with
IAM systems but does not use the IAM portal itself to validate identities. Identity validation is handled through authentication
mechanisms like SAML, LDAP, or OAuth.
Reference:
Fortinet FCSS FortiSASE Documentation - Secure Remote Access
FortiSASE Administration Guide - ZTNA and Access Policies



NEW QUESTION # 18 
What considerations are critical for deploying Secure SD-WAN using FortiSASE?
(Select all that apply)
Response:

A. Compatibility with existing MPLS networks
B. Real-time monitoring capabilities
C. Reduced hardware costs
D. Policy enforcement across multiple sites

Answer: A,B,D

NEW QUESTION # 19 
An organization must block user attempts to log in to non-company resources while using Microsoft Office 365 to prevent users
from accessing unapproved cloud resources.
Which FortiSASE feature can you implement to achieve this requirement?

A. SSL deep inspection
B. Application Control with Inline-CASB
C. Web Filter with Inline-CASB
D. Data loss prevention (DLP)

Answer: C

Explanation:
To block user attempts to log in to non-company resources while using Microsoft Office 365, the Web Filter with Inline-CASB
feature in FortiSASE is the most appropriate solution. Inline-CASB (Cloud Access Security Broker) provides real-time visibility and
control over cloud application usage. When combined with Web Filtering, it can enforce policies to restrict access to unauthorized or
non-company resources within sanctioned applications like Microsoft Office 365. This ensures that users cannot access unapproved
cloud resources while still allowing legitimate use of Office 365.
Here's why the other options are incorrect:
B . SSL deep inspection: While SSL deep inspection is useful for decrypting and inspecting encrypted traffic, it does not specifically
address the need to block access to non-company resources within Office 365. It focuses on securing traffic rather than enforcing
application-specific policies.
C . Data loss prevention (DLP): DLP is designed to prevent sensitive data from being leaked or exfiltrated. While it is a valuable
security feature, it does not directly block access to non-company resources within Office 365.
D . Application Control with Inline-CASB: Application Control focuses on managing access to specific applications rather than
enforcing granular policies within an application like Office 365. Web Filter with Inline-CASB is better suited for this use case.
Reference:
Fortinet FCSS FortiSASE Documentation - Inline-CASB and Web Filtering
FortiSASE Administration Guide - Securing Cloud Applications

NEW QUESTION # 20 
Which benefits does deploying SD-WAN using FortiSASE offer to an organization?
(Choose Three)
Response:

A. Increased application performance
B. Improved network agility
C. Reduced operational costs
D. Enhanced physical security of network devices

Answer: A,B,C

NEW QUESTION # 21
......
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