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CheckPoint 156-587 Exam Syllabus Topics:

Topic Details
e Advanced Client-to-Site VPN Troubleshooting: This section of the exam measures the skills of
Topic 1 CheckPont System Administrators and focuses on troubleshooting client-to-site VPN issues.

¢ Advanced Site-to-Site VPN Troubleshooting: This section of the exam measures the skills of Check Point
Topic 2 System Administrators and covers troubleshooting site-to-site VPN connections.

e Advanced Firewall Kernel Debugging: This section of the exam measures the skills of Check Point
Network Security Administrators and focuses on kernel-level debugging for firewalls. Candidates will learn

Topic 3
P how to analyze kernel logs and troubleshoot firewall-related issues at a deeper level.
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¢ Advanced Access Control Troubleshooting: This section of the exam measures the skills of Check Point
System Administrators in demonstrating expertise in troubleshooting access control mechanisirs. It involves

Topic 4
o understanding user permissions and resolving authentication issues.

¢ Introduction to Advanced Troubleshooting: This section of the exam measures the skills of Check Point

Network Security Engineers and covers the foundational concepts of advanced troubleshooting techniques.
Topic 5 It introduces candidates to various methodologies and approaches used to identify and resolve complex
issues in network environments.

¢ Advanced Management Server Troubleshooting: This section of the exam measures the skills of Check
Point System Administrators and focuses on troubleshooting management servers. It emphasizes

Topic 6
ope understanding server architecture and diagnosing problens related to server performance and connectivity.
e Advanced Troubleshooting with Logs and Events: This section of the exam measures the skills of Check
Topic 7 Point Security Admmistrators and covers the analysis of logs and events for troubleshooting, Candidates

will learn how to interpret log data to identify issues and security threats effectively.

CheckPoint Check Point Certified Troubleshooting Expert - R81.20 Sample
Questions (Q86-Q91):

NEW QUESTION # 86
VPN allow traffic to pass through the Internet securely by encrypting the traffic as it enters the VPN tunnel and decrypting the
traffic as it exits. Which process is responsible for Mobile VPN connections?

e A vpnk

B. fwk

C. vpnk: This refers to VPN kernel-level operations and modules (e.g., handling the actual encryption/decryption of traffic
processed by IPsec SAs). It is not the user-space daemon that manages Mobile VPN sessions and policies.

e D. cvpnd

e E. vpnd

Answer: D

Explanation:

Therefore, cvpnd is the specific process dedicated to managing Mobile VPN connections within the Check Point architecture.
Reference (based on official Check Point documentation naming and functionality):

Check Point R81.20 CLI Reference Guide (details for cvpnd _admin).

Check Point R81.20 Administration Guides (sections discussing Mobile Access architecture and daemons).

Commonly known Check Point process lists available in CCTE study materials.

Explanation:

The Check Point process responsible for Mobile VPN connections, particularly those associated with the Mobile Access Software
Blade (which includes SSL VPN and clientless access), is cvpnd (Connectra VPN Daemon).

Exact Extracts and Supporting Information:

Check Point CLI Reference Guide (for cvpnd _admin):

"cvpnd_admin. Description. Changes the behavior of the Mobile Access cvpnd process." This command utility directly interacts with
cvpnd for Mobile Access functionalities.

Check Point Daemon Lists (e.g., from "tech :: stuff - Checkpoint Daemons and Processes Explained" or similar CCTE R81.20
documentation):

Under the "Mobile Access Blade" section, CVPND is typically listed as:"CVPND - Connectra VPN Daemon. Main daemon for the
Mobile Access Software Blade." It's also often noted that the cpwd _admin list command (Check Point WatchDog) shows this
process as "CVPND".

Commands like cvpnstart and cvpnstop are used to manage this daemon.

Exam Preparation Materials (e.g., ExamTopics for 156-586):

A question directly asking "Which process is responsible for Mobile VPN comnnections?" with options including cvpnd, vpnk, fwk,
and vpnd, typically indicates cvpnd as the correct answer.

Explanation of other options:

B : fwk: This is a general suffix often related to firewall worker processes or kernel modules, not a specific high-level daemon for
Mobile VPN.



C : vpnd: This is the main VPN daemon, primarily responsible for site-to-site [Psec VPNs and some traditional [Psec remote access
clients. While it handles VPN functions, cvpnd is specialized for Mobile Access.

NEW QUESTION # 87
Captive Portal, PDP and PEP run in what space?

A.CPM
B. User
C.FWD
D. Kernel

Answer: B

NEW QUESTION # 88
What is the simplest and most efficient way to check all dropped packets in real time?

A. cat /dev/fwl/log in expert mode

B. Smartlog

C. tail -f SFWDIR/log/fw.log |grep drop in expert mode
D. fw ctl zdebug + drop in expert mode

Answer: D

NEW QUESTION # 89
What is the Security Gateway directory where an admmistrator can find vpn debug log files generated during Site-to-Site VPN
troubleshooting?

A. SCPDIR/conf/

B. opt/CPsuiteR80/vpr/log/
C. SFWDIR/log/

D. SFWDIR/conf/

Answer: C

Explanation:

The correct directory where an administrator can find vpn debug log files generated during Site-to-Site VPN troubleshooting is
$FWDIR/log/. This directory contains the following files related to vpn debug;

vpnd.elg: This file contains the high-level VPN debug information, such as the VPN tunnel establishment, deletion, and negotiation
messages. It can be enabled by using the vpn debug on command on the Security Gateway CLI

legacy ike.elg: This file contains the low-level IKE debug information for IKEv1, such as the IKE packets, encryption, decryption,
and authentication. It can be enabled by using the vpn debug ikeon command on the Security Gateway CLI.

legacy ikev2.xml: This file contains the low-level IKE debug information for IKEv2, such as the IKE packets, encryption,
decryption, and authentication. It can be enabled by using the vpn debug ikev2on command on the Security Gateway CLI.

These files can be viewed by using the vpn debug view command on the Security Gateway CLI, or by using the IKEView tool on
the Security Management Server GUL

Reference:

vpn debug - Check Point Software

IKE Debug on R81 and above - Check Point CheckMates

(CCTE) - Check Point Software

NEW QUESTION # 90

Check Point provides tools & commands to help you to identify issues about products and applications.

‘Which Check Point command can help you to display status and statistics information for various Check Pomt products and
applications?

e A fivstat



e B. CPview
e C. CPstat
e D. cpstat

Answer: D

Explanation:

The correct Check Point command to display status and statistics information for various Check Point products and applications is
cpstat. This command provides a dynamic real-time view of the system, showing the information such as the number of connections,
packets, drops, CPU usage, memory usage, disk space, license status, and blade status. The cpstat command can be customized by
using various options and flags to specify the product, the interval, the fields, and the format of the output. For exanmple, to display
the status and statistics of the firewall module every 5 seconds, the command would be:

cpstat fw -fall-15

The other commands are incorrect because:

* A. CPview is a Check Point tool that displays information about the system performance, such as the CPU, memory, disk,
network, and firewall. It does not show information about other products and applications, such as VPN, Identity Awareness, Anti-
Virus, etc.

* C. fwstat is not a valid command. The correct command is fw ctl pstat, which displays information about the firewall kernel, such
as the number of connections, packets, drops, memory, and synchronization. It does not show information about other products and
applications, such as VPN, Identity Awareness, Anti- Virus, etc.

* D. CPstat is not a valid command. The correct command is cpstat, which is case-sensitive.

References:

* cpstat - Check Point Software

* CPView Utility

* fw ctl pstat - Check Point Software

* (CCTE) - Check Point Software

NEW QUESTION # 91
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