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¢ Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and

FEY 71
7 troubleshooting commumication issues.
¢ Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in
ey 72 managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in

place.

¢ Admunistration: This section evaluates the ability of network and security analysts to configure

admunistrative access and manage Administrative Domains (ADOM ). It covers tasks such as setting user
hEY 73 permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
admunistrative privileges within FortiAnalyzer systens.

¢ System Configuration: This section assesses the capabilities of network and security analysts in managing
FEY 2 4 FortiAnalyzer systens. It includes tasks like performing initial configurations, setting up high-availability
systerrs, and configuring RAID for storage.
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HF #92
After you have moved a registered logging device out of one ADOM and into a new ADOM, you run the following command:

execute sql-local rebuild-adom <new- ADOM-name> What is the purpose of running this CLI command?

A. To remove the analytics logs of the device from the old database

B. To populate the new ADOM with analytical logs for the moved device, so you can run reports
C. To migrate the archive logs to the new ADOM

D. To reset the ADOM disk quota enforcement to its default value

Ef#: B

A :

‘When you move a registered logging device from one ADOM (Administrative Domain) to another in FortiAnalyzer, it's essential to
ensure that the analytical logs for the moved device are available in the new ADOM to maintain continuity in reporting and log
analysis. The command execute sql-local rebuild- adom <new-ADOM-name> is used specifically for this purpose. Running this
command populates the new ADOM with the analytical logs of the moved device, enabling you to generate accurate and
comprehensive reports based on the historical data of the device i its new ADOM context. This process ensures that the transition
of devices between ADOMs does not lead to a loss of analytical insight or reporting capabilities for the device's traffic and events.

HM #93
What is the recommended method of expanding disk space on a FortiAnalyzer VM?

e A Fromthe VM host manager, expand the size of the existing virtual disk and use the # execute format disk command to
reformat the disk

¢ B. Fromthe VM host manager, add an additional virtual disk and rebuild your RAID array

¢ C. Fromthe VM host manager, add an additional virtual disk and use the #execute lvm extend <disk number> command to
expand the storage

e D. Fromthe VM host manager, expand the size of the existing virtual disk

EfE: C

fi .-
https/kb.fortinet.comvkb/documentLink.do?externall D=FD40848

E R #94
A play book contains five tasks in total. An administrator executed the playbook and four out of five tasks finished successfully, but
one task failed. What will be the status of the playbook after its execution?

A. Failed
B. Success
C. Upstream _failed

D. Rumning
EfE: A

AR :

Playbook jobs that include one or more failed tasks are labeled as Failed in Playbook Monitor.

FortiAnalyzer 7.0 Study Guide page No: 247

Playbook jobs that include one or more failed tasks are labeled as Failed in Playbook Monitor. A failed status, however, does not
mean that all tasks failed. Some individual actions may have been completed successfully.

B #95



In order for FortiAnalyzer to collect logs from a FortiGate device, what configuration is required? (Choose two.)

¢ A FortiGate must be registered with FortiAnalyzer
¢ B. ADOMs nwst be enabled

¢ C. Logencryption must be enabled

¢ D. Remote logging must be enabled on FortiGate

IE%: A\ D

fiR e«

Pg 70: "after you add and register a FortiGate device with the FortiAnalyzer unit, you must also ensure that the FortiGate device is
configured to send logs to the FortiAnalyzer unit."

httpsz/docs.fortinet.com/uploaded/files/4614/FortiAnalyzer-5.4.6- Admmistration’s20Guide.pdf Pg 45: "ADOMSs nust be enabled
to support the logging and reporting of NON-FORTIGATE devices, such as FortiCarrier, FortiClientEMS, FortiMail, FortiWeb,

FortiCache, and FortiSandbox."

HM #96
Which log type does the FortiAnalyzer indicators of compromise feature use to identify infected hosts?

A. Application control logs
B. Antivirus logs

C. Web filter logs

D. IPS logs

Ef#: C

fEEL:

Reference: https:/help. fortinet.com/fa/faz50hlp/60/6-0-2/Content/

FortiAnalyzer Admin_Guide/3600 FortiView/0200 Using FortiView/1200_Compromised hosts_page.htm?
TocPath=FortiView%s7CUsing%20F ortiView%67C 6
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