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Fortinet FCSS_SDW_AR-7.6 Exam Syllabus Topics:

Topic Details

Topic 1
Rules and Routing: This section focuses on configuring SD-WAN rules for traffic steering and routing
policies for path selection and failover.

Topic 2
Centralized Management: This domain addresses FortiManager-based SD-WAN deployment, branch
configuration implementation, and overlay orchestration using SD-WAN Manager.

Topic 3
Advanced IPsec: This section covers hub-and-spoke topologies, ADVPN configuration, and scalable
multihub and multiregion IPsec deployments.

Topic 4
SD-WAN Basic Setup: This domain covers initial SD-WAN configuration, member and zone setup, and
Performance SLA creation for link monitoring.

Topic 5
SD-WAN Troubleshooting: This domain focuses on diagnosing SD-WAN rule behavior, routing issues,
and ADVPN tunnel problems.
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NEW QUESTION # 93 
Refer to the exhibits. An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator
collected the information shown in the first exhibit. After generating GoToMeeting test traffic, the administrator examined the
corresponding traffic log on FortiAnalyzer, which is shown in the second exhibit.
The administrator noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.
Which two reasons explain why some log messages show that the traffic matched the implicit SD- WAN rule? (Choose two.)



A. FortiGate could not refresh the routing information on the session after the application was detected.
B. The session 3-tuple did not match any of the existing entries in the ISDB application cache.
C. Full SSL inspection is not enabled on the matching firewall policy.
D. No configured SD-WAN rule matches the traffic related to the collaboration application GoToMeeting

Answer: A,B

Explanation:
The session 3-tuple did not match any of the existing entries in the ISDB application cache.
SD-WAN app steering using Internet Service DB relies on a cache of app IP/port "3-tuples". If the first packets of a new session
don't match an entry (e.g., GoToMeeting uses an IP not yet in cache), the session is steered by the implicit rule. That's why some
logs show "implicit," while others (when the cache later has a match) hit your explicit rule.



FortiGate could not refresh the routing information on the session after the application was detected.
The path is chosen at session setup. If the app is recognized after the session is established and FortiGate can't (or isn't allowed to)
re-route mid-session, it keeps the original SD-WAN decision (implicit rule) for that flow. Subsequent sessions may match the
explicit rule once the app/IP is known.

NEW QUESTION # 94 
You have configured the performance SLA with the probe mode as Prefer Passive.
What are two observable impacts of this configuration? (Choose two.)

A. FortiGate passively monitors the member if ICMP traffic is passing through the member.
B. After FortiGate switches to active mode, the SLA performance rule falls back to passive monitoring after 3 minutes.
C. During passive monitoring, the SLA performance rule cannot detect dead members.
D. FortiGate can offload the traffic that is subject to passive monitoring to hardware.
E. FortiGate passively monitors the member if TCP traffic is passing through the member.

Answer: C,E

Explanation:
When "Prefer Passive" is set, FortiGate attempts to passively monitor the health of SD-WAN members using real application traffic
like TCP sessions, collecting statistics such as latency, jitter, and packet loss from actual observed flows.
Passive monitoring does not generate probe packets; it relies entirely on existing traffic. If there is no matching traffic, health check
data is unavailable, meaning dead members may go undetected when only passive monitoring is active.

NEW QUESTION # 95 
You are planning a new SD-WAN deployment with the following criteria:
- Two regions
- Most of the traffic is expected to remain within its region
- No requirement for inter-region ADVPN
To remain within the recommended best practices, which routing protocol should you select for the overlays?

A. OSPF for the routing within each region and EBGP between the regions.
B. IBGP with BGP on loopback within each region and EBGP between the regions.
C. IBGP with BGP per overlays within each region and IBGP with BGP on loopback between the regions.
D. IBGP within each region and between the regions.

Answer: B

Explanation:
For SD-WAN deployments that span multiple regions-where most traffic is intra-region and there is no requirement for inter-region
ADVPN-the best practice is to use IBGP with BGP on loopback interfaces for routing within each region and EBGP between the
regions. This approach ensures robust and scalable routing, isolates regional routing domains, and enables policy control at region
boundaries. BGP on loopback is preferred for its reliability and flexibility, as it enables peering that is not tied to specific physical
interfaces. EBGP between regions allows each region to maintain independent routing policies and summarization, optimizing
performance and manageability. By separating IBGP (intra-region) and EBGP (inter-region), you create a modular architecture that
scales easily and simplifies fault isolation and troubleshooting.
Reference:
[FCSS_SDW_AR-7.4 1-0.docx Q10]
Fortinet SD-WAN Reference Architecture Guide 7.4, "Regional Routing Best Practices" FortiOS 7.4 SD-WAN Overlay Design
Guidelines

NEW QUESTION # 96 
Which two statements correctly describe what happens when traffic matches the implicit SD-WAN rule? (Choose two.)

A. The traffic is distributed, regardless of weight, through all available static routes.
B. The session information output displays no SD-WAN service id.
C. Traffic does not match any of the entries in the policy route table.
D. Traffic is load balanced using the algorithm set for the v4-ecmp-modesetting.



E. FortiGate flags the session with may_dirtyand vwl_default.

Answer: B,C

Explanation:
When traffic matches the implicit SD-WAN rule, no specific SD-WAN service is applied, so the session information output does
not show an SD-WAN service ID.
The implicit SD-WAN rule is considered only when no matching entry is found in the policy route table.

NEW QUESTION # 97 
(In which order does FortiGate consider the following elements during the route lookup process? Choose one answer.)

A. SD-WAN rules, policy routes, static routes, ISDB routes
B. Policy routes, SD-WAN rules, Internet Service Database (ISDB) routes, BGP routes
C. Policy routes, ISDB routes, SD-WAN rules, static routes
D. SD-WAN rules, ISDB routes, policy routes, BGP routes

Answer: C

Explanation:
In FortiOS (including FortiOS 7.6), FortiGate follows a strict and well-defined route lookup order when determining how to
forward traffic. This order is critical for understanding SD-WAN behavior and is explicitly referenced in the FCSS SD-WAN
curriculum.
The correct lookup sequence is:
Policy routes (Policy-Based Routing)
Policy routes are evaluated first. If traffic matches a policy route, FortiGate immediately forwards the traffic according to that policy
and bypasses all other routing mechanisms.
Internet Service Database (ISDB) routes
If no policy route matches, FortiGate checks ISDB routes. These routes match traffic based on Internet Services rather than
destination IP prefixes.
SD-WAN rules
If neither a policy route nor an ISDB route matches, FortiGate evaluates SD-WAN rules to determine the outgoing interface based
on the configured SD-WAN strategy.
Routing table (connected, static, and dynamic routes such as BGP)
If no SD-WAN rule matches, FortiGate performs a normal routing table lookup.
FIB (Forwarding Information Base)
The FIB is used to forward the packet based on the selected route.
Drop
If no valid route exists, the packet is dropped.
Among the options provided, only Option D correctly reflects the beginning of this sequence by placing policy routes first, followed
by ISDB routes, then SD-WAN rules, and finally static routes (representing the routing table).
Therefore, the correct answer is D.

NEW QUESTION # 98
......
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