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Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q50-Q55):

NEW QUESTION # 50
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUL
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Based on the exhibit, which statement is true?

A. The virtual-wan-link and overlay zones can be deleted.
B. The Underlay zone contains no member.

C. The Underlay zone is the zone by default.

D. port2 and port3 are not assigned to a zone.

Answer: B

Explanation:
The Underlay zone is the default SD-WAN zone, typically representing the physical interfaces in the SD- WAN configuration before
overlay or virtual links are added.

NEW QUESTION # 51
Refer to the exhibit. Why is the Antivirus scan switch grayed out when you are creating a new antivirus profile for FTP?
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A. Antivirus scan is disabled under System -> Feature visibility.

B. The Feature Set for the profile is Flow-based but it must be Proxy-based.

C. None of the inspected protocols are active in this profile.

D. FortiGate, with less than 2 GB RAM, does not support the Antivirus scan feature.

Answer: C

Explanation:

The Antivirus scan switch is grayed out because none of the inspected protocols (HTTP, SMTP, POP3, IMAP, FTP, CIFS) have
been enabled in the new antivirus profile. Until at least one protocol is turned on, FortiGate does not allow activation of the antivirus
scan.

NEW QUESTION # 52
A new admmnistrator is configuring FSSO authentication on FortiGate using DC Agent Mode.
Which step is NOT part of the expected process?

A. FortiGate determmnes user identity based on the IP address in the FSSO list.
B. The DC agent sends login event data directly to FortiGate.

C. The user logs into the windows domain.

D. The collector agent forwards login event data to FortiGate.

Answer: D

Explanation:
In DC Agent Mode, the DC agent sends login event data directly to FortiGate without involving a collector agent.

NEW QUESTION # 53
An administrator wants to form an HA cluster using the FGCP protocol.
Which two requirements must the administrator ensure both members fulfill? (Choose two.)

e A. They must have the same number of configured VDOMs.



¢ B. They nwst have the same HA group ID.
e (. They must have the same hard drive configuration.
e D. They must have the heartbeat interfaces in the same subnet.

Answer: B,C

NEW QUESTION # 54

You have configured the FortiGate device for FSSO. A user is successful in log-in to windows, but their access to the internet is
denied.

‘What should the admmnistrator check first?

A. The FortiGate FSSO active users list for user's IP address.
B. Whether the user is assigned to the correct AD group.

C. The windows event viewer for failed login attempts.

D. The FortiGate firewall policy settings for SSL decryption.

Answer: A

Explanation:
Checking the active users list verifies if FortiGate correctly associates the user with their [P address, ensuring proper policy
enforcement for internet access.

NEW QUESTION # 55
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