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way can we help you win the 300-745 certification in your first attempt.
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and helpful for all people who are going to prepare for the 300-745 exam. There are a lot of excellent experts and professors in our
company. In the past years, these experts and professors have tried their best to design the 300-745 Study Materials for all
customers.

Cisco Designing Cisco Security Infrastructure Sample Questions (Q15-Q20):
NEW QUESTION # 15 
Which two solutions help ensure consistent policy enforcement across multi-cloud workloads?
(Choose two.)

A. Static IP routing
B. Cisco Secure Workload (Tetration)
C. SNMP traps
D. Cloud-delivered Firewall (CDFW)

Answer: B,D

Explanation:
Cisco Secure Workload provides workload visibility and policy enforcement across environments, while cloud-delivered firewalls
apply consistent security policies across multiple cloud platforms.

NEW QUESTION # 16 
Which tool is used by SOC analyst to quarantine an endpoint?

A. load balancer
B. Cisco XDR
C. syslog
D. flow collector

Answer: B

Explanation:
Cisco XDR (Extended Detection and Response) gives SOC analysts the ability to detect, investigate, and quarantine compromised
endpoints. It integrates telemetry across endpoints, network, and cloud, enabling coordinated response actions.

NEW QUESTION # 17 
A developer is building new API functions for a cloud-based application. Before writing the code, the developer wants to ensure
that destructive actions, including deleting and updating data, are properly protected by access control identifying sensitive fields such
as those that contain passwords or personally identifiable information. Which approach must be used to score the risks proactively?

A. SAST
B. SBOM Generation
C. CSPM
D. Open API Specification Analysis

Answer: D

Explanation:
Open API Specification Analysis evaluates API definitions before code is written, identifying risky endpoints (such as delete or
update functions) and sensitive fields (like PII or passwords). This allows developers to proactively score risks and apply proper
access controls early in the design phase.

NEW QUESTION # 18 
A financial company uses a remote access solution that directs all traffic over a secure tunnel.
The company recently received some large ISP bills from the headcounter location. According to traffic analysis during the
investigation, most of the network traffic was due to employees spending a lot of time on video conferences provided by a SaaS
collaboration company. What must the company modify to reduce the cost without negatively impacting security or employee
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experience?

A. Block the video conferencing app when connected on VPN.
B. Reduce the video resolution size permitted within the SaaS application.
C. Split-exclude the video SaaS application from the VPN.
D. Suggest users to disconnect from the VPN when on video calls.

Answer: C

Explanation:
Split-exclusion allows trusted SaaS traffic (such as video conferencing) to bypass the VPN tunnel while keeping all other traffic
secured. This reduces bandwidth costs at the headend location without degrading security or employee experience, since traffic to
the SaaS provider is still encrypted natively.

NEW QUESTION # 19 
Employees in a healthcare organization could not access their devices when they returned to work after the weekend. The security
team discovered that a threat actor had encrypted the devices. Which security solution would mitigate the risk in future?

A. password policy enforcement
B. network configuration management
C. data loss prevention
D. endpoint detection and response

Answer: D

Explanation:
Endpoint Detection and Response (EDR) provides continuous monitoring, detection, and automated response to suspicious activity
on devices. It can identify and stop ransomware attacks before encryption occurs, mitigating the risk of device lockouts in the future.

NEW QUESTION # 20
......
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