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NEW QUESTION # 18
‘What mechanism is commonly used to protect session IDs during transmission?

A. Tokenization

B. Session expiration

C. Secure cookies and HTTPS
D. User authentication

Answer: C

NEW QUESTION # 19
What are key defenses against credential stuffing attacks? (Choose two)

A. Encrypting all HTTP requests

B. Implementing multi- factor authentication (MFA)
C. Enforcing unique passwords across accounts
D. Avoiding logging user actions

Answer: B,C

NEW QUESTION # 20
‘What are common uses of cookies in web applications? (Choose two)

e A To encrypt all HTTP traffic

¢ B. To enforce strict password policies
e C. To store user preferences

e D. To maintain user sessions

Answer: C,D

NEW QUESTION # 21
While testing a web application with Burp Suite, you identify that a specific parameter might be vulnerable to SQL injection. What
should you do next?

A. Use SQLmap to automate the exploitation of the parameter
B. Modify unrelated parameters in the same request

C. Block the server's IP to prevent exploitation

D. Report the issue without further testing

Answer: A

NEW QUESTION # 22
Which encoding method should be used to safely display user input in HTML content?

A. Hex encoding

B. HTML entity encoding
C. Base64 encoding

D. URL encoding

Answer: B

NEW QUESTION # 23
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