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HH #145
The primary advantage of an organization creating and maintaining a vendor risk registry is to:

A. study a variety of risks and review the threat landscape.
B. define the risk assessment methodology.

C. ensure that inventory of potential risk is maintained.

D. ensure that all assets have low residual risk.
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The primary advantage of creating and maintaining a vendor risk registry is to ensure that an inventory of potential risks is maintained.
A vendor risk registry helps organizations keep track of the risks associated with third-party vendors, especially as they may
introduce vulnerabilities or non- compliance issues. By maintaining this registry, the organization can continuously monitor and
manage vendor-related risks in a structured way, improving its overall security posture.

CASP+ emphasizes the importance of vendor risk management in an organization's broader risk management strategy.

I #146
A security analyst for a managed service provider wants to implement the most up-to-date and effective security methodologies to

provide clients with the best offerings. Which of the following resources would the analyst MOST likely adopt?

A.1SO

B. MITRE ATT&CK
C. OWASP

D. OSINT

Ef#: B
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MITRE ATT&CK is a threat management framework that provides a comprehensive and detailed knowledge base of adversary
tactics and techniques based on real-world observations. It can help security analysts to identify, understand, and prioritize potential
threats, as well as to develop effective detection and response strategies. MITRE ATT&CK covers the entire lifecycle ofa
cyberattack, from initial access to impact, and provides information on how to mitigate, detect, and hunt for each technique. It also
includes threat actor profiles, software descriptions, and data sources that can be used for threat mntelligence and analysis. MITRE
ATT&CK is the most likely resource that a security analyst would adopt to implement the most up-to-date and effective security
methodologies for their clients.

R #147

A DNS forward lookup zone named conptia.org must:

- Ensure the DNS is protected from on-path attacks.

- Ensure zone transfers use mutual authentication and are authenticated and negotiated.
Which of'the following should the security architect configure to meet these requirements?
(Choose two.)

A. Root hints

B. Public keys

C. DNSSEC

D. CNAME records

E. SRV records

F. Conditional forwarders

Ef#: B. C
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To protect DNS from on-path attacks and ensure that zone transfers are mutually authenticated and secure, the security architect
should configure DNSSEC and Public keys. DNSSEC (Domain Name System Security Extensions) provides protection against
DNS spoofing by digitally signing DNS data to ensure its integrity. Public keys are crucial for mutual authentication during zone
transfers, ensuring that only authorized parties can exchange DNS zone data. Together, these options help meet both the
requirements of securing DNS queries and authenticating zone transfers with cryptographic integrity.

B #148
A cybersecurity analyst created the following tables to help determine the maximum budget amount the business can justify spending
on an improved email filtering systerm:

Which of the following meets the budget needs of the business?



A. Fiter TUV
B. Filter GHI

C. Filter ABC
D. Filter XYZ

Ef#: D

fEE N -

Explanation

Filter XYZ is the best option that meets the budget needs of the business. Filter XYZ has an ALE of $1 million per year, which is
lower than any other filter option. ALE stands for annualized loss expectancy, which is a measure of how much money a business
can expect to lose due to a risk over a year. ALE is calculated by multiplying the annualized rate of occurrence (ARO) of an event
by the single loss expectancy (SLE) of an event. ARO is how often an event is expected to occur in a year. SLE is how much money
an event will cost each time it occurs. Therefore, ALE = ARO x SLE. Filter XYZ has an ARO of 0.1 and an SLE of $10 million, so
ALE=0.1 x $10 milion= $1 million. Verified References:

httpsy//www.comptia.org/training/books/casp-cas-004-study-guide ,

httpsy//www.techopedia.convdefinition/2477 1 /annualized- loss-expectancy-ale

M #149

A company is looking to fortify its cybersecurity defenses and is focusing on its network infrastructure. The solution cannot affect the
availability of the company's services to ensure false positives do not drop legitimate traffic.

Which of'the following would satisfy the requirement?

A.NIPS
B. NIDS
C. WAF
D. Reverse proxy
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