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- First, you create or use an existing key in a supported external key management partner system.
This key has a unique URI or key path,
- Newt, you grant your Google Cloud praject access to use the key, in the external key management
partner system.
- In your Google Cloud project, you create a Clowd EKM koy, using the URL or key path for the
externally-managed key.
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HEE #53
What is the effect of the Firewall rule displayed in the following exhibit?

A. This rule will allow incoming TCP and UPD communication to this server.

B. This rule will allow outgoing TCP and UPD commumication from this server.

C. This rule will allow incoming commumication to this server, but not TCP and UPD.
D. This rule will allow TCP and UPD replies to requests orignating on this server.
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The rule shown is an "Allow" rule with the following characteristics:

Direction: Incoming

Protocol: TCP + UDP

Source/Destination: Any (not restricted)

Specific Flags: RST and SYN are selected

This configuration will permit incoming TCP and UDP traffic to the server. The selected flags (RST, SYN) allow for new and reset
connection establishment, which is typical for permitting inbound connections.
Outgoing communication would require an outgoing rule, which is not defined here.
Reference:

Trend Micro Deep Security Administrator's Guide, Firewall Rules Section

EE #54
A collection of servers protected by Deep Security do not have Internet access. How can Smart Scan be used on these computers.

¢ A, Smart Scan must contact the Smart Protection Network to finction. Any servers without Internet access will be unable to
use Smart Scan.

e B. Installa Smart Protection Server in the environment and set it as the source for File Reputation mformation.

¢ C. Promote one of the Deep Security Agents on the air gapped computers to becomme a Re-lay.

e D. Smart Scan can be configured to use a local pattern file containing the same information as the Smart Protection Network.

He: B
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HE #55
Which of the following statements is true regarding the Intrusion Prevention Protection Module?

¢ A The Intrusion Prevention Protection Module can identify changes applied to protected objects, such as the Hosts file, or
the Windows Registry.

¢ B. The Intrusion Prevention Protection Module can prevent applications from executing, allowing an organization to block
unallowed software.

¢ C. The Intrusion Prevention Protection Module blocks or allows traffic based on header information within data packets.

¢ D. The Intrusion Prevention Protection Module analyzes the payload within incoming and outgoing data packets to identify
content that can signal an attack.



HE: D

Y.

The Intrusion Prevention Module (IPS) perforns deep packet inspection, examning both the headers and payload of network
packets to detect and block exploits, malware, and other threats. It is not limited to header analysis and is not responsible for file
integrity or application control.

From the official documentation:

"The Intrusion Prevention module inspects the payload and headers of network traffic to detect and block exploits and attacks. It
uses deep packet inspection techniques to identify malicious content and suspicious patterns in network data." Option B is correct.
Option A is only partially true (IPS looks at more than just headers).

Option C is handled by Integrity Monitoring, not IPS.

Option D is handled by Application Control, not IPS.

References:

Trend Micro Deep Security 20 LTS Administrator's Guide - Intrusion Prevention Trend Micro Deep Security Help: Intrusion
Prevention Overview

EHE #56
As the administrator in a multi-tenant environment, you would like to monitor the usage of security services by tenants? Which of the
following are valid methods for monitoring the usage of the system by the tenants?

A. Use the Representational State Transfer (REST) API to collect usage data from the tenants.
B. Monitor usage by the tenants from the Statistics tab in the tenant Properties window.

C. All the choices listed here are valid.

D. Generate a Chargeback report in Deep Security manager Web console.

e C

MEH.

Deep Security offers several ways to monitor tenant usage in a multi-tenant environment:

Chargeback reports in the Manager Web console provide detailed usage breakdowns per tenant.

The REST API enables automated, programmatic collection of usage data.

The Statistics tab within tenant properties displays real-time and historical usage information.

From the official documentation:

"Administrators can monitor usage with built-in Chargeback reports, by querying the Statistics tab in tenant properties, or by using
the REST API for automated data collection and reporting," References:

Trend Micro Deep Security Administrator's Guide: Multi- Tenancy Reporting Deep Security REST API Reference: Usage and

Reporting

A2 #57
What is the purpose of the Deep Security Relay?

e A. Deep Security Relays forward policy details to Deep Security Agents and Virtual Ap-pliances immediately after changes
to the policy are applied.

¢ B. Deep Security Relays distribute load to the Deep Security Manager nodes in a high-availability implementation.

e C. Deep Security Relays maintain the caches of policies applied to Deep Security Agents on protected computers to improve
performance.

e D. Deep Security Relays are responsible for retrieving security and software updates and distributing them to Deep Security
Manager, Agents and Virtual Appliances.
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