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o Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC
=x 1 policies for wireless security, guest portal deployment, and advanced solutions like FortiLink NAC,
dynamic VLAN, and VLAN pooling,
¢ Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
=x 2 authentication with digital certificates, and configuring syslog and RADIUS single sign-on on
FortiAuthenticator.
¢ Central Management: This section addresses managing FortiSwitch via FortiManager over FortiLink,
=3 implementing zero-touch provisioning, configuring VLANS, ports, and trunks, and setting up FortiExtender
and FortiAP devices.
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¢ Monitoring and Troubleshooting: This section covers configuring quarantine mechanisms, managing
=X 4 FortiAIOps, troubleshooting FortiGate communication with FortiSwitch and FortiAP, and using monitoring
tools for wireless connectivity.
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AE #117

Which two statements about the use of digital certificates are true?
(Choose two.)

Response:

¢ A Intermediate CAs help establish a hierarchical chain of trust.

¢ B. CRLs are required only for self-signed certificates.

e C. A certificate revocation list (CRL) automatically removes revoked certificates from all systens in real time.
e D. A certificate signed by an intermediate CA is still part of a trusted chain.

HE. AD

AE #118
What is the primary finction of FortiLink NAC in a LAN environment?

¢ A. To automate device onboarding and verify security posture

¢ B. To manage FortiSwitch devices and apply manual firewall rules

e C. To extend security policies across FortiGate firewalls only

e D. To ensure devices are manually placed in VLANS based on their user roles

HE. A

=R

FortiLink NACis the NAC (Network Access Control) engine built into FortiGate when it manages FortiSwitch devices.
It perforns:

#Automated device onboarding

* Automatically detects new devices connecting to switches.

* Uses MAC, vendor, DHCP fingerprinting, or loT database to classify devices.

* No manual VLAN assignment required.

#Security posture verification

* Works with FortiClient EMS, ZTNA tags, [oT detection.

* Applies policies based on:

* Device type

* User role

* Endpoint compliance

* JoT vulnerability status

#Dynamic VLAN assignment

* Automatically moves devices into proper VLANS, quarantine networks, or guest zones.
#Integration with LAN Edge & Zero Trust
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* Uses FortiGate + FortiSwitch + FortiAP to enforce zero-trust access.
This matches the LAN Edge 7.6 Architect explanation of FortiLink NAC.
#Why other answers are wrong

A). Extend security policies across FortiGate firewalls

Not NAC. That refers to Security Fabric or SD-WAN.

C). Apply manual firewall rules

FortiLink NAC is specifically designed toautomateaccess control.

D). Manually place devices in VLANs

NAC elimnates manual VLAN assignment - it is dynamic.

AE#119
Ifa FortiAP fails to connect to FortiGate, which component should be checked first?
Response:

A. CAPWAP discovery configuration
B. DNS records

C. SNMP settings

D. FortiManager schedule
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HE #120
‘What must be done on the FortiGate to fully enable RSSO with FortiAuthenticator?
Response:

A. Enable RSSO on user group
B. Add syslog filter

C. Disable RSSO attribute

D. Set RADIUS client IP
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A2 #121

‘Which configuration elements are required to assigna VLAN to a FortiSwitch port?
(Choose two)

Response:

A. Assign VLAN to switch port profile
B. Enable DHCP relay on VLAN

C. Define VLAN ID in FortiGate

D. Create a static route
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