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¢ Storage: Designed for storage administrators managing enterprise data solutions, this section tests
proficiency in deploying Block

e File

¢ Object Storage with lifecycle management, cross-region replication, and tiered storage strategies. It
includes configuring volume groups, snapshots, versioning, and security controls while analyzing storage
performance metrics and cost optimization techniques.

FEY 71

¢ Networking: Targeting network architects designing secure cloud architectures, this domain focuses on
Virtual Cloud Network (VCN) implementation, including subnet design, IP address management, and
routing through gateways (NAT, service, internet). It assesses expertise in VPN

¢ FastComnnect deployment, DNS configuration, load balancer setup, and advanced tools like Network Path
Analyzer for troubleshooting latency or connectivity issues.
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¢ Identity and Access Management (IAM): This domain validates skills of security architects implementing

granular access controls, emphasizing TAM policy creation, compartment organization, and dynamic group
FEY 273 configuration. It covers identity domain managerment, network source restrictions, and tag-based access
mechanisis to enforce least-privilege principles across OCI resources

¢ Compute: This section measures skills of cloud architects responsible for designing scalable and resilient

mfrastructure, covering compute instance configuration, autoscaling policies, and OS management. It
ey 7 4 evaluates understanding of OCI compute image options, infrastructure maintenance processes, and
strategies for optimizing instance performance across availability domains.
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B #20
By default, OCI IAM policies follow the principle of least privilege. What does this principle mean in the context of policy creation?

¢ A Policies should be identical for all users within a tenancy.

¢ B. Policies should grant all possible permissions to simplify access control.

¢ C. Policies should be written in a complex and technical manner to enhance security.

¢ D. Policies should provide only the minimum set of permissions required for users to perform their tasks effectively.

IEf#: D
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The principle of least privilege is a security best practice that dictates that users should only be granted the minimum set of
permissions necessary to perform their tasks. This principle helps to minimize the risk of accidental or malicious actions that could
COMpromise security.

IAM Policies in OCI: When creating IAM policies in OCI, you should carefully evaluate the required permissions and only grant
those that are absolutely necessary for the users or groups to perform their specific roles. This helps to reduce the attack surface and
prevent unauthorized access to sensitive resources.

Reference:

Oracle Cloud Infrastructure Documentation: Identity and Access Management (IAM) Best Practices

A #21
You can attach resources to a Dynamic Routing Gateway (DRG). Select THREE of these resources.

A. Remote Peering Connections
B. Local Peering Connection

C. Subnet

D. VNIC

E. IPSec Tunnel

F. Virtual Circuits

IFf#: A\ E. F
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A Dynamic Routing Gateway (DRG) in Oracle Cloud Infrastructure (OCI) is a virtual router that provides a path for private traffic
between your on-premises network and your VCN, or between your VCN and other VCNs. The resources that can be attached to
a DRG include:

A . Virtual Circuits: Used to establish a private connection between your on-premises data center and your VCN via Oracle's
FastConnect service.

D . Renmote Peering Connections: Enables peering between VCNs located in different regions (Remote VCN Peering).

E . IPSec Tunnel: Facilitates secure VPN connections between your on-premises network and your OCI VCN.

Reference:

Oracle Cloud Infrastructure Documentation: Dynamic Routing Gateway Overview

H #22
Which statement is NOT correct regarding the Oracle Cloud Infrastructure (OCTI) File System snapshots?

¢ A Even if nothing has changed within the file system since the last snapshot was taken, a new snapshot consumes more
storage.

¢ B. Before you can clone a file system, at least one snapshot must exist for the file system.

e C. Snapshots are a consistent, point-in-time view of your file systemns.

¢ D. Snapshots are accessible under the root directory of the file system at .snapshot/name.

EfE: A
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In OCI File Storage, snapshots are point-in-time, read-only copies of a file system that do not immediately consume additional
storage beyond the space needed to track changes.

Incorrect Statement: The statement that a new snapshot consumes more storage even if nothing has changed is incorrect. Snapshots
are space-efficient; they only consume additional storage as changes are made to the file system after the snapshot is taken. Ifno
changes are made between snapshots, the storage consumption remains minimal.

Correct Staterments:

B. Before cloning a file system, at least one snapshot must exist, as the clone operation relies on this snapshot to create a copy.
C . Snapshots are accessible under the .snapshot directory, allowing users to view and restore files from specific snapshots.

D . Snapshots provide a consistent, point-in-time view of the file system, ensuring data integrity.

Reference:

Oracle Cloud Infrastructure Documentation: Managing File System Snapshots

ER#23
Which policy would you write to provide admin access to all three of your existing admin groups for a shared Test compartment?

e A. Allow dynamic-group to manage all-resources in compartiment Test where
request. principal. group.tag. EmployeeGroup.Role=' Admin'

e B. Allow all-group to manage all-resources in compartment Test where
request.principal. group.tag. EmployeeGroup. Role=' Admin'

e C. Allow any-user to manage all-resources in compartment Test where
request. principal. group.tag. EmployeeGroup.Role=' Admin'

e D. Allow group any-group to manage all-resources in compartment Test where
request. principal. group.tag. Employee Group. Role=' Admin'

EfE: B
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In Oracle Cloud Infrastructure (OCI), policies are written to define permissions for user groups. The correct policy to provide admin
access to all three existing admin groups in a shared compartment (in this case, the "Test" compartment) would be:

"Allow all-group to manage all-resources in compartment Test where request. principal. group.tag, EmployeeGroup. Role=' Admin'™".
"Allow all-group": Grants access to all groups.

"to manage all-resources": Specifies full access permissions (manage includes all CRUD operations).

"in compartment Test": Limits the scope of the policy to the "Test" compartment.

"where request.principal. group.tag EmployeeGroup.Role=' Admin'": Adds a condition to restrict this admin-level access to only
groups tagged with the role 'Admin'.

This policy ensures that only users in the groups tagged as Admin will be allowed to manage resources in the Test compartment,



making it the most suitable choice for providing admin access.
For reference:
OCI Policy Syntax Documentation

H #24
Which is NOT a necessary step to complete this setup for instance principals?

¢ A Create a dynamic group with matching rules to specify which instances can make API calls against services.

¢ B. Create a policy granting permissions to the dynamic group to access services in your compartiment or tenancy.
¢ C. Deploy the application and the SDK to all the instances that belong to the dynamic group.

¢ D. Generate Auth Tokens to enable instances in the dynamic group to authenticate with APIs.

Ef#: D
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Instance principals in OCI allow compute instances to directly make API calls against OCI services without requiring a user account.
To set up instance principals, the following steps are necessary:

A . Deploy the application and SDK: The application running on the instances must use the OCI SDK or CLI to make API calls.

B . Create a dynamic group: Define a dynamic group with matching rules to identify which instances can use the API permissions.

C . Create a policy: Write an IAM policy that grants the dynamic group the necessary permissions to access services.

Option D is NOT necessary because instances in a dynamic group use instance principals to authenticate and do not require Auth
Tokens, which are used for user authentication with APIs.

Reference:

Oracle Cloud Infrastructure Documentation: Using Instance Principals
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