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HM #33
Which two functions does Juniper ATP Cloud perform to reduce delays in the inspection of files?

(Choose two.)
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A. Juniper ATP Cloud allows the creation of allowlists.

B. Juniper ATP Cloud uses a single antivirus software package to analyze files.
C. Juniper ATP Cloud allows end users to bypass the inspection of files.

D. Juniper ATP Cloud perforns a cache lookup on files.

Eﬁ: A\ D

R -

Juniper ATP Cloud is a cloud-based service that provides advanced threat prevention and detection for your network. It integrates
with SRX Series firewalls and MX Series routers to analyze files and network traffic for signs of malicious activity.

Two functions that Juniper ATP Cloud perforns to reduce delays in the inspection of files are:

Juniper ATP Cloud allows the creation of allowlists: Allowlists are lists of trusted files or file hashes that are excluded from scanning
by Juniper ATP Cloud. You can create allowlists based on file name, file type, file size, file hash, or sender domain. By using
allowlists, you can reduce the number of files that need to be uploaded to Juniper ATP Cloud for analysis and improve the
performance and efficiency of your network.

Juniper ATP Cloud perforns a cache lookup on files: Cache lookup is a process that checks ifa file has been previously scanned by
Juniper ATP Cloud and if there is a cached verdict for it. If there is a cached verdict, Juniper ATP Cloud returns it immediately
without scanning the file again. Ifthere is no cached verdict, Juniper ATP Cloud uploads the file for analysis. By using cache lookup,
you can reduce the time and bandwidth required for scanning files by Juniper ATP Cloud.

Reference: = [Juniper Advanced Threat Prevention Cloud (ATP Cloud)], [Configuring Allowlists],

[Understanding Cache Lookup]

HM #34
You want to manually failover the primary Routing Engine in an SRX Series high availability cluster pair.
Which step is necessary to accomplish this task?

e A. Adjust the priority in the configuration on the secondary node.
¢ B. Manually request the failover and identify the secondary node
e C. Issue the set chassis cluster disable reboot command on the primary node.
e D. Implement the control link recover/ solution before adjusting the priorities.

IEf#: B

fiR .-

This step nvolves issuing a command to manually mitiate a failover from the primary Routing Engine to the secondary. This can
typically be done using a command like request chassis cluster failover redundancy-group <group-number> node <node-id>, where
<group-number> is the redundancy group you are failing over, and <node-id> specifies the node to which you want to failover
(usually the secondary node). This command forces the designated node to take over as primary for the specified redundancy group.

R #35
Which two features are configurable on Juniper Secure Analytics (JSA) to ensure that alerts are triggered when matching certain
criteria? (Choose two.)

A. assets

B. building blocks
C. events

D. tests

IEf@#: B. D

AR :

Building blocks in JSA are reusable components that define specific attributes or behaviors in the network traffic. They can be used
to create complex criteria for alerts. By combining multiple building blocks, you can specify detailed conditions under which alerts
should be triggered, such as combinations of events or specific sequences of actions within the network.

Tests in JSA are conditions or rules that analyze log or flow data to detect unusual or malicious activity.

You can configure tests to evaluate the data against predefined criteria, which, when met, will trigger alerts. These tests are essential
for identifying potential security incidents and ensuring that relevant alerts are issued in a timely manner.



HH #36
Which statement defines the function of an Application Layer Gateway (ALG)?

A. The ALG uses software processes for managing specific protocols.

B. The ALG uses software processes for permitting or disallowing specific IP address ranges.

C. The ALG uses software that is used by a single TCP session using the same port numbers as the application.
D. The ALG contains protocols that use one application session for each TCP session.

Ef#: A

TR

The statement that defines the finction of an Application Layer Gateway (ALG) is: The ALG uses software processes for managing
specific protocols. An ALG is a security component that operates at the application layer (layer 7) of the OSI model and handles
data associated with certain application protocols, such as SIP, FTP, RTSP, etc. An ALG acts as a proxy or intermediary between
the client and the server applications and performs various functions, such as address and port translation, resource allocation,
application response control, and synchronization of data and control traffic. An ALG can also inspect and modify the application
payload to enable firewall or NAT traversal, prevent spoofing or DoS attacks, or enforce granular security policies based on
application-specific commands. Reference: = Application-level gateway - Wikipedia, What Is an Application Layer Gateway
(ALG)? | F5, What is ALG

** Application Layer Gateway | 3CX

B #37
Exhibit

Referring to the exhibit, which two statements describe the type of proxy used? (Choose two.)

A. server protection proxy
B. forward proxy

C. reverse proxy

D. client protection proxy

Ef#: B. C

L -

In the exhibit, the SRX Firewall could be acting as a forward proxy, managing outbound internet requests from internal users or
clients within a private network to the internet. Forward proxies are commonly used to control and monitor outbound traffic, provide
content caching to improve load times, and enforce company policies.

The scenario can also imply a reverse proxy setup where the SRX Firewall might be configured to direct incoming requests from the
internet to the web application. Reverse proxies are used to balance load, enhance security, manage SSL encryption, and provide
additional caching functionalities for mbound traffic to servers.
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