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Exam Topics for GIAC Reverse Engineering Malware (GREM)
The following will be discussed in GIAC GREM Exam Dumps:

In-Depth Analysis of Malicious Browser Scripts and In-Depth Analysis of Malicious Executables
Analysis of Malicious Document Files, Analyzing Protected Executables, and Analyzing Web-Based Malware
Malware Analysis Using Memory Forensics and Malware Code and Behavioral Analysis Fundamentals
Windows Assembly Code Concepts for Reverse-Engineering and Common Windows Malware Characteristics in Assembly
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Understanding functional and technical aspects of GIAC Reverse Engineering
Malware (GREM) Identify Requirements
The following will be discussed in GIAC GREM Exam Dumps:

Interacting with malicious websites to assess the nature of their threats
Behavioral malware analysis
Analyzing multi-technology and fileless malware
Analyzing suspicious PDF files
Describe the results and implications of a bulk change operation
Using debuggers for dumping packed malware from memory
Recognizing packed malware
Following program control flow to understand decision points during execution
Troubleshoot a notification scheme/configuration including events
PDF document analysis
Identifying key assembly logic structures with a disassembler
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Examing obfuscated PowerShell scripts
De-obfuscating malicious JavaScript using debuggers and interpreters
Dynamic malware analysis (using a debugger)
Static malware analysis (using a disassembler)
Recognizing common malware characteristics at the Windows API level (registry manipulation, keylogging, HTTP
communications, droppers)
Demonstrate the benefits and best practices for configuring group subscriptions
Getting started with unpacking
Extending assembly knowledge to include x64 code analysis
Understanding core x86 assembly concepts to perform malicious code analysis
Analyzing malicious RTF document files
Microsoft Office document analysis
Describe the pre-requisites for and the results of a CSV import
Code injection and API hooking
JavaScript deobfuscation

GIAC Reverse Engineering Malware Sample Questions (Q174-Q179):
NEW QUESTION # 174 
What behaviors in a PDF file could indicate malicious intent? (Choose two)

A. The PDF has many embedded images but no scripts.
B. The PDF file size is extremely small.
C. The PDF contains a script that invokes external URLs.
D. The PDF contains multiple encrypted objects.

Answer: C,D

NEW QUESTION # 175 
Which Windows event is MOST useful for mapping malware persistence?

A. Network profile change
B. Prefetch
C. LSASS dump
D. Autorun execution

Answer: D

NEW QUESTION # 176 
Which of the following instructions is used to transfer control back to the calling function?

A. RET
B. NOP
C. CALL
D. JMP

Answer: A

NEW QUESTION # 177 
A sample performs periodic DNS queries with base64 encoded payloads. What is this behavior?

A. Exploit chaining
B. Persistence
C. UAC bypass
D. DNS tunneling

Answer: D



NEW QUESTION # 178 
Which technique can be utilized to hide malicious macro code within an Office document?

A. Storing the macro in the document header.
B. Encrypting the macro with a password.
C. Embedding the macro within a non-macro document section.
D. Using excessive whitespace in the macro code.

Answer: D

NEW QUESTION # 179
......
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