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FS BIG-IP Administration Support and Troubleshooting Sample Questions
(Q31-Q36):

NEW QUESTION # 31
Which file should the BIG-IP Admimnistrator check to determine when a Virtual Server changed its status from RED to GREEN?

A. Nar/log/lastlog
B. var/log/ttm

C. /var/log/monitors
D. /var/log/audit

Answer: B

Explanation:

Status changes for local traffic objects (Virtual Servers, Pools, Nodes) are recorded in the Local Traffic Manager (LTM) log.
Health State Logging: When a health monitor marks a resource as available (Green) or unavailable (Red), the system generates a log
message in /var/log/tm.

Log Entry Example: A transition from Red to Green will appear as a message similar to: 01010027:3: Pool /Common/my_pool
member /Common/10.0.0.1:80 monitor status up.
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Evaluation of Other Options:

/var/log/audit (Option A) logs who changed a configuration, not automated state changes from health monitors.
var/log/lastlog (Option C) is a standard Linux file that tracks the last login time of users.

/var/log/monitors (Option D) is not a standard log file on the BIG-IP system.

NEW QUESTION # 32
Refer to the exhibit.
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A BIG-IP Administrator needs to deploy an application on the BIG-IP system to performSSL offload and re- encrypt the traffic to
pool members. During testing, users are unable to connect to the application.
‘What must the BIG-IP Administrator do to resolve the issue? (Choose one answer)

A. Configure Protocol Profile (Server) as splitsession-default-tcp
B. Configure an SSL Profile (Server)

C. Remove the configured SSL Profile (Client)

D. Enable Forward Proxy in the SSL Profile (Client)

Answer: B

Explanation:

To successtully performSSL offload and re-encryptionon a BIG-IP system, the virtual server must be configured withboth a Client
SSL profile and a Server SSL profile. The Client SSL profile enables BIG-IP to decrypt mbound HTTPS traffic from clients, while
the Server SSL profile is required tore-encrypt traffic before forwarding it to the pool members.

From the exhibit, the virtual server has aClient SSL profile configured, which allows BIG-IP to accept HITPS connections from
clients. However, there isno Server SSL profile attached, meaning BIG-IP attempts to sendunencrypted HTTP trafficto pool
memnbers listening on HTTPS (port 443). This protocol mismatch causes the server-side SSL handshake to fail, resulting in users
being unable to connect to the application.

This behavior is well documented in BIG-IP SSL troubleshooting guides: when backend servers expect HTTPS, a Server SSL
profile is mandatory to establish a secure connection from BIG-IP to the pool members.

The other options are incorrect:

* Removing the Client SSL profile (Option A) would break client-side HTTPS.

* The server-side TCP profile (Option B) is unrelated to SSL encryption.

* Forward Proxy (Option C) is only used for outbound SSL inspection scenarios.

Therefore, configuring anSSL Profile (Server)is the correct and required solution.



NEW QUESTION # 33
A BIG-IP device sends out the following SNMP trap: big-ipo.f5.com - bigipExternalLinkChange Link: 1.0 is DOWN. Where in the
BIG-IP Configuration utility should the BIG-IP Administrator verify the current status of Link 1.0?

A. Network > Interfaces > Interface List
B. System> Platform

C. Statistics > Performance > System
D. Network > Trunks > Trunk List

Answer: A

Explanation:

Comprehensive and Detailed Explanation From BIG-IP Administration Support and Troubleshooting documents: Identifying
network-level performance issues often starts with investigating hardware-level alerts78. In F5 terminology, a "Link" like "1.0" or
"1.1" refers to a physical interface on the appliance79. When an SNMP trap reports that a link is "DOWN," it indicates a loss of
signal or an administrative shutdown of the physical port80. To verify this, the administrator must navigate to Network > Interfaces >
Interface List81. This screen provides real-time status, showing whether the interface is "up," "down," or "uninitialized," as well as
any media speed or duplex mismatches that could be causing performance degradation82. Troubleshooting this is the first step in
resolving "pool member down" or "VLAN failsafe" issues, as a down interface will take down any VLANS associated with it,
immediately halting all traffic flow for the services relying on that physical path.

NEW QUESTION # 34
Users report that traffic is negatively affected every time a BIG-IP device fails over. The traffic becomes stabilized after a few
minutes. What should the BIG-IP Admmistrator do to reduce the impact of future failovers?

A. Enable Failover Multicast Configuration
B. Configure a global SNAT Listener

C. Set up Failover Method to HA Order
D. Configure MAC Masquerade

Answer: D

Explanation:

When traffic "stabilizes after a few minutes” following a failover, it points to a network-level performance issue involving ARP cache
on upstream routers and switches. Each BIG-IP interface has a unique hardware MAC address. During failover, the Standby device
takes over the floating IP address, but the upstream switch still associates that IP with the MAC of the now-offline device. Traffic is
lost until the switch learns the new MAC or its ARP entry expires. "MAC Masquerading” solves this by creating a shared, virtual
MAC address for the floating traffic group. This virtual MAC is used by whichever device is currently active. Because the MAC
address for the virtual server IP never changes from the perspective of the network, the upstream devices do not need to update
their ARP tables. This troubleshooting solution eliminates the delay associated with failover, providing a seamless transition and
ensuring that application traffic flow is not disrupted when the BIG-IP HA state changes.

NEW QUESTION # 35
Where should the BIG-IP Admnistrator go in the GUI to verify the status of pool members of a pool?

A. Local Traffic --> Pools

B. Local Traffic --> Nodes

C. Local Traffic --> Virtual Servers --> Statistics

D. Local Traffic --> Pools --> <pool in question> --> Members

Answer: D

Explanation:

To verify the specific health and availability status of individual members within a specific pool, the administrator must navigate to the
Members tab of that specific pool.

Navigation Path: The correct path is Local Traffic > Pools > Pool List, then clicking on the name of the <pool in_questior™>, and
finally selecting the Members tab. This screen provides a granular view of each member's [P address, port, and their current status
(indicated by the colored icons:



Green, Red, Yellow, or Blue).

Why Option A is correct: While you can see a general status summary on the Pool List page (Option B), that page only shows the
status of the pool as a whole. To troubleshoot why a pool is not working or to see which specific member is down, you must drill
down into the Members tab.

NEW QUESTION # 36
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