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computers and mobile phones to study online, as well as to print and print data for offline consolidation. Our reasonable price and
Managing-Cloud-Security Latest Exam torrents supporting practice perfectly, as well as in the update to facilitate instant upgrade for
the users in the first place, compared with other education platform on the market, the Managing-Cloud-Security test torrent can be
said to have high quality performance, let users spend the least money to meet their maximum needs.

WGU Managing Cloud Security (JY02) Sample Questions (Q171-Q176):
NEW QUESTION # 171 
An organization is undergoing an ISO 27001 audit that includes a software as a service (SaaS) solution within scope, and the auditor
has requested evidence of controls. What evidence should the organization provide the auditor?

A. Operating system patch logs
B. Network firewall rules
C. Physical diagram of the data center
D. Provider compliance attestation

Answer: D

Explanation:
When a SaaS solution is included within the scope of an ISO 27001 audit, the organization should provide the cloud provider's
compliance attestation as evidence of controls. Managing Cloud guidance explains that in the SaaS model, the provider manages
infrastructure, platform, and application-level controls.
Because customers do not manage operating systems, firewalls, or physical data centers in SaaS, they cannot supply direct technical
evidence for those controls. Instead, third-party audit reports and attestations demonstrate that the provider has implemented
appropriate security controls.
Firewall rules, OS patch logs, and physical diagrams are not accessible to SaaS customers. Therefore, provider compliance
attestation is the correct evidence.

NEW QUESTION # 172 
Which countermeasure should be taken during the preparation phase of the incident response lifecycle?

A. Perform risk assessments
B. Estimate the scope of the incident
C. Build a timeline of attack
D. Take the system offline

Answer: A

Explanation:
During the preparation phase of the incident response lifecycle, organizations focus on establishing readiness before any incident
occurs. Managing Cloud principles explain that preparation includes identifying potential threats, evaluating vulnerabilities, and
assessing risks that could impact cloud operations.
Risk assessments are a core activity in this phase because they help organizations understand which assets are most critical, what
threats are likely, and where controls must be strengthened. Performing risk assessments allows security teams to define incident
response procedures, allocate resources, establish escalation paths, and ensure tools and personnel are prepared.
The other options occur in later phases. Taking systems offline is part of containment, estimating the scope of the incident occurs
during detection and analysis, and building a timeline of attack supports post-incident analysis. Therefore, performing risk
assessments is the correct countermeasure during the preparation phase.

NEW QUESTION # 173 
Which phase in secure application design and development includes threat modeling?

A. Design
B. Develop
C. Define
D. Training

Answer: A
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Explanation:
Threat modeling is performed during the Design phase of secure application development. Managing Cloud guidance explains that
threat modeling evaluates application architecture, data flows, trust boundaries, and attack surfaces before development begins.
By identifying threats early, security controls can be built directly into the application design rather than added later. This reduces
vulnerabilities and lowers remediation costs.
The define phase establishes requirements, training builds skills, and development focuses on coding.
Therefore, the design phase is the correct answer.

NEW QUESTION # 174 
Which option should a cloud architect recommend to an organization looking to simplify development and management of
applications?

A. Infrastructure as a Service (IaaS)
B. Software as a Service (SaaS)
C. Platform as a Service (PaaS)
D. Desktop as a Service (DaaS)

Answer: C

Explanation:
Platform as a Service (PaaS) is the recommended option for organizations seeking to simplify application development and
management. Managing Cloud guidance explains that PaaS provides a complete development environment, including operating
systems, runtime environments, middleware, databases, and development tools.
By abstracting infrastructure and platform management, PaaS allows developers to focus exclusively on building, testing, and
deploying applications. Tasks such as patching, scaling, load balancing, and environment configuration are handled by the cloud
provider, reducing complexity and administrative effort.
DaaS focuses on delivering virtual desktops, IaaS requires customers to manage operating systems and applications, and SaaS
provides fully developed applications rather than development platforms. Therefore, PaaS best meets the requirement of simplifying
development and management.

NEW QUESTION # 175 
Which risk relates to the removal of a person's information within the public cloud by legal authorities?

A. Vendor lock-in
B. Remote wiping
C. Data seizure
D. Data masking

Answer: C

Explanation:
Data seizure is the risk associated with legal authorities removing or accessing a person's information stored in a public cloud.
Managing Cloud guidance explains that cloud data is subject to the laws and legal processes of the jurisdiction in which it resides.
In some cases, government agencies may compel cloud service providers to disclose or seize data as part of legal investigations. This
can occur without the data owner's direct involvement and may affect confidentiality, privacy, and business operations. Public cloud
environments increase this risk because infrastructure is shared and often spans multiple jurisdictions.
Remote wiping is a data destruction technique, vendor lock-in relates to dependency on providers, and data masking protects
sensitive data. Therefore, data seizure is the correct risk.

NEW QUESTION # 176
......

In short, we live in an age full of challenges. So we must continually update our knowledge and ability. If you are an ambitious
person, our Managing-Cloud-Security exam questions can be your best helper. There are many kids of Managing-Cloud-Security
study materials in the market. You must have no idea to choose which one. It does not matter. Our Courses and Certificates guide
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