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R #21
You are on a call with a new client, and their program lead is concerned about how their legacy systens will integrate with Appian.
The lead wants to know what authentication methods are supported by Appian. Which three authentication methods are supported?

A. OAuth

B. Biometrics

C. Active Directory
D. SAML

E.CAC

F. API Keys
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Comprehensive and Detailed In-Depth Explanation:

As an Appian Lead Developer, addressing a client's concerns about integrating legacy systems with Appian requires accurately
identifying supported authentication methods for system-to-system communication or user access. The question focuses on Appian's
integration capabilities, likely for both user authentication (e.g., SSO) and API authentication, as legacy system integration often
involves both. Appian's documentation outlines supported methods in its Connected Systens and security configurations. Let's
evaluate each option:

A . API Keys:

API Key authentication involves a static key sent in requests (e.g., via headers). Appian supports this for outbound integrations in
Comnected Systens (e.g., HTTP Authentication with an API key), allowing legacy systens to authenticate Appian calls. However,
it's not a user authentication method for Appian's platform login-it's for system-to-system integration. While supported, it's less
common for legacy system SSO or enterprise use cases compared to other options, making it a lower-priority choice here.

B . Biometrics:

Biometrics (e.g, fingerprint, facial recognition) isn't natively supported by Appian for platform authentication or integration. Appian
relies on standard enterprise methods (e.g., username/password, SSO), and biometric authentication would require external identity
providers or custom clients, not Appian itself. Documentation confirns no direct biometric support, ruling this out as an Appian-
supported method.

C.SAML:

Security Assertion Markup Language (SAML) is fully supported by Appian for user authentication via Single Sign-On (SSO).
Appian integrates with SAML 2.0 identity providers (e.g., Okta, PingFederate), allowing users to log in using credentials from
legacy systems that support SAML-based SSO. This is a key enterprise method, widely used for integrating with existing identity
management systers, and explicitly listed in Appian's security configuration options-making it a top choice.

D.CAC:

Common Access Card (CAC) authentication, often used in government contexts with smart cards, isn't natively supported by
Appian as a standalone method. While Appian can integrate with CAC via SAML or PKI (Public Key Infrastructure) through an
identity provider, it's not a direct Appian authentication option. Documentation mentions smart card support indirectly via SSO
configurations, but CAC itselfisn't explicitly listed, making it less definitive than other methods.

E. OAuth:

OAuth (specifically OAuth 2.0) is supported by Appian for both outbound integrations (e.g., Authorization Code Grant, Client
Credentials) and mbound API authentication (e.g,, securing Appian Web APIs). For legacy system integration, Appian can use
OAuth to authenticate with APIs (e.g., Google, Salesforce) or allow legacy systems to call Appian services securely. Appian's
Connected System framework includes OAuth configuration, making it a versatile, standards-based method highly relevant to the
client's needs.

F . Active Directory:

Active Directory (AD) integration via LDAP (Lightweight Directory Access Protocol) is supported for user authentication in Appian.
It allows synchronization of users and groups from AD, enabling SSO or direct login with AD credentials. For legacy systeims using
AD as an identity store, this is a seamless integration method. Appian's documentation confirms LDAP/AD as a core authentication
option, widely adopted in enterprise environments-making it a strong fit.

Conclusion: The three supported authentication methods are C (SAML), E (OAuth), and F (Active Directory). These align with
Appian's enterprise-grade capabilities for legacy system integration: SAML for SSO, OAuth for API security, and AD for user
management. API Keys (A) are supported but less prominent for user authentication, CAC (D) is indirect, and Biometrics (B) isn't
supported natively. This selection reassures the client of Appian's flexibility with common legacy authentication standards.

Appian Documentation: "Authentication for Connected Systens" (OAuth, API Keys).

Appian Documentation: "Configuring Authentication” (SAML, LDAP/Active Directory).

Appian Lead Developer Certification: Integration Module (Authentication Methods).
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Your Agile Scrum project requires you to manage two teams, with three developers per team. Both tearrs are to work on the same
application in parallel. How should the work be divided between the teams, avoiding issues caused by cross-dependency?

¢ A. Have each team choose the stories they would like to work on based on personal preference.

¢ B. Group epics and stories by feature, and allocate work between each team by feature.

e C. Allocate stories to each team based on the cumulative years of experience of the team members.
¢ D. Group epics and stories by technical difficulty, and allocate one team the more challenging stories.
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Comprehensive and Detailed In-Depth Explanation:

In an Agile Scrum environment with two teams working on the same application in parallel, effective work division is critical to avoid
cross-dependency, which can lead to delays, conflicts, and inefficiencies. Appian's Agile Development Best Practices emphasize
team autonomy and minimizing dependencies to ensure smooth progress.

Option B (Group epics and stories by feature, and allocate work between each team by feature):

This is the recommended approach. By dividing the application's functionality into distinct features (e.g., Team 1 handles customer
management, Team 2 handles campaign tracking), each team can work independently on a specific domain. This reduces cross-
dependency because teams are not reliant on each other's deliverables within a sprint. Appian's guidance on multi-team projects
suggests feature-based partitioning as a best practice, allowing teans to own their backlog itens, design, and testing without frequent
coordination. For example, Team 1 can develop and test customer-related interfaces while Team 2 works on campaign processes,
merging their work during integration phases.

Option A (Group epics and stories by technical difficulty, and allocate one team the more challenging stories):

This creates an imbalance, potentially overloading one team and underutilizing the other, which can lead to morale issues and uneven
progress. It also doesn't address cross-dependency, as challenging stories might still require mput from both teams (e.g., shared data
models), increasing coordination needs.

Option C (Allocate stories to each team based on the cumulative years of experience of the team members):

Experience-based allocation ignores the project's finctional structure and can result in mismatched skills for specific features. It also
risks dependencies if experienced team members are needed across teams, conplicating parallel work.

Option D (Have each team choose the stories they would like to work on based on personal preference):

This lacks structure and could lead to overlap, duplication, or neglect of critical features. It increases the risk of cross-dependency as
teams might select interdependent stories without coordination, undermining parallel development.

Feature-based division aligns with Scrum principles of self-organization and minimizes dependencies, making it the most effective
strategy for this scenario.

B #23

Your application contains a process model that is scheduled to run daily at a certain time, which kicks off a user input task to a
specified user on the 1st time zone for morning data collection. The time zone is set to the (default) pm!timezone. In this situation,
what does the pm!timezone reflect?

A. The default time zone for the environment as specified in the Administration Console.
B. The time zone of the user who most recently published the process model.

C. The time zone of'the server where Appian is installed.

D. The time zone of the user who is completing the mput task.
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Comprehensive and Detailed In-Depth Explanation:

In Appian, the pm!timezone variable is a process variable automatically available in process models, reflecting the time zone context
for scheduled or time-based operations. Understanding its behavior is critical for scheduling tasks accurately, especially in scenarios
like this where a process runs daily and assigns a user input task.

Option C (The default time zone for the environment as specified in the Administration Console):

This is the correct answer. Per Appian's Process Model documentation, when a process model uses pm!timezone and no custom
time zone is explicitly set, it defaults to the environment's time zone configured in the Administration Console (under System > Time
Zore settings). For scheduled processes, such as one running "daily at a certain time," Appian uses this default time zone to
determine when the process triggers. In this case, the task assignment occurs based on the schedule, and pml!timezone reflects the
environment's setting, not the user's location.

Option A (The time zone of the server where Appian is installed): This is incorrect. While the server's time zone might influence
underlying system operations, Appian abstracts this through the Administration Console's time zone setting, The pml!timezone



variable aligns with the configured environment time zone, not the raw server setting.

Option B (The time zone of the user who most recently published the process model): This is irrelevant. Publishing a process model
does not tie pm!timezone to the publisher's time zone. Appian's scheduling is system+driven, not user-driven in this context.

Option D (The time zone of the user who is completing the input task): This is also incorrect. While Appian can adjust task display
times in the user interface to the assigned user's time zone (based on their profile settings), the pm!timezone in the process model
reflects the environment's default time zone for scheduling purposes, not the assignee's.

For example, if the Admmnistration Console is set to EST (Eastern Standard Time), the process will trigger daily at the specified time
in EST, regardless of the assigned user's location. The "1st time zone" phrasing in the question appears to be a typo or
miscommunication, but it doesn't change the fact that pm!timezone defaults to the environment setting.

HA #24

An existing integration is implemented in Appian. Its role is to send data for the main case and its related objects in a complex JSON
to a REST API, to insert new information into an existing application. This integration was working well for a while. However, the
customer highlighted one specific scenario where the integration failed in Production, and the API responded with a 500 Internal
Error code. The project is in Post-Production Maintenance, and the customer needs your assistance. Which three steps should you
take to troubleshoot the issue?

e A. Analyze the behavior of subsequent calls to the Production API to ensure there is no global issue, and ask the customer to
analyze the API logs to understand the nature of the issue.

B. Send the same payload to the test API to ensure the issue is not related to the API environment.

C. Send a test case to the Production API to ensure the service is still up and running,

D. Ensure there were no network issues when the integration was sent.

E. Obtain the JSON sent to the API and validate that there is no difference between the expected JSON format and the sent
one.

iIFf#: A. B. E
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Comprehensive and Detailed In-Depth Explanation:

As an Appian Lead Developer in a Post-Production Maintenance phase, troubleshooting a failed integration (HTTP 500 Internal
Server Frror) requires a systematic approach to isolate the root cause-whether it's Appian-side, API-side, or environmental. A 500
error typically indicates an issue on the server (API) side, but the developer must confirm Appian's contribution and collaborate with
the customer. The goal is to select three steps that efficiently diagnose the specific scenario while adhering to Appian's best practices.
Let's evaluate each option:

A . Send the same payload to the test API to ensure the issue is not related to the API environment:

This is a critical step. Replicating the failure by sending the exact payload (from the failed Production call) to a test API environment
helps determine if the issue is environment-specific (e.g., Production-only configuration) or inherent to the payload/API logic.
Appian's Integration troubleshooting guidelines recommend testing in a non-Production environment first to isolate variables. Ifthe
test API succeeds, the Production environment or API state is implicated; if it fails, the payload or API logic is suspect. This step
leverages Appian's Integration object logging (e.g., request/response capture) and is a standard diagnostic practice.

B. Send a test case to the Production API to ensure the service is still up and running;

While verifying Production API availability is useful, sending an arbitrary test case risks further Production disruption during
maintenance and may not replicate the specific scenario. A generic test might succeed (e.g., with simpler data), masking the issue
tied to the complex JSSON. Appian's Post-Production guidelines discourage unnecessary Production interactions unless replicating
the exact failure is controlled and justified. This step is less precise than analyzing existing behavior (C) and is not among the top
three priorities.

C . Analyze the behavior of subsequent calls to the Production API to ensure there is no global issue, and ask the customer to
analyze the API logs to understand the nature of the issue:

This is essential. Reviewing subsequent Production calls (via Appian's Integration logs or monitoring tools) checks if the 500 error is
isolated or systemic (e.g., API outage). Since Appian can't access API server logs, collaborating with the customer to review their
logs is critical for a 500 error, which often stems from server-side exceptions (e.g., unhandled data). Appian Lead Developer
training enphasizes partnership with API owners and using Appian's Process History or Application Monitoring to correlate failures-
making this a key troubleshooting step.

D . Obtain the JSON sent to the API and validate that there is no difference between the expected JSON format and the sent one:
This is a foundational step. The complex JSON payload is central to the integration, and a 500 error could result from malformed
data (e.g., missing fields, invalid types) that the API can't process. In Appian, you can retrieve the sent JSON from the Integration
object's execution logs (if enabled) or Process Instance details. Comparing it against the API's documented schema (e.g., via
Postman or API specs) ensures Appian's output aligns with expectations. Appian's documentation stresses validating payloads as a
first-line check for integration failures, especially in specific scenarios.

E . Ensure there were no network issues when the integration was sent:



While network issues (e.g., timeouts, DNS failures) can cause integration errors, a 500 Internal Server Error indicates the request
reached the API and triggered a server-side failure-not a network issue (which typically yields 503 or timeout errors). Appian's
Connected System logs can confirm HTTP status codes, and network checks (e.g., via IT teams) are secondary unless connectivity
is suspected. This step is less relevant to the 500 error and lower priority than A, C, and D.

Conclusion: The three best steps are A (test API with same payload), C (analyze subsequent calls and customer logs), and D
(validate JSON payload). These steps systematically isolate the issue-testing Appian's output (D), ruling out environment-specific
problens (A), and leveraging customer insights into the API failure (C). This aligns with Appian's Post-Production Maintenance
strategies: replicate safely, analyze logs, and validate data.

Appian Documentation: "Troubleshooting Integrations" (Integration Object Logging and Debugging).

Appian Lead Developer Certification: Integration Module (Post-Production Troubleshooting).

Appian Best Practices: "Handling REST API Errors in Appian" (500 Error Diagnostics).

B #25

The business database for a large, complex Appian application is to undergo a migration between database technologies, as well as
interface and process changes. The project manager asks you to recommend a test strategy. Given the changes, which two iterms
should be included in the test strategy?

A. Internationalization testing of the Appian platform

B. Tests that ensure users can still successflly log into the platform
C. A regression test of all existing system functionality

D. Penetration testing of the Appian platform

E. Tests for each of the interfaces and process changes

iFf#: C. E
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Comprehensive and Detailed In-Depth Explanation:

As an Appian Lead Developer, recommending a test strategy for a large, complex application undergoing a database migration (e.g.,
from Oracle to PostgreSQL) and interface/process changes requires focusing on ensuring system stability, functionality, and the
specific updates. The strategy must address risks tied to the scope-database technology shift, mterface modifications, and process
updates-while aligning with Appian's testing best practices. Let's evaluate each option:

A . Internationalization testing of the Appian platform:

Internationalization testing verifies that the application supports multiple languages, locales, and formats (e.g., date formats). While
valuable for global applications, the scenario doesn't indicate a change in localization requirements tied to the database migration,
interfaces, or processes. Appian's platform handles internationalization natively (e.g., via locale settings), and this isn't impacted by
database technology or Ul/process changes unless explicitly stated. This is out of scope for the given context and not a priority.

B. A regression test of all existing system functionality:

This is a critical inclusion. A database migration between technologies can affect data integrity, queries (e.g., alqueryEntity), and
performance due to differences in SQL dialects, indexing, or drivers. Regression testing ensures that all existing flnctionality-records,
reports, processes, and integrations-works as expected post-migration. Appian Lead Developer documentation mandates
regression testing for significant infrastructure changes like this, as unmapped edge cases (e.g,, datatype mismatches) could break the
application. Given the "large, complex" nature, full-system validation is essential to catch unintended impacts.

C . Penetration testing of the Appian platform:

Penetration testing assesses security vulnerabilities (e.g., injection attacks). While security is important, the changes described-
database migration, interface, and process updates-don't inherently alter Appian's security model (e.g,, authentication, encryption),
which is managed at the platform level. Appian's cloud or on-premise security isn't directly tied to database technology unless new
vulnerabilities are introduced (not indicated here). This is a periodic concern, not specific to this migration, making it less relevant
than finctional validation.

D. Tests for each of the interfaces and process changes:

This is also essential. The project includes explicit "mterface and process changes" alongside the migration. Interface updates (e.g,,
SAIL forms) might rely on new data structures or queries, while process changes (e.g., modified process models) could nvolve
updated nodes or logic. Testing each change ensures these components finction correctly with the new database and meet business
requirements. Appian's testing guidelines emphasize targeted validation of modified components to confirm they integrate with the
migrated data layer, making this a primary focus of the strategy.

E . Tests that ensure users can still successfully log into the platform:

Login testing verifies authentication (e.g., SSO, LDAP), typically managed by Appian's security layer, not the business database. A
database migration affects application data, not user authentication, unless the database stores user credentials (uncommon in
Appian, which uses separate identity management). While a quick sanity check, it's narrow and subsumed by broader regression
testing (B), making it redundant as a standalone item.

Conclusion: The two key iterrs are B (regression test of all existing system functionality) and D (tests for each of the interfaces and



process changes). Regression testing (B) ensures the database migration doesn't disrupt the entire application, while targeted testing
(D) validates the specific interface and process updates. Together, they cover the full scope-existing stability and new functionality-
aligning with Appian's recommended approach for complex migrations and modifications.

Appian Documentation: "Testing Best Practices" (Regression and Component Testing).

Appian Lead Developer Certification: Application Maintenance Module (Database Migration Strategies).

Appian Best Practices: "Managing Large-Scale Changes in Appian" (Test Planning).
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