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The Certified Kubermetes Security Specialist (CKS) certification examis a new credential offered by the Linux Foundation. It is
designed to test the knowledge and skills of professionals who are responsible for securing Kubernetes-based systemns. Certified
Kubermnetes Security Specialist (CKS) certification is essential for individuals who seek to demonstrate their mastery of best
practices in security and compliance within Kubernetes environments.
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There may be a lot of people feel that the preparation process for exans is hard and boring, and hard work does not necessarily
mean good results, which is an important reason why many people are afraid of examinations. Today, our CKS study materials will
radically change this. High question hit rate makes you no longer aimless when preparing for the exam, so you just should review
according to the content of our CKS Study Materials prepared for you. Instant answer feedback allows you to identify your
vulnerabilities in a timely manner, so as to make up for your weaknesses.

Linux Foundation Certified Kubernetes Security Specialist (CKS) Sample
Questions (Q177-Q182):

NEW QUESTION # 177

Use the kubesec docker images to scan the given YAML manifest, edit and apply the advised changes, and passed with a score of
4 points.

kubesec-test.yaml

apiVersion: vl

kind: Pod

metadata:

name: kubesec-demo

spec:

containers:

- name: kubesec-demo

image: ger.io/google-samples/node-hello:1.0
securityContext:
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readOnlyRootFilesystem: true
¢ A. Hint: docker run -i kubesec/kubesec:512c5e0 scan /dev/stdin < kubesec-test.yaml

Answer: A

NEW QUESTION # 178

You have a Kubernetes cluster with multiple namespaces, each representing a different department You need to ensure that
resources in one namespace cannot access resources in another namespace, even if they are running as the same user. How would
you implement this isolation policy and what are the potential risks if this isolation is not implemented effectively?

Answer:

Explanation:

Solution (Step by Step) :

1. Use Network Policies: Define network policies at the namespace level to control communication between pods. Each namespace
will have its own

set of policies.

- Exanple Network Policy (Namespace A):

apiVersion: networking.k8s.devy1
kind: NetworkPolicy 1'—' NUX
metadata:
name: allow-internal-traffic
namespace: namespace-a
spec:
podSelector: {}
ingress:
- from:
- podSelector: {}
- namespaceSelector:
matchlLabels:
nameé: nameéspaceé-a
2. Enable Pod Security Policies (PSPsy PSPs allow you to define security constraints for pods running in your cluster. You can
restrict the use of specific resources, capabilities, and network access. - Example PSP:

apiVersion: policy/vlbetal
kind: PodSecurityPolicy
matadata:
name: restricted-psp
spec:
runAslser:
- "1p0a"
- "laal”
fsGroup:
- "lgae”
selinux:
= level: s@
hostNetwork: false
hostPID: false
hostIPC: false

privileged: false
allowPrivilegeEscalation: false
readOnlyRootFilesystem: true
volumses:

- configHap®

- 'secret’

- "emptyDir”

- ‘projected’

- 'downwardaPI "’

- 'persistentVolumeClaim”
= ‘hostPath”®

= 'projected’

- 'secret’

- 'persistentVolumeClaim”

3. Isolate Resources: Ensure resources are not shared between namespaces, such as storage (persistent volumes) and configuration
(config maps, secrets). - Example: Create separate persistent volumes and claims for each namespace. 4. Monitoring and Auditing:
Implement monitoring and auditing tools to detect any unauthorized access attempts or violations of your isolation policy. 5. Potential
Risks of Insufficient Isolation: - Data Breaches: Data in one namespace could be compromised by applications in another



namespace, leading to a data leak. - Denial of Service: Applications in one namespace could consume all available resources,
impacting the performance of applications in other namespaces. - Privilege Escalation: An application in one namespace could gain
elevated privileges and access resources in other namespaces.

NEW QUESTION # 179

You are managing a Kubernetes cluster with a deployment named 'database-deployment' running 3 replicas of a PostgreSQL
database container. You need to implement a security policy that restricts the database pods from accessing the internet, allowing
them to only communicate with each other and with specific external services. The allowed external services include a dedicated
monitoring service at 'monitoring-example-com8080' and a logging service at 'logging-example-com:514'. Additionally, you want to
enforce this policy using NetworkPolicy.

Answer:

Explanation:

Solution (Step by Step) :

1. Create a NetworkPolicy for database pods:

- Create a YAML file named "database-networkpolicy.yamr with the following contents:
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cidr: 192.168.0.0/14

except:

- to:

- ipBlock:
cidr: 192.168.2.0/16 # Exclude a specific range for security reasons (optional)

ipBlock:

cidr: 192.168.99.0/24
ipBlock:

cidr: 172.17.0.0/24
ipBlock:
cidr: 10.0.06.8/24
ipBlock:
cidr: 10.128.2.0/14 # Allow communication to logging service
except:
- to:

- ipBlock:
cidr: 10.128.0.8/16 # Exclude a specific range for security reasons (optional)
ipBlock:

cidr: 192.168.0.0/14
except:
- to:

- ipBlock:
cidr: 192.168.0.8/16 # Exclude a specific range for security reasons (optional)

ipBlock:

cidr: 192.168.992.0/24
ipBlock:

cidr: 172.17.0.8/24
ipBlock:

cidr: 10.0.0.0/24
ipBlock:

cidr: 10.128.0.9/14 # Allow communication to logging service

- ipBlock:
cidr: 10.128.0.8/16 # Exclude a specific range for security reasons (optional)
ipBlock:
cidr: 192.168.90.0/14
except:



- ipBlock:
cidr: 192.168.09.0/16 # Exclude a specific range for security reasons (optional)

ipBlock:
cidr: 192.168.99.0/24
ipBlock:
cidr: 172.17.0.0/24
ipBlock:
cidr: 10.0.0.2/24
ipBlock:
cidr: 100.64.€.9/10 # Allow communication to monitoring service
except:
- to:
- ipBlock:
cidr: 100.64.0.8/12 # Exclude a specific range for security reasons (optional)
ipBlock:
cidr: 172.16.0.9/12
except:
- to:
- ipBlock:
cidr: 192.168.0.8/16 # Exclude a specific range for security reasons (optional)
ipBlock:
cidr: 192.168.99.0/24
ipBlock:
cidr: 172.17.0.0/24
ipBlock:
cidr: 10.0.0.8/24
ipBlock:
cidr: 10.128.9.0/14 # Allow communication to logging service
except:
ol = 0
- ipBlock:
cidr: 10.128.0.0/16 # Exclude a specific range for security reasons (optional)
ipBlock:
cidr: 192.168.0.0/14
except:
- to:
- ipBlock:
cidr: 192.168.0.0/16 # Exclude a specific range for security reasons (optional)
ipBlock:
cidr: 192.168.99.0/24
ipBlock:
cidr: 172.17.0.0/24
ipBlock:
cidr: 10.0.0.8/24 THE
ipBlock: LI N
cidr: 10.128.9.06/14 # Allow communication to logging service
except: FOUNDATION
- to:
- ipBlock:
cidr: 10.128.0.9/16 # Exclude a specific range for security reasons (optional)
ipBlock:
cidr: 192.168.0.0/14
EXcept:
220 =
- ipBlock:
cidr: 192.168.08.8/16 # Exclude a specific range for security reasons (optional)
ipBlock:
cidr: 192.168.99.0/24
ipBlock:
cidr: 172.17.2.0/24
1pBlock:
cidr: 10.9.0.0/24
ipBlock:
cidr: 10.128.9.6/14 # Allow communication to logging service
except:
- to:
- ipBlock:
cidr: 10.128.0.0/16 # Exclude a specific range for security reasons (optional)
ipBlock:

=2do. ann aco n nlaa
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except:
- to:
- ipBlock:
cidr: 192.168.0.0/16 # Exclude a specific range for security reasons (optional)
- ipBlock:
cidr: 192.168.99.0/24
- ipBlock:
cidr: 172.17.0.0/24
- ipBlock:
cidr: 10.9.0.0/24
- ipBlock:
cidr: 10.128.0.06/14 # Allow communication to logging service
except:
- to:
- ipBlock:
cidr: 10.128.0.0/16 # Exclude a specific range for security reasons (optional)
- ipBlock:
cidr: 192.168.0.0/14
except:
- to:
- ipBlock:
cidr: 192.168.0.8/16 # Exclude a specific range for security reasons (optional)
- ipBlock:
cidr: 192.168.99.0/24
- ipBlock:
cidr: 172.17.0.0/24
- ipBlock:
cidr: 10.0.0.9/24
- ipBlock:
cidr: 100.64.€.0/10 # Allow communication to monitoring service
except:
- to:
- ipBlock:
cidr: 100.64.02.2/12 # Exclude a specific range for security reasons (optional)
- ipBlock:
cidr: 172.16.0.0/12
except:
- to:
- ipBlock:
cidr: 172.16.9.0/14 # Exclude a specific range for security reasons (optional)
- ipBlock:

cidr: 192.168.0.0

NEW QUESTION # 180

You're tasked witn securing a Kubernetes cluster running on Google Kubernetes Engine (GKE). One of the key security objectives
is to ensure that only authorized users can access the cluster's API server and that communication between components within the
cluster is encrypted. You need to configure the clusters network policy and authentication mechanism to enforce these security
controls. Explain step-by-step how you would configure GKE's network policies and authentication mechanisns to achieve these
objectives.

Answer:

Explanation:

Solution (Step by Step) :

1. Configure Network Policies:

- Create Network Policies: use the 'kubect! command to create network policies that define the commumication rules between pods
and services. For

exanple:

bash

kubectl apply -f network-policy-yaml

- Define Rules: Specify the rules in the network policy. For example:



apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy
metadata:

name: allow-http
spec:

podSelector:

matchLabels:
app: my-app

ingcesst

- from:
T podSelector:
~ J LIN @ia¥chLabels:
- app: my-other-app

ports:
- protocol: TCP
port: 80

- Apply Policy: Apply the policy using kubectl apply -f network-policy-yaml- 2. Configure Authentication: - Enable Service Account
Authentication: Configure service accounts to access the API server. In GKE, you can enable service account authentication by
creating a service account key. - Create Service Account Key: Create a service account key with the following command: bash
geloud iam service-accounts keys create service-account-key.json -jam-account service-

account@project iam_gserviceaccount.com - Restrict Access: Configure the service account's permissions to minimize the risk of
unauthorized access. Use the IAM policy to grant the service account access only to the required resources. 3. Configure
Encryption: - Enable HTTPS for the API Server: In GKE, the API server runs over HTTPS by default. Verify that this is enabled in
your cluster configuration. - Configure TLS Certificates: Ensure that the API server uses a valid TLS certificate for secure
communication. In GKE, this is typically managed automatically. - Use Mutual TLS: For more robust authentication, configure
mutual TLS between the API server and other components. You can use a certificate authority (CA) to issue certificates for each
component and configure them for mutual authentication.

NEW QUESTION # 181
SIMULATION
Create a new NetworkPolicy named deny-all in the namespace testing which denies all traffic of type ingress and egress traffic

Answer:

Explanation:

You can create a "default" isolation policy for a namespace by creating a NetworkPolicy that selects all pods but does not allow any
ingress traffic to those pods.

apiVersion: networking.k8s.io/v1

kind: NetworkPolicy

metadata:

name: default-deny-ingress

spec:

podSelector: {}

policyTypes:

- Ingress

You can create a "default" egress isolation policy for a namespace by creating a NetworkPolicy that selects all pods but does not
allow any egress traftic from those pods.

apiVersion: networking k8s.io/v1
kind: NetworkPolicy

metadata:

namme: allow-all-egress

spec:

podSelector: {}

egress:

- U



policyTypes:

- Egress

Default deny all ingress and all egress traffic

You can create a "default" policy for a namespace which prevents all ingress AND egress traffic by creating the following
NetworkPolicy in that namespace.

apiVersion: networking.k8s.io/v1

kind: NetworkPolicy

metadata:

name: default-deny-all

spec:

podSelector: {}

policyTypes:

- Ingress

- Egress

This ensures that even pods that aren't selected by any other NetworkPolicy will not be allowed ingress or egress traffic.

NEW QUESTION # 182

With the principles of serve first and customers first, we will company you during you whole preparation. We offer you free demo
before buymg CKS exam dumps of us, and you can get your downloading link and password when you finish your payment. And
you can get them about ten minutes affer your payment. What’s more, we have free update for one year after purchasing, and the
updated version will send to your email automatically. If you have any questions about the CKS Exam Dumps, you can consult our
online service stuff.
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