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Creating good security metrics is essential for a CISO. What would be the BEST sources for creating security metrics for baseline
defenses coverage?

A. IDS, syslog, router, switches
B. Firewall, anti-virus console, IDS, syslog
C. Firewall, exchange, web server, intrusion detection system (IDS)
D. Servers, routers, switches, modem

Antwort: B

470. Frage 
Which control is used to discourage the exploitation of a vulnerability or system?

A. Detective
B. Corrective
C. Preventive
D. Deterrent

Antwort: D

Begründung:
Comprehensive and Detailed Explanation (250-350 words)
In the EC-Council CCISO framework, security controls are classified by their purpose and effect. A deterrent control is specifically
designed to discourage or dissuade individuals from attempting to exploit a vulnerability, rather than technically blocking or detecting
the attack.
CCISO materials define deterrent controls as those that influence human behavior through perceived consequences. Examples
include warning banners, legal notices, security awareness messaging, visible surveillance, and sanctions policies. These controls do
not stop attacks directly, nor do they detect or correct them; instead, they reduce the likelihood of exploitation by increasing
perceived risk.
Preventive controls actively block threats (e.g., firewalls), detective controls identify incidents after occurrence (e.g., SIEM alerts),
and corrective controls restore systems after an incident. None of these align with the concept of discouragement, which is explicitly
tied to deterrence in CCISO documentation.
The CCISO program emphasizes that deterrent controls play a critical role in defense-in-depth strategies, particularly at the
governance and policy level. They are especially effective against insider threats and opportunistic attackers.
Therefore, the correct answer is Option D: Deterrent.

471. Frage 
Scenario: Your program is developed around minimizing risk to information by focusing on people, technology, and operations.
You have decided to deal with risk to information from people first. How can you minimize risk to your most sensitive information
before granting access?

A. Set your firewall permissions aggressively and monitor logs regularly.
B. Monitor employee browsing and surfing habits
C. Develop an Information Security Awareness program
D. Conduct background checks on individuals before hiring them

Antwort: D

472. Frage 
Which of the following best describes the purpose of the International Organization for Standardization (ISO)
27002 standard?

A. To provide a common basis for developing organizational security standards
B. To provide effective security management practice and to provide confidence in interorganizational dealings
C. To give information security management recommendations to those who are responsible for initiating, implementing, or
maintaining security in their organization.
D. To established guidelines and general principles for initiating, implementing, maintaining and improving information security
management within an organization



Antwort: D

473. Frage 
Which of the following is the PRIMARY purpose of International Organization for Standardization (ISO) 27001?

A. To enable organizations that adopt it to obtain certifications
B. Use within an organization to ensure compliance with laws and regulations
C. Use within an organization to formulate security requirements and objectives
D. Implementation of business-enabling information security

Antwort: D

474. Frage
......
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