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HE#41
Refer to the exhibit, which shows the partial output of a real-time OSPF debug,

Real-time OSPF debug output

OSPF: RECV([Hello): From 0.0.0.112 via port2:192.168.37.114 (192.168.37.115 -> 224.0.0.5)
OEPF i m o
O5PF: Header

OSPF: Version 2

OSFE: Type 1 (Hello)

O5FF: Packet Len 48

O5FF: Router ID 0.C.0.112

OSFE: Area 1D 0.0.C.0

OSFF: Checksum 0x2{85

O5FF: AuType O

O5PF: Hello ’

OSPF:  NetworkMask 255,255,254

QSFF: Hellolnterval 10 ¥ )

OSPF: options 0x2 ("I-YW=I-I-IE|-)

OSFF: RerPricrity 1

OS5FF: RtrDeadInterval 40

O5FF: DRouter 192.168.37.114

OSPF: BhRouter 192.168.37.115

OSFPF: # Neighbors 1

OSPF: Meighbor 0.0.0.111

OSFPF: ====ssss=ss=sssssssssssssssssssssssssassssssssassass==

OSPF: RECV([Hello]: From 0.0.0.112 via port2:192.168.37.114: w%

Why are the two FortiGate devices unable to form an adjacency?

A. The Hello packet is being sent from an OSPF router with ID 0.0.0.112.

B. Ore FortiGate device is configured to require authentication, while the other is not.
C. The two FortiGate devices attempting adjacency are in area 0.0.0.0.

D. The passwords on the FortiGate devices do not match.

M
R
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B #42
Refer to the exhibit.

Diagnose output

# diagnose firewall proute list
list route policy info(vf=root):

fidel (0x01) dacp tag=Oxfc Oxfc flaga=0Ox0 tos~Ox00 tos mask-0x00 protocol«0 portearc(0->0) :dst(0->0) iif=S(portl)
path(l): oif«6(portd) gwy=10.0.4.253

source wildecard(l): 0.0.0.0/0.0.0.0

destination wildcard{l): 100.65.0.0/255.255.255.0

hit_count=0 rule_last_used=2025-04-29 15:56:55 oo
¢ get router info routing-table database \.

-==omitted---
Routing table for VRF=0

100.65.0,0/24 [10/0] wia .0.11.254 (recursive is directly connected, port2), 00:15:10, (1/0]
100.65.0.0/24 [10/2] via 10.0.11.254, pore2, 00:15:29, [1/0)
%> 100.66.0.0/24 [10/0) wia 10.0.11.254 (recursive is directly connected, port2), 00:15:10, [(1/0)
192.168.0.0/16 [10/0) via 10.0.11.254 (recursive is directly connected, port2), 00:15:10, ([1/0)
*> 192.168.0.0/16 is directly con IRl

o 10.0.4.0/24 [10/1) is directly connected, por ,@. :54, {1/0]

c *> 10.0.4.0/24 is directly connected, portd

c *> 10.0.5.0/24 is directly connected, port

B 10.0.11.0/24 (10/0]) via 10.0.11.254 i & recursive is directly connected, port2), 00:15%:10, [1/0)
] 10.0.11.0/24 [10/1] is directly cogn s, port2, 00:15:54, [1/0)

c *> 10.0.11.0/24 is directly conne 2

] *> 10.0.12.0/24 [10/0]) via m.n.:& recursive is directly connected, port2), 00:15:10, [1/0]
B8 *“> 10.0.13.0/24 (10/0] wia 10 11.964 (recursive is directly connected, port2), 00:15:10, [1/0]
B *> 10.10.10.1/32 [10/0] ¥ ! .254 (recursive is directly connected, port2), 00:15:10, [1/0]
o 10.10.10.1/32 [10/1] vidgl .11.254, port2, 00:15:29, [1/0)

L > 100.65.0.0/24 [10/0) via .11.253, port2, ([1/0]

8

0

B

B

c

‘Which route will traffic take to get to the 100.65.0.0/24 network considering the routes are all configured with the same distance?

e A The static route
e B. The OS PF route
e C. The policy route
e D. The BGP route

EfE: C
fEE e



To determine the path the traffic will take, we must look at the FortiGate Route Lookup Precedence (Packet Processing Flow) and
the specific configurations shown in the exhibit

* Analyze the Routing Precedence:

* In FortiOS, when a packet arrives (and is not part of an existing session), the FortiGate perforns route lookups in a specific order:
* Policy Routes: Configured under config router policy (or diagnose firewall proute list).

These are checked first. Ifa packet matches the criteria (Source, Destination, Protocol, Incoming Interface), the Policy Route is
used immediately, bypassing the standard routing table.

* FIB (Forwarding Information Base): If no Policy Route matches, the device looks at the standard routing table (Static, Connected,
Dynamic).

* Analyze the Exhibit:

* Policy Route Section: The output of diagnose firewall proute list shows an active policy route ( id=1).

* Destination: 100.65.0.0/255.255.255.0 (Matches the network in the question).

* Action: It directs traffic to gateway 10.0.4.253 via 0if=6(port4).

* Routing Table Section: The output of get router info routing-table database shows multiple routes for 100.65.0.0/24 (Static,
OSPF, BGP) all with distance 10. The Static route (S) is currently selected (*>) in the FIB.

* Conclusion:

* Because Policy Routes take precedence over the standard routing table (FIB), the FortiGate will forward the traffic using the
instructions in Policy Route ID 1. It will not use the Static, BGP, or OSPF routes visible in the routing table for any traffic that
matches the policy route's criteria (ingress port 3).

Reference:

FortiGate Security 7.6 Study Guide (Routing): "Policy routes take precedence over entries in the routing table. If a packet matches a
policy route, the FortiGate routes the packet according to the specified interface and gateway."

B #43

When FortiGate enters conserve mode because of memory pressure, which action can FortiGate perform to preserve memory?

A. FortiGate reduces or stops non-essential processes tike logging and antivirus scanning

B. FortiGate switches to a less memory-intensive inspection mode, such as flow-based mspection.
C. FortiGate automatically reboots to clear memory and restore full operation.

D. Fortigate begins dropping all new sessions to protect resources.

IEf#: D

fi .-

When the FortiGate enters Conserve Mode due to high memory pressure (specifically reaching the Extreme Threshold at 95%
memory usage, or the Red Threshold for proxy traffic), the system prioritizes stability and preventing a system crash (kernel panic).
* D. FortiGate begins dropping all new sessions to protect resources:

* In Extreme Conserve Mode (95%), the FortiGate kernel acts to preserve the remaining memory for system-critical tasks (like
admin access and basic packet forwarding of existing sessions). To achieve this, it drops all new session initiation requests regardless
of the mspection type.

* In Red Conserve Mode (88%), it specifically drops new sessions that require proxy-based inspection (as these consume the most
memory), while often still allowing flow-based traffic.

* Among the provided choices, "dropping new sessions" is the only standard protective mechanism FortiOS employs to stop
memory usage from climbing further.

Why other options are incorrect:

* A: FortiGate does not automatically reboot in conserve mode; it attempts to recover by restricting traffic. (Reboot is a last-resort
crash, not a configured action).

* B: Inspection modes (Proxy vs. Flow) are defined in firewall policies and cannot be dynamically switched by the system during
runtime.

* C: The system does not arbitrarily stop "non-essential processes" like logging or AV. Logging is critical for audit trails. While av-
failopen can be configured to bypass scanning, the system typically defaults to "Fail-Close" (dropping traffic) rather than stopping the
engines themselves.

Reference:

FortiGate Security 7.6 Study Guide (Diagnostics & Resource Usage): "When memory usage reaches the extreme threshold (95%),
all new sessions are dropped to prevent memory exhaustion."

B #44
Exhibit.



Refer to the exhibit, which contains partial output from an IKE real-time debug,
Which two statements about this debug output are correct? (Choose two.)

A. It shows a phase 2 negotiation.

B. The local gateway IP address is 10.0.0.1.

C. Perfect Forward Secrecy (PFS) is enabled in the configuration.
D. The initiator provided remote as its [Psec peer ID.

IE%: A\ D

RN -

From the exhibit, you can observe that the debug output captures an IKEv] negotiation in aggressive mode.

Let's break down the supporting details in line with official Fortinet [Psec VPN troubleshooting resources and debug guides:

For Option B:

The very first line of the debug output shows:

comes 10.0.0.2:500->10.0.0.1:500, ifindex=7.

This indicates the traffic direction-from the remote IP (10.0.0.2) with port 500 to the local IP (10.0.0.1) with port 500. According
to Fortinet's documentation, the right side of the arrow always represents the local FortiGate gateway. Thus, 10.0.0.1 is the local
gateway [P address.

For Option D:

You see the staterment:

negotiation result "remote"

and

received peer identifier FQDNCE88525E7DE7F00D6C2D3C00000000

Official debug documentation describes that the "peer identifier” or peer ID sent by the mitiator is displayed here. In the context of
IKE/TPsec negotiation, this value is used as the [Psec peer ID for authentication and identification purposes. The initiator is providing
"remote" as the peer ID for its connection.

Why Not A or C:

Perfect Forward Secrecy (PFS): The debug does not show any DH group negotiation in phase 2 (no reference to group2, groups5,
etc., for phase 2), so you cannot deduce the presence of PFS solely from this output.

Phase 2 negotiation: The log focuses on IKE (phase 1) negotiation and establishment; there's no reference to ESP protocol, Quick
Mode, or other identifiers that would show phase 2 SA negotiation and establishment.

This mterpretation aligns with the explanation in the FortiOS 7.6.4 Administration Guide's VPN section and the official debug
command output samples published in Fortinet's documentation. It demonstrates how to distinguish between local and remote
addresses and how to identify the use of peer IDs.

References:

FortiOS 7.6.4 Admmistration Guide: [Psec VPN and Debugging VPNs

Technical Support Resources on interpreting IKE debug output and peer ID roles



HH #45
Refer to the exhibit, which shows the omitted output of a session table entry.

Which two statements are true? (Choose two.)

A. NP7 is handling offloading of this session.

B. The session has been offloaded.

C. The traffic has been tagged for VLAN 0000.
D. The traffic matches Policy ID 1.

EfE: A. B
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