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HA #44
‘Which protocol is used by FortiGate to synchronize session tables in an HA cluster?

A. FGCP
B. BGP

C. OSPF
D. VRRP

EfE: A

R :

The FortiGate Cluster Protocol (FGCP) is used to synchronize session tables, configuration, and state information between HA
cluster members to ensure seamless failover. VRRP (B) is for router redundancy, OSPF (C) and BGP (D) are routing protocols, not
used for HA synchronization. Exact extract: "FGCP synchronizes session tables, configurations, and state mformation between
FortiGate HA cluster members to ensure continuity during failover."

HM #45
Which FortiGate feature allows for dynamic routing protocol updates to be propagated through an IPsec VPN tunnel?

A. Dynamic Routing Gateway

B. Route-based VPN

C. Virtual Routing and Forwarding (VRF)
D. Auto Discovery VPN (ADVPN)

Ef#: D

fi .-

Auto Discovery VPN (ADVPN) in FortiGate enables dynamic routing protocols (e.g., OSPF, BGP) to propagate updates through
IPsec VPN tunnels by automatically creating shortcut paths between spokes. This simplifies configuration and enhances scalability in
hub-and-spoke topologies. Route-based VPN (D) supports routing but not dynamic discovery, VRF (C) is for segmentation, and
Dynamic Routing Gateway (B) is not a standard Fortinet feature. Exact extract: "ADVPN allows dynamic routing protocols to be
used over IPsec VPN tunnels, enabling spokes to discover and communicate directly via shortcuts, improving efficiency in hub-and-
spoke setups."

H #46
Which FortiGate feature allows inspection of encrypted SSL/TLS traffic?

A. SSL Inspection

B. Deep Packet Inspection
C. Application Control

D. Web Filtering

Ef: A
=

FortiGate's SSL Inspection feature decrypts and inspects SSL/TLS traffic to detect threats or enforce policies, using techniques like
full SSL inspection or certificate inspection. Deep Packet Inspection (A) is a broader term, Application Control (C) identifies apps,
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and Web Filtering (D) blocks URLSs, not specific to SSL. Exact extract: "SSL Inspection allows FortiGate to decrypt and inspect
SSI/TLS traffic to detect hidden threats or enforce security policies, supporting full or certificate-based inspection."

B #47
In Active FTP who sends the PORT command?

A. There is no PORT command in Active FTP
B. The FTP Server

C. The FTP Client

D. Both

Ef#: C

TR

In Active FTP, the client sends the PORT command to the server, specifying an ephemeral port for the server to initiate the data
connection back to the client. This distinguishes Active FTP from Passive FTP, where the server provides the port. The server does
not send PORT, and the command is a key part of Active FTP. Exact extract: "In Active FTP, the client sends a PORT command
to the server, specifying the IP address and port number for the data connection... The server then initiates the data connection to the
client's specified port."

HE #48
Which FortiGate feature supports load balancing across multiple WAN links?

e A. Multi-Path Routing
e B.SD-WAN

e C. Link Aggregation
e D. Virtual Routing

iIFf@#: B

L2

FortiGate's SD-WAN feature enables load balancing and intelligent traffic steering across multiple WAN links based on criteria like
bandwidth, latency, or application. Link Aggregation (B) bonds interfaces, Virtual Routing (C) is VRF, and Multi-Path Routing (D)
is not a standard term. Exact extract: "SD-WAN enables load balancing and traffic steering across multiple WAN links, optimizing

performance and reliability based on configured rules and metrics."
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