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R #477
Device event logs sources from MDM software as follows:

Device Date/Timg JOFat FON Event Pegcdription

ANDROID 1022 01JAN21 026§ 39 No02N, 77.0369W PUSH APPLICATION 1220 INSTALL QUEUED
ANDROID 1022 01JAN21 0301 39.9072N,77.0369W TNVENZORY APPLICATION 1220 ADDED

ANDROID 1022 01JAN21 0701 39.0067N,.77.4280W CHECK-IN NORMAL

ANDROID 1022 01JAN21 0701 25.2854N05 153 108 CHECK-IN NORMAL

ANDROID_ 1022 01JAN21 0900 39, OUGINET 4291w CHECK-IN NORMAL

ANDROID 1022 01JAN21 1030 30 .006T™, 77.4291W STATUS LOCAL STORAGE REPORTING 85% FULL

Which of the following security concerns and response actions would BEST address the risks posed by the device in the logs?

A. Malicious installation of an application; change the MDM configuration to remove application ID 1220.
B. Falsified status reporting; remotely wipe the device.

C. Resource leak; recover the device for analysis and clean up the local storage.

D. Impossible travel; disable the device's account and access while investigating,

Ef#: D

fEERL:

The device event logs show that the device was in two different locations (New York and London) within a short time span (one
hour), which indicates impossible travel. This could be a sign of a compromised device or account. The best response action is to
disable the device's account and access while investigating the incident. Malicious installation of an application is not evident from the
logs, nor is resource leak or falsified status reporting, Verified Reference: https//www.comptia.org/blog/what-is-impossible-travel
https/partners.comptia.org/docs/default-source/resources/casp-content-guide

HR #478
A threat analyst notices the following URL while going through the HTTP logs.

Which of the following attack types is the threat analyst seeing?

A. CSRF

B. XSS

C. SQL mjection
D. Session hijacking

IEf#: B

fiE L.

XSS stands for cross-site scripting, which is a type of attack that injects malicious code into a web page that is then executed by the
browser of a victim The URL in the question contains a script tag that tries to execute a JavaScript code from an external source,
which is a sign of XSS. Verified References:

httpsy/www.comptia.org/training/books/casp-cas-004-study-guide

https:/owasp.org/www-community/attacks/xss/

R #479
An architectural firm is working with its security team to ensure that any draft images that are leaked to the public can be traced back
to a specific external party. Which of the following would BEST accomplish this goal?


https://www.xhs1991.com/CAS-004.html

A. Utilize watermarks in the images that are specific to each external party.

B. Have the external parties sign non-disclosure agreements before sending any images.
C. Only share images with external parties that have worked with the firm previously.
D. Properly configure a secure file transfer systemto ensure file integrity.

EfE: A

R

Explanation

Utilizing watermarks in the images that are specific to each external party would best accomplish the goal of tracing back any leaked
draft images. Watermarks are visible or invisible marks that can be embedded in digital images to indicate ownership, authenticity, or
origin. Watermarks can also be used to identify the recipient of the image and deter unauthorized copying or distribution. If a draft
image is leaked to the public, the watermark can reveal which external party was responsible for the breach.

M #480

An organization's existing infrastructure includes site-to-site VPNs between datacenters. In the past year, a sophisticated attacker
exploited a zero-day vulnerability on the VPN concentrator.

Consequently, the Chief Information Security Officer (CISO) is making infrastructure changes to mitigate the risk of service loss
should another zero-day exploit be used against the VPN solution.

Which of the following designs would be BEST for the CISO to use?

A. Transitioning to a container-based architecture for site-based services

B. Using Base64 encoding within the existing site-to-site VPN connections
C. Inplementing IDS services with each VPN concentrator

D. Adding a second redundant layer of alternate vendor VPN concentrators
E. Distributing security resources across VPN sites

Ef#: D

R :
Ifon VPN concentrator goes down due to a zero day threat, having a redundant VPN concentrator of a different vendor should
keep you going,

H R #481
An organization is working to secure its development process to ensure developers cannot deploy artifacts directly into the
production environment. Which of the following security practice recommendations would be the best to accomplish this objective?

A. Enforce job rotations for all developers and administrators.
B. Review all access to production systens on a quarterly basis.
C. Roll out security awareness training for all users.

D. Set up policies and systems with separation of duties.

E. Utilize mandatory vacations for all developers.

F. Implement least privilege access to all systens.

IEf#: D

H R #482
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