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Fortinet NSE 7 - OT Security 7.2 Sample Questions (Q23-Q28):

NEW QUESTION # 23
What are two critical tasks the OT network auditors must perform during OT network risk assessment and management? (Choose
two.)

A. Evaluating what can go wrong before it happens

B. Creating disaster recovery plans to switch operations to a backup plant
C. Inplementing strategies to automatically bring PLCs offline

D. Planning a threat hunting strategy

Answer: B,D

NEW QUESTION # 24
Operational technology (OT) network analysts run different levels of reports to identify failures that could put the network at risk
Some of these reports may be related to device performance Which FortiSIEM reporting method helps identify device failures?

A. Configuration management database (CMDB) operational reports
B. Business service reports

C. Payment card industry (PCI) logging reports

D. Device inventory reports

Answer: A

NEW QUESTION # 25
Refer to the exhibit.

config systém intertace
edit VLAN10l dmz
set forward-demain 101
next

edBFVLAN101 internal
set forward-domain 101

Given the configurations on the FortiGate, which statement is true?

A. FortiGate is configured with forward-domains to reduce unnecessary traffic.

B. FortiGate is configured with forward-domains to forward only company domain website trafic.
C. FortiGate is configured with forward-domains to forward only domain controller traffic.

D. FortiGate is configured with forward-domains to filter and drop non-domain controller traffic.

Answer: A
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NEW QUESTION # 26

An OT network consists of multiple FortiGate devices. The edge FortiGate device is deployed as the secure gateway and is only
allowing remote operators to access the ICS networks on site.

Management hires a third-party company to conduct health and safety on site. The third-party company must have outbound access
to external resources. As the OT network administrator, what is the best scenario to provide external access to the third- party
company while continuing to secure the ICS networks?

¢ A Create VPN tunnels between downstream FortiGate devices and the edge FortiGate to protect ICS network traffic.
¢ B. Implement an additional firewall using an additional upstream link to the internet.
e C. Configure outbound security policies with limited active authentication users of the third-party company.
¢ D. Split the edge FortiGate device into multiple logical devices to allocate an independent VDOM for the third-party
company.
Answer: D
NEW QUESTION # 27
Refer to the exhibit.
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The IPS profile is added on all of the security policies on FortiGate.
For an OT network, which statement of the IPS profile is true?

A. ALLTPS signatures are overridden and must block traffic match signature patterns.
B. FortiGate has no IPS industrial signature database enabled.

C. The IPS profile inspects only traffic originating from SCADA equipment.

D. The listed IPS signatures are classified as SCADA equipment.

Answer: D

NEW QUESTION # 28
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