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%| &l GIAC Certification GCSA FE2EMEZEA| (Q106-Q111):

EE #106
What is a potential security risk associated with infrastructure as code (IaC)?
Response:

A. Misconfigurations leading to exposed services
B. Reducing the need for monitoring

C. Increased infrastructure performance

D. Automated patch management
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HE #107

What are some security concerns associated with serverless architectures?
(Select all that apply)

Response:

A. Data privacy and compliance

B. Excessive manual intervention

C. Insecure APIs

D. Lack of control over underlying infrastructure
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EHE #108
What is a primary security benefit of microservice architecture in a DevOps environment?
Response:

A. Increased application size

B. Enhanced performance monitoring
C. Simmplified codebase

D. Improved isolation of services
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AE #109
Which of the following is an example of runtime security protection?
Response:

A. Reducing monitoring intervals

B. Web Application Firewall (WAF)
C. Static code analysis

D. Manual vulnerability scans
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AE #110
Which tool is commonly used for automating compliance audits in cloud environments?
Response:

A. Ansible
B. OpenSCAP
C. Docker
D. Jenkins
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