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Palo Alto Networks XDR Analyst Sample Questions (Q71-Q76):
NEW QUESTION # 71 
What are two purposes of "Respond to Malicious Causality Chains" in a Cortex XDR Windows Malware profile? (Choose two.)

A. Automatically close the connections involved in malicious traffic.
B. Automatically kill the processes involved in malicious activity.
C. Automatically terminate the threads involved in malicious activity.
D. Automatically block the IP addresses involved in malicious traffic.

Answer: B,D

NEW QUESTION # 72 
Can you disable the ability to use the Live Terminal feature in Cortex XDR?

A. No, it is a required feature of the agent.
B. No, a separate installer package without Live Terminal is required.
C. Yes, via the Cortex XDR console or with an installation switch.
D. Yes, via Agent Settings Profile.

Answer: D

Explanation:
The Live Terminal feature in Cortex XDR allows you to initiate a remote connection to an endpoint and perform various actions such
as running commands, uploading and downloading files, and terminating processes. You can disable the ability to use the Live
Terminal feature in Cortex XDR by configuring the Agent Settings Profile. The Agent Settings Profile defines the behavior and
functionality of the Cortex XDR agent on the endpoint. You can create different profiles for different groups of endpoints and assign
them accordingly. To disable the Live Terminal feature, you need to uncheck the Enable Live Terminal option in the Agent Settings
Profile and save the changes. This will prevent the Cortex XDR agent from accepting any Live Terminal requests from the Cortex
XDR management console. Reference:
Live Terminal: This document explains how to use the Live Terminal feature to investigate and respond to security events on
Windows endpoints.
Agent Settings Profile: This document describes how to create and manage Agent Settings Profiles to define the behavior and
functionality of the Cortex XDR agent on the endpoint.

NEW QUESTION # 73 
Which type of BIOC rule is currently available in Cortex XDR?

A. Network
B. Discovery
C. Threat Actor
D. Dropper

Answer: B

Explanation:
The type of BIOC rule that is currently available in Cortex XDR is Discovery. A Discovery BIOC rule is a rule that detects
suspicious or malicious behavior on endpoints based on the Cortex XDR data. A Discovery BIOC rule can use various event types,
such as file, injection, load image, network, process, registry, or user, to define the criteria for the rule. A Discovery BIOC rule can
also use operators, functions, and variables to create complex logic and conditions for the rule. A Discovery BIOC rule can generate
alerts when the rule is triggered, and these alerts can be grouped into incidents for further investigation and response12.
Let's briefly discuss the other options to provide a comprehensive explanation:
A . Threat Actor: This is not the correct answer. Threat Actor is not a type of BIOC rule that is currently available in Cortex XDR.
Threat Actor is a term that refers to an individual or a group that is responsible for a cyberattack or a threat campaign. Cortex XDR
does not support creating BIOC rules based on threat actors, but it can provide threat intelligence and context from various sources,



such as Unit 42, AutoFocus, or Cortex XSOAR3.
C . Network: This is not the correct answer. Network is not a type of BIOC rule that is currently available in Cortex XDR.
Network is an event type that can be used in a Discovery BIOC rule to define the criteria based on network attributes, such as
source IP, destination IP, source port, destination port, protocol, or domain. Network is not a standalone type of BIOC rule, but a
part of the Discovery BIOC rule2.
D . Dropper: This is not the correct answer. Dropper is not a type of BIOC rule that is currently available in Cortex XDR. Dropper
is a term that refers to a type of malware that is designed to download and install other malicious files or programs on a
compromised system. Cortex XDR does not support creating BIOC rules based on droppers, but it can detect and prevent
droppers using various methods, such as behavioral threat protection, exploit prevention, or WildFire analysis4.
In conclusion, the type of BIOC rule that is currently available in Cortex XDR is Discovery. By using Discovery BIOC rules, you
can create custom detection rules that match your specific use cases and scenarios.
Reference:
Create a BIOC Rule
BIOC Rule Event Types
Threat Intelligence and Context
Malware Prevention

NEW QUESTION # 74 
When viewing the incident directly, what is the "assigned to" field value of a new Incident that was just reported to Cortex?

A. It is blank
B. New
C. Pending
D. Unassigned

Answer: D

Explanation:
The "assigned to" field value of a new incident that was just reported to Cortex is "Unassigned". This means that the incident has not
been assigned to any analyst or group yet, and it is waiting for someone to take ownership of it. The "assigned to" field is one of the
default fields that are displayed in the incident layout, and it can be used to filter and sort incidents in the incident list. The "assigned
to" field can be changed manually by an analyst, or automatically by a playbook or a rule12.
Let's briefly discuss the other options to provide a comprehensive explanation:
A . Pending: This is not the correct answer. Pending is not a valid value for the "assigned to" field. Pending is a possible value for the
"status" field, which indicates the current state of the incident. The status field can have values such as "New", "Active", "Done",
"Closed", or "Pending"3.
B . It is blank: This is not the correct answer. The "assigned to" field is never blank for any incident. It always has a default value of
"Unassigned" for new incidents, unless a playbook or a rule assigns it to a specific analyst or group12.
D . New: This is not the correct answer. New is not a valid value for the "assigned to" field. New is a possible value for the "status"
field, which indicates the current state of the incident. The status field can have values such as "New", "Active", "Done", "Closed", or
"Pending"3.
In conclusion, the "assigned to" field value of a new incident that was just reported to Cortex is "Unassigned". This field can be used
to manage the ownership and responsibility of incidents, and it can be changed manually or automatically.
Reference:
Cortex XDR Pro Admin Guide: Manage Incidents
Cortex XDR Pro Admin Guide: Assign Incidents
Cortex XDR Pro Admin Guide: Update Incident Status

NEW QUESTION # 75 
When creating a scheduled report which is not an option?

A. Run weekly on a certain day and time.
B. Run quarterly on a certain day and time.
C. Run monthly on a certain day and time.
D. Run daily at a certain time (selectable hours and minutes).

Answer: B

Explanation:



When creating a scheduled report in Cortex XDR, the option to run quarterly on a certain day and time is not available. You can
only schedule reports to run daily, weekly, or monthly. You can also specify the start and end dates, the time zone, and the recipients
of the report. Scheduled reports are useful for generating regular reports on the security events, incidents, alerts, or endpoints in your
network. You can create scheduled reports from the Reports page in the Cortex XDR console, or from the Query Center by saving
a query as a report. Reference:
Run or Schedule Reports
Create a Scheduled Report

NEW QUESTION # 76
......
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