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NEW QUESTION # 33
How many days will an identity-based incident be suppressed if new events related to the same incident occur?

A. 5 days
B. 30 days
C. 7 days
D. 14 days

Answer: A

Explanation:

Falcon Identity Protection usesincident suppression windowsto prevent alert fatigue while still maintaining accurate incident tracking,
According to the CCIS documentation, whennew events related to an existing identity-based incident occur, the incident
issuppressed for 5 days.

This suppression means that Falcon does not generate a new incident for the same activity during this window. Instead, additional
detections areadded to the existing incident, allowing analysts to view the full progression of the threat in a single nvestigative
context.

The 5-day suppression window ensures that ongoing identity attacks-such as repeated authentication abuse or lateral movement-are
consolidated rather than fragmented across muiltiple incidents. This improves investigation efficiency and aligns with Falcon's incident
lifecycle management approach.

Because the suppression period is fixed at5 days,Option Dis the correct and verified answer.

NEW QUESTION # 34
How should a user be classified if one requires observation for potential risk to the business?

A. Honeytoken Account
B. Watched User

C. High Risk

D. Marked User

Answer: B

Explanation:

Within Falcon Identity Protection, aWatched Useris a user explicitly designated forheightened monitoring due to potential business
risk. According to the CCIS curriculum, watchilists are designed to provide additional visibility into users whose behavior, access
level, or role may warrant closer observation, even if they have not yet exhibited confirmed malicious activity.

Watched Users may include executives, administrators, users with access to sensitive systems, or accounts suspected of being
targeted. Placing a user on a watchlist does not imply compromise; instead, it ensures their activity is prioritized in nvestigations,
detections, and dashboards.

The other options are incorrect:

* Honeytoken Accountsare decoy accounts designed to detect malicious usage.

* High Riskis a calculated risk state, not a monitoring classification.

* Marked Useris not a valid Falcon Identity Protection classification.

Because the CCIS material explicitly identifiesWatched Usersas accounts requiring observation for potential risk,Option Cis the
correct and verified answer.

NEW QUESTION # 35
When creating an API key, which scope should be selected to retrieve Identity Protection detection and incident information?

A. Identity Protection Detections
B. Identity Protection Data

C. Identity Protection Assessment
D. Identity Protection Incidents

Answer: A

Explanation:
To retrieve identity-based detections and incident-related data using the CrowdStrike APIs, the API key must include the
correctpermission scope. According to the CCIS curriculum, theldentity Protection Detections scope is required to access identity-



based detection and incident information through GraphQL.

This scope allows API queries to retrieve:

* Jdentity-based detections

* Associated incident metadata

* Detection attributes such as severity, status, and related entities

Incident data in Falcon Identity Protection isderived from detections, making the Detections scope the authoritative permission set
for this information. Without this scope, GraphQL queries related to identity detections and incidents will fail authorization.

The other scopes are either too narrow or unrelated to detection retrieval. Therefore,Option Ais the correct and verified answer.

NEW QUESTION # 36
Describe the difference between a Human account and a Programmatic account.

A. A human account is often used interactively

B. A programmatic account is never authorized for multi-factor authentication
C. A human account is an Admmistrator

D. A programmatic account is only used interactively

Answer: A

Explanation:

Falcon Identity Protection differentiateshuman accountsandprogrammatic accountsbased onauthentication behavior, not naming
conventions or assigned roles. According to the CCIS curriculum human accounts are offen used interactively, meaning they
authenticate through direct user actions such as workstation logins, VPN access, or application access.

Programmatic accounts (such as service accounts) typically authenticatenon-interactively, often on a predictable schedule or in
response to automated processes. Falcon analyzes authentication frequency, protocol usage, timing, and access patterns to classify
account types automatically.

The incorrect options reflect common misconceptions:

* Human accounts are not always administrators.

* Programmatic accounts can support MFA in some architectures.

* Programmatic accounts are not used interactively.

Because interactive authentication behavior is the defining characteristic of human accounts,Option Dis the correct and verified
answer.

NEW QUESTION # 37
The events are excluded by default while Low, Medium, and High detections are visible.

A. Indiscrete

B. Inferior

C. Internal

D. Informational

Answer: D

Explanation:

In Falcon Identity Protection, Informationaldetections represent low-impact events that provide context but do not indicate elevated
identity risk. According to the CCIS curriculum Informational events are excluded by defaultfiom standard detection views to reduce
noise and allow analysts to focus on higher-risk activity.

By default,Low, Medium, and High severity detections remain visible, as these contribute directly to identity risk scoring, incident
formation, and mvestigative workflows. Informational detections can still be viewed if filters are adjusted, but they are intentionally
hidden in default views.

This design supports efficient threat triage by prioritizing detections that are more likely to represent real security concerns. The other
options listed are not valid detection severity classifications within Falcon Identity Protection.

Because Informational events are excluded by default while higher-severity detections remain visible,Option Ais the correct and
verified answer.

NEW QUESTION # 38
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