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An alert is triggered in Cortex XDR indicating that PowerShell is being used to execute commands remotely. The analyst investigates
and confirms that the activity is expected administrator behavior. What type of alert classification is this?
Response:

A. True Positive
B. False Negative
C. Benign Positive
D. False Positive

Answer: D

NEW QUESTION # 212 
During the ZTP process for a Prisma SD-WAN ION device, after the device successfully connects to the cloud controller, what is
the primary configuration information that the device downloads to become fully operational within the SD-WAN fabric and
managed by the cloud console?

A. User-ID agent software.
B. The latest PAN-OS software image.
C. Dynamic content updates (App-ID, Threat, URL).
D. The full security policy set (Security, NAT, Decryption policies) defined for the site.
E. Device-specific configuration including interface settings, zones, WAN link details, local subnets, and initial connectivity
parameters for tunnels to other sites/services.

Answer: E

Explanation:
ZTP provides the initial device-specific configuration to get the ION online and connected to the fabric. - Option A: While security
policies are applied, ZTP typically provides the device-specific network configuration and the framework to receive policies. The full
policy set might be pushed subsequently or inherited from templates. - Option B: Software images are downloaded and installed
separately, typically before or as part of the ZTP process, but the initial download from the controller is the configuration . - Option
C (Correct): The ZTP process delivers the configuration that makes the ION specific to its site: interface assignments and settings,
zone mapping, details about its WAN links (type, bandwidth, ISP), definitions of local subnets behind it, and the parameters needed
to establish initial control plane connections and potentially data plane tunnels to other sites (like the controller or other IONs/hubs).
- Option D: Dynamic content updates are downloaded after the core configuration and connectivity are established. - Option E:
User-ID agent software is installed on domain controllers/servers, not typically on the ION device itself.

NEW QUESTION # 213 
A security administrator is configuring a Security Policy rule on a Palo Alto Networks Strata NGFW to allow outbound web traffic
from the internal network. They need to apply comprehensive security inspection to this traffic. Which type of configuration object is
attached to a Security Policy rule to apply specific security engines like Threat Prevention, Antivirus, URL Filtering, and File
Blocking?

A. Application Filters
B. Security Profiles
C. Network Zones
D. Service Objects
E. NAT Policy rules

Answer: B

Explanation:
Security Profiles are the configuration objects used to define the settings and actions for the various Content-ID inspection engines
(Threat Prevention, Antivirus, URL Filtering, WildFire, Data Filtering, File Blocking). These profiles are then attached to Security
Policy rules to apply the defined inspection to traffic that matches the rule. Option A defines trust boundaries. Option C defines
ports/protocols. Option D groups applications. Option E handles address translation.

NEW QUESTION # 214 
An administrator is investigating a security incident involving an internal host that accessed a suspicious external IP address. They



need to review logs from the Palo Alto Networks firewall that show allowed and denied connections, including source/destination
IPs, zones, applications, and policy actions. Which log type should they focus on for this investigation?

A. HIP Match logs
B. User-ID logs
C. System logs
D. Configuration logs
E. Traffic logs

Answer: E

Explanation:
Traffic logs are the primary source for detailed information about network sessions passing through the firewall, including
allowed/denied status, source/destination information, application ID, and policy rule hit. Option A tracks operational events. Option
B tracks configuration changes. Option D logs device posture checks. Option E logs IP-to-user mappings.

NEW QUESTION # 215 
The War Room in Cortex XSOAR is used for:
Response:

A. Running playbooks automatically without human intervention
B. Storing all historical threat intelligence reports
C. Collaborative real-time investigation and response to security incidents
D. Generating compliance reports for regulatory audits

Answer: C

NEW QUESTION # 216
......
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