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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps Sample Questions (Q101-Q106):

NEW QUESTION # 101
Refer to the exhibit. What should an engineer determine from this Wireshark capture of suspicious network traffic?

e A There are signs of SYN flood attack, and the engineer should increase the backlog and recycle the oldest half-open TCP
connections.

¢ B. There are signs of ARP spoofing, and the engineer should use Static ARP entries and IP address-to- MAC address
mappings as a countermeasure.

e (. There are signs of a malformed packet attack, and the engineer should limit the packet size and set a threshold of bytes as
a countermeasure.
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e D. There are signs of a DNS attack, and the engineer should hide the BIND version and restrict zone transfers as a
countermeasure.

Answer: A

NEW QUESTION # 102

A cybersecurity analyst is examining a complex dataset of threat intelligence information from various sources. Among the data, they
notice multiple instances of domain name resolution requests to suspicious domains known for hosting C2 servers. Simultaneously,
the intrusion detection system logs indicate a series of network anomalies, including unusual port scans and attempts to exploit
known vulnerabilities. The internal logs also reveal a sudden increase in outbound network traffic froma specific internal host to an
external [P address located in a high-risk region. Which action should be prioritized by the organization?

¢ A Data on ports being scanned should be collected and SSL decryption on Firewall enabled to capture the potentially
malicious traffic.

¢ B. Focus should be applied toward attempts of known vulnerability exploitation because the attacker might land and expand
quickly.

¢ C. Organization should focus on C2 communication attempts and the sudden increase in outbound network traffic via a
specific host.

¢ D. Threat intelligence information should be marked as false positive because unnecessary alerts impact security key
performance indicators.

Answer: C

Explanation:

According to theCyberOps Technologies (CBRFIR) 300-215 study guidecurriculum, command-and-control (C2) communication is
a strong indicator that a system has already been compromised and is actively under the control of an attacker. Sudden outbound
traffic to high-risk regions and resolution of known malicious domains are high-confidence signs of an active threat. Therefore,
prioritizing detection and disruption of this outbound traffic is critical to prevent firther damage or data exfiltration.

‘While monitoring vulnerability exploitation (B) and gathering port scan data (D) are also valuable, they are more preventive or
forensic in nature. The most immediate threat-and therefore the top priority-is stopping active C2 communications.

NEW QUESTION # 103
A cybersecurity analyst detects fileless malware activity on secure endpoints. What should be done next?

A. Immediately quarantine the endpoints containing the suspicious files and consider the issue resolved

B. Delete the suspicious files and monitor the endpoints for any further signs of compromise.

C. Isolate the affected endpoints and conduct a detailed memory analysis to identify fileless malware execution.
D. Share the findings with other government agencies for collaborative threat analysis and response.

Answer: C

Explanation:

Fileless malware resides in memory and does not leave traditional file artifacts, making it difficult for antivirus solutions to detect. The
most effective next step is to isolate the endpoints to prevent lateral movement and perform memory forensics to capture volatile
data and identify any running malicious processes.

NEW QUESTION # 104
What is the steganography anti- forensics technique?

A. changing the file header of a malicious file to another file type
B. concealing malicious files in ordinary or unsuspecting places
C. hiding a section of a malicious file in unused areas of a file

D. sending malicious files over a public network by encapsulation

Answer: C

Explanation:
Explanation/Reference:
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NEW QUESTION # 105
Which tool is used for reverse engneering malware?

A. Ghidra

B. SNORT
C. NMAP
D. Wireshark

Answer: A

Explanation:

Ghidrais a free and open-source software reverse engineering (SRE) suite developed by the NSA. It includes disassenbly,
decompilation, and debugging tools specifically designed for analyzing malware and other compiled programns.

The Cisco CyberOps guide referencesGhidraas a top tool for reverse engineering binary files during malware analysis tasks, making
it ideal for understanding malicious code behavior at a deeper level.

NEW QUESTION # 106
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