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Fortinet FCSS_LED_AR-7.6 시험요강:

주제 소개

주제 1
Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
authentication with digital certificates, and configuring syslog and RADIUS single sign-on on
FortiAuthenticator.

주제 2
Monitoring and Troubleshooting: This section covers configuring quarantine mechanisms, managing
FortiAIOps, troubleshooting FortiGate communication with FortiSwitch and FortiAP, and using monitoring
tools for wireless connectivity.
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주제 3
Central Management: This section addresses managing FortiSwitch via FortiManager over FortiLink,
implementing zero-touch provisioning, configuring VLANs, ports, and trunks, and setting up FortiExtender
and FortiAP devices.

주제 4
Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC
policies for wireless security, guest portal deployment, and advanced solutions like FortiLink NAC,
dynamic VLAN, and VLAN pooling.
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질문  # 87 
Refer to the exhibits.
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A NAC policy has been configured to apply traffic that flows through FortiSwitch port 2. Traffic that meets the NAC policy criteria
will be assigned to the Students VLAN. However, the NAC policy does not seem to be taking effect.
Which configuration is missing?

A. Port2 Access mode should be set to Port Policy mode.
B. The Students VLAN should be set to Allowed VLANs instead of Native VLAN.
C. Port2 Access mode should be set to NAC mode.
D. The MAC address or OS might be misconfigured for the connected device.

정답：C

설명：
From the exhibits:
FortiSwitch Ports viewshows:
port2
Mode: Static
Native VLAN: Students
Allowed VLANs: quarantine.fortilink (quarantine)
NAC policy "Training":
Switch FortiLink: fortilink
Category:Device
Matching criteria:
MAC Address: 70:88:6b:8c:4b:0e (enabled)
Operating System:Linux(enabled)
Switch Controller Action:
Assign VLAN = Students
Bounce Port = enabled



Design intent:
Device with that MAC + OS Linux, when plugged intoport2, should be dynamically moved to VLANStudentsby the NAC policy.
Why it doesn't work now
On FortiLink NAC,dynamic NAC decisions only apply on ports whose "Access Mode" is set to NAC:
NAC mode = FortiGate controls theonboarding VLAN, evaluates NAC policies, and then dynamically reassigns the switch port
VLAN (access, quarantine, etc.).
Static mode(what we see on port2) means the port just uses its configurednative/allowed VLANs, andno NAC
classificationhappens.
Right now:
port2 is astatic access portwith Native VLAN = Students.
The NAC policy exists, butFortiSwitch is not in NAC enforcement mode on that port, so the policy is never evaluated for traffic on
port2.
Therefore, themissing configurationis:
Setport2toNAC mode(sometimes called "Access mode: NAC" or "NAC LAN edge port").
Once port2 is changed to NAC mode:
Device initially lands in the onboarding/quarantine VLAN.
FortiGate collects device info (MAC, OS, etc.).
NAC policy "Training" matches MAC + Linux.
Switch controller actionAssign VLAN = Studentsis applied.
Port is bounced (if configured), bringing the device back up in VLAN Students.
Why the other options are wrong
B). MAC or OS misconfigured
Possible in general, but the question asks forwhich configuration is missing, and the exhibits clearly focus on port mode. Also, even
with wrong MAC/OS, the port would still be in NAC mode; here NAC isn't even active.
C). Port Policy mode
Port policy (edge/trunk) is separate from NAC; NAC requires the specificNAC access mode.
D). Students VLAN should be Allowed VLANs instead of Native VLAN
For an access port, having Students as thenative VLANis correct. NAC policy's Assign VLAN will set that as access VLAN; no
need to make it an allowed trunk VLAN.

질문  # 88 
In a Zero-Touch Provisioning (ZTP) deployment, which device typically initiates the connection to FortiManager?
Response:

A. FortiAP
B. FortiAuthenticator
C. FortiSwitch
D. FortiGate

정답：D

질문  # 89 
Refer to the exhibits.



A set of SSID profiles has been configured on FortiManager, and an AP profile has been assigned to a group of AP managed by
FortiGate. However, none of the designated SSIDs are being broadcast by these APs.
Which configuration change is required to make the APs broadcast these SSIDs as intended?

A. Adjust the AP profile to ensure all SSIDs are configured in a supported mode, either bridge or tunnel, but not a mix of
both.
B. Change the AP profile to use a platform that supports the configured mix of SSIDs.
C. Set the Transmit Power Mode to Auto.
D. Choose Manual in the SSIDs setting and select the SSIDs to broadcast.

정답：D

설명：
From the exhibits:
The AP profile shows:
SSIDs: Tunnel | Bridge | Manual
The current setting isBridge, not Manual.
WhenBridgeorTunnelis selected, the AP profiledoes NOT automatically broadcast SSIDsunless the corresponding VAPs were
explicitly mapped in the AP profile.
FortiManager SSID profiles are created, but unless these are explicitly applied underManual SSIDs selection, the AP will not
broadcast any SSID.
Fortinet documentation states:
"To control which SSIDs an AP broadcasts, the AP Profile must have SSIDs set toManual, and the desired SSIDs must be
selected." Therefore, to make the AP broadcast the intended SSIDs:
#You must switch the SSIDs setting to Manual, and manually select the SSIDs (CompanyPrinters, Student01, Guest-CorpPort,
PSK).
Why the other options are incorrect:
A). Adjust AP profile to avoid mixing bridge/tunnelMixed modes ARE supported. Not the issue.



B). Change platformThe platform (FAP231F) already supports all listed SSIDs.
D). Set transmit power mode to autoPower settings have nothing to do with SSID broadcasting.

질문  # 90 
Which encryption protocols can CAPWAP use to secure the data channel when communicating between a FortiGate wireless
controller and FortiAP?

A. SSL/TLS and IPsec
B. SSH and SSL
C. DTLS and IPsec
D. WPA3 and TLS

정답：C

설명：
The correct encryption protocols that CAPWAP can use to secure the data channel between a FortiGate wireless controller and
FortiAP are DTLS and IPsec. DTLS (Datagram Transport Layer Security) is natively supported for CAPWAP encryption, and
optionally, IPsec can be configured to further secure the tunnel, especially in high-security environments. WPA3 and TLS, SSH and
SSL, or SSL/TLS and IPsec are not the protocols CAPWAP employs for this purpose on FortiGate and FortiAP platforms.

질문  # 91 
How does FortiAnalyzer contribute to device quarantine actions in a Fortinet Security Fabric?
Response:

A. Triggers FortiAIOps remediation
B. Reboots affected FortiSwitch ports
C. Provides automatic endpoint disconnection
D. Sends log-based event triggers to FortiGate

정답：D

질문  # 92
......
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