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The candidates for Microsoft AZ-500 will be tested on four different domains.
They should understand each component of the topics before attempting the
exam. The highlights of these areas are as follows:

¢ Implementing Platform Protection: 15-20%

This section requires that the examinees develop competence in applying advanced network security, which includes securing
comnectivity of virtual networks, configuring NSG and ASGs, Web Application Firewall, Azure Front Door Service, firewall
on storage accounts, and implementing DDoS protection and Service Endpoints. It also measures their skills in configuring
advanced security for computing,

e Managing Identity & Access: 30-35%
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This subject area will measure one’s skills in managing Azure AD identities, including configuring and managing security for
service principals, Azure AD directory groups, Azure AD users, password write-back, and authentication methods. It will
also evaluate the competence in configuring secure access through the use of Azure Active Directory, managing application
access, and managing access control.

¢ Managing Security Operations: 25-30%

Here the test takers are required to develop their knowledge and skills in monitoring security with the use of Azure Monitor.
This covers their expertise in creating and customizing alerts, monitoring security logs with Azure Monitor, and configuring
diagnostic logging & log retention. The students also need to have competence in monitoring security with the use of Azure
Security Center; configuring security policies; monitoring security with the use of Azure Sentinel.

¢ Securing Data & Applications: 20-25%

This topic of the Microsoft AZ-500 Exam will measure the ability of the candidates to configure security for storage, which
includes configuring access control and key management for storage accounts, configuring Azure AD authentication for Azure
Storage and Azure AD Domain Services authentication for different Azure Files. It also evaluates the skills of the learners
associated with configuring security for different databases and configuring and managing Key Vauilt.
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Microsoft Azure Security Technologies Sample Questions (Q166-Q171):

NEW QUESTION # 166

You have an Azure key vault.

You need to delegate admnistrative access to the key vault to meet the following requirements:

* Provide a user named User] with the ability to set advanced access policies for the key vault.

* Provide a user named User2 with the ability to add and delete certificates in the key vault.

* Use the principle of least privilege.

‘What should you use to assign access to each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation

Userl: RBAC

RBAC is used as the Key Vault access control mechanism for the management plane. It would allow a user with the proper identity
to:

* set Key Vault access policies

* create, read, update, and delete key vaults

* set Key Vault tags

Note: Role-based access control (RBAC) is a system that provides fine-grained access management of Azure resources. Using
RBAC, you can segregate duties within your team and grant only the amount of access to users that they need to perform their jobs.
User2: A key vault access policy

A key vault access policy is the access control mechanismto get access to the key vault data plane. Key Vault access policies grant
permissions separately to keys, secrets, and certificates.

References:

httpsz/docs.microsoft.conven-us/azure/key-vault/key-vault-secure-your- key-vault
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You have an Azure subscription that contains an Azure SQL server named sqlsrvl and an Azure SQL database named DBI.
Sqlsrvl is configured for Microsoft Entra authentication only.
You have the Microsoft Entra identities shown in the following table.

Which users can create scoped credentials for DB1?

o A Userl, User2, and User3
e B. Userl and User2 only
e C. Userl only

Answer: A

NEW QUESTION # 168

You have an Azure subscription that contains the virtual machines shown in the following table.
VNET1, VNET2, and VNET3 are peered with each other. You perform the following actions:
* Create two application security groups named ASGI and ASG2 in the West US region.

* Add the network mterface of VM1 to ASGI.

Answer:

Explanation:
Answer as below.

NEW QUESTION # 169

You have a network security group (NSG) bound to an Azure subnet.

You run Get- AzreRmNetwork SecurityRuleConfig and receive the output shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the

graphic.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Reference:
httpsz/docs.microsoft.com/en-us/azure/virtual- network/manage-network-security- group

NEW QUESTION # 170

You have an Azure subscription named Sub1. Sub1 contains a virtual network named VNet1 that contains one subnet named
Subnetl.

You create a service endpoint for Subnetl.

Subnetl contains an Azure virtual machine named VM1 that runs Ubuntu Server 18.04.

You need to deploy Docker containers to VMI. The containers must be able to access Azure Storage resources and Azure SQL
databases by using the service endpoint.

e A Edit the docker-compose.ym file.
e B. Install the container network interface (CNI) plug-in.
e C. Create an application security group and a network security group (NSQ).

Answer: B

Explanation:

The Azure Virtual Network container network mterface (CNI) plug-in installs in an Azure Virtual Machine. The plug-in supports
both Linux and Windows platform.

The plug-in assigns IP addresses froma virtual network to containers brought up in the virtual machine, attaching them to the virtual
network, and connecting them directly to other containers and virtual network resources. The plug-in doesn't rely on overlay
networks, or routes, for connectivity, and provides the same performance as virtual machines.

The following picture shows how the plug-in provides Azure Virtual Network capabilities to Pods:



Reference:
httpsz//docs.microsoft.com/en-us/azure/virtual-network/container-networking-overview

NEW QUESTION # 171

First and foremost, in order to cater to the different needs of people from different countries in the international market, we have
prepared three kinds of versions of our AZ-500 learning questions in this website. Second, we can assure you that you will get the
latest version of our training materials for free from our company in the whole year after payment on AZ-500 practice materials. Last
but not least, we will provide the most considerate after sale service for our customers in twenty four hours a day seven days a
week.
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