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Nutanix Certified Professional - Business Continuity (NCP-BC) 7.5 Sample
Questions (Q50-Q55):
NEW QUESTION # 50 
An administrator is testing the failover scenarios from a source availability zone (AZ1) to a destination availability zone (AZ2). The
administrator successfully performs an unplanned failover from AZ1 to AZ2.
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The administrator then immediately tries to use the unplanned failover option to fail the VM back to AZ1, but does not see the VM
listed under Recovery Plan. What could be the cause?

A. Clean up of Entities is needed to perform failback.
B. Unplanned failover cannot be used to failback VMs.
C. Recovery Plan is not bi-directional.
D. Replication is not yet successful from AZ2 to AZ1.

Answer: A

Explanation:
Failback is a critical phase of the disaster recovery lifecycle where workloads are returned to their original primary site. When an "
Unplanned Failover " is executed, the system assumes the primary site is gone or unmanaged. Once the primary site (AZ1) is
restored, the administrator cannot simply " re-run " the failover in reverse without preparing the source site. The " Clean up of Entities
" (Option C) is a mandatory step that must be performed on the original primary cluster after it returns to a healthy state. This
process clears the stale VM registrations and metadata that existed prior to the outage, signaling to the Nutanix orchestrator that
AZ1 is now ready to re-receive the workloads. Until this cleanup is completed, the Recovery Plan will not list the VMs as eligible for
failback because it still detects the " ghost " of the VM at the destination. While reverse replication (Option B) is also necessary to
prevent data loss during failback, the reason the VMs are entirely missing from the Recovery Plan interface during the initial failback
attempt is the lack of entity cleanup. Performing this cleanup ensures a smooth transition back to primary production without
metadata conflicts or registration errors.

NEW QUESTION # 51 
An administrator logs into Prism Central (PC) and notices that a replication of a recovery point is still ongoing from Cluster A to
Cluster B on a new setup.
* The bytes being replicated aren ' t changing.
* Both site ' s virtual IP addresses are reachable.
* Connectivity between PC/PE is good.
* There is a dedicated LAN between the clusters.
What could be causing this replication to be stuck?

A. Port 2020 is blocked between CVMs.
B. Protection Policy is incorrectly configured.
C. Acropolis is down at the Remote Site.
D. Port 2030 is blocked between CVMs.

Answer: B

Explanation:
When a replication job is marked as " ongoing " but the progress (bytes completed) is stagnant, it typically indicates a mismatch in
the configuration or a failure in the orchestration logic rather than a total network blackout, especially when virtual IPs are confirmed
reachable. In a " new setup, " a very common root cause is an incorrectly configured Protection Policy.
This can include issues such as mismatched category assignments, incorrect target site selection, or an invalid replication schedule
that the system is unable to initialize properly. If the policy itself is misconfigured-for instance, if it is attempting to replicate to a
storage container that hasn ' t been mapped or lacks permissions- the Cerebro service may initiate the task but then fail to progress
the data transfer. While blocked ports (Options C and D) are common culprits in replication failures, they usually result in immediate
" unreachable
" alerts or job failures rather than a " stuck " status where connectivity is otherwise reported as healthy. If the Acropolis service were
down at the remote site (Option A), the cluster would likely report the site as disconnected or show a critical service alert in Prism.
Therefore, the most logical first area to investigate in a new, non-progressing setup is the logic and settings defined within the
Protection Policy itself.

NEW QUESTION # 52 
An administrator has been tasked with configuring a Nutanix replication solution that provides an RPO of zero. Which solution
should the administrator choose?

A. Async Replication
B. Synchronous Replication
C. Cloud Connect



D. Nearsync Replication

Answer: B

Explanation:
The Recovery Point Objective (RPO) is a measure of how much data an organization can afford to lose during an outage. An RPO
of zero means that absolutely no data loss is tolerated; every write performed at the primary site must be safely committed to the
recovery site before the application receives a confirmation. In the Nutanix portfolio, Synchronous Replication (Option A) is the only
technology that guarantees this level of data protection. It mirrors every write in real-time between two clusters, ensuring they are
always in perfect synchronization. In contrast, Nearsync Replication (Option B) allows for very low RPOs (as low as 20 seconds to
1 minute), but it is still fundamentally an asynchronous process using lightweight snapshots, meaning some " data-in-flight " could be
lost. Async Replication (Option C) typically involves RPOs of one hour or more and is used for less critical workloads. Cloud
Connect (Option D) is a legacy feature for off-site backup and does not support zero-RPO requirements. Synchronous Replication
is the " gold standard " for Tier-1, mission-critical applications where data integrity and zero loss are the primary business
requirements, provided the network latency between sites is 5ms or less.

NEW QUESTION # 53 
An administrator has received the following alert:

Replication was skipped for protection domain < Protection Domain Name > of the latest snapshot < Snapshot ID > to remote site
< Remote Cluster Name > . Replication was skipped as a newer Recovery Point was available snapshots that may have been
skipped.
The administrator begins gathering troubleshooting information and determines the following:
* The VM has been replicating to this cluster successfully for at least 6 months
* The bandwidth has been sufficient to this point and hasn ' t caused an issue before
* Network connectivity is good and all necessary ports remain open and reachable
* There aren ' t hardware issues, and software is up to date
What else could have caused this alert?

A. A new Availability Zone was paired to Prism Central.
B. The VM had a significant one-time surge in change rate.
C. Protection Policy schedule was temporarily paused.
D. This was a first seed replication without a reference snapshot.

Answer: B

Explanation:
The Nutanix Cerebro service manages replication by scheduling snapshots and transferring the delta changes to the remote site. In an
asynchronous replication schedule, if a new snapshot is taken before the previous one has finished replicating, the system faces a
choice. To ensure that the most current data is available at the recovery site as quickly as possible, Nutanix may " skip " the
replication of an older pending snapshot in favor of starting the replication of the newest one.
In this scenario, all infrastructure components (bandwidth, ports, hardware) are verified as healthy and have supported successful
replication for months. This points toward a data-level issue rather than a connectivity issue. A " significant one-time surge in change
rate " (Option D) means the VM generated a massive amount of new data blocks (churn) in a short period. Because the " Snapshot-
on-wire " transfer size is directly tied to the number of changed blocks, this specific snapshot would take much longer than usual to
replicate. If the transfer time exceeds the RPO interval, the next scheduled snapshot will trigger. The Cerebro service will see that it
has a newer recovery point ready to go and will skip the " stuck " or slow-moving older snapshot to maintain the most recent RPO
possible at the target. This behavior generates the " Replication was skipped " warning to notify the administrator that the historical
sequence was interrupted due to a temporary imbalance between data churn and available throughput.

NEW QUESTION # 54 
What is the bandwidth limit of a single Nutanix Cloud Gateway for IPSec traffic?

A. 10 Gbps



B. 500 Mbps
C. 250 Mbps
D. 1 Gbps

Answer: D

Explanation:
The Nutanix Cloud Gateway serves as a critical bridge between on-premises Nutanix clusters and the Nutanix Cloud Availability
Zone (AZ). Its primary role is to provide a secure, encrypted tunnel for replicating recovery points and managing disaster recovery
orchestration metadata. When utilizing standard IPSec for this traffic, the system architecture imposes certain throughput limitations
based on the processing capabilities of the gateway instance. For a single Nutanix Cloud Gateway, the maximum supported
bandwidth for IPSec- encrypted traffic is 1 Gbps.
This 1 Gbps limit is an important consideration for BCDR planning, as it defines the maximum " Snapshot-on- wire " throughput
available for a given protection policy. If an organization has a high data change rate (churn) that exceeds 1 Gbps of sustained
replication traffic, the Recovery Point Objective (RPO) may be at risk of lag. While the physical network link might be 10 Gbps or
higher, the encryption overhead of the IPSec protocol within the gateway VM is the limiting factor. To achieve higher aggregate
throughput, administrators would need to deploy multiple gateways or consider high-performance direct connectivity options if
available.
Understanding this 1 Gbps threshold ensures that administrators can accurately size their replication windows and manage
expectations for initial seed transfers and ongoing delta synchronization to the cloud AZ.

NEW QUESTION # 55
......
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