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WGUSecure Software Design (KEO1) Exam Sample Questions (Q62-Q67):
NEW QUESTION # 62 
While performing functional testing of the new product from a shared machine, a QA analyst closed their browser window but did
not logout of the application. A different QA analyst accessed the application an hour later and was not prompted to login. They then
noticed the previous analyst was still logged into the application.
How should existing security controls be adjusted to prevent this in the future?

A. Ensure user sessions timeout after short intervals
B. Ensure role-based access control is enforced for access to all resources
C. Ensure no sensitive information is stored in plain text in cookies
D. Ensure strong password policies are enforced

Answer: A

Explanation:
The issue described involves a session management vulnerability where the user's session remains active even after the browser
window is closed, allowing another user on the same machine to access the application without logging in. To prevent this security
risk, it's essential to adjust the session management controls to include an automatic timeout feature. This means that after a period of
inactivity, or when the browser window is closed, the session should automatically expire, requiring a new login to access the
application.
This adjustment ensures that even if a user forgets to log out, their session won't remain active indefinitely, reducing the risk of
unauthorized access.
:
Secure SDLC practices emphasize the importance of security at every stage of the software development life cycle, including the
implementation of proper session management controls12.
Best practices for access control in security highlight the significance of managing session timeouts to prevent unauthorized access3.
Industry standards and guidelines often recommend session timeouts as a critical security control to protect against unauthorized
access4.

NEW QUESTION # 63 
Developers have finished coding, and changes have been peer-reviewed. Features have been deployed to a pre- production
environment so that analysts may verify that the product is working as expected.
Which phase of the Software Development Life Cycle (SDLC) is being described?

A. Deployment
B. Requirements
C. Testing
D. Design

Answer: C

Explanation:
Comprehensive and Detailed In-Depth Explanation:
The scenario describes a stage where the developed features are deployed to a pre-production environment for verification by
analysts. This aligns with the Testing phase of the Software Development Life Cycle (SDLC).
In the Testing phase, the system undergoes various evaluations to ensure it meets the specified requirements and functions correctly.
This includes deploying the software in an environment that simulates production to identify and rectify defects before the actual
deployment. The primary goal is to validate the software's quality and performance.
According to the SDLC framework, after the development (coding) phase, the next step is Testing, where the system is rigorously
evaluated. This phase is crucial to detect issues that may not have been apparent during development and to ensure that the software
operates as intended in a controlled setting before live deployment.
References:
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* Software Development Life Cycle Documentation

NEW QUESTION # 64 
Which SDL security goal is defined as ensuring timely and reliable access to and use of information?

A. Confidentiality
B. Information security
C. Availability
D. Integrity

Answer: C

Explanation:
The term 'availability' in the context of Secure Software Development Lifecycle (SDL) refers to ensuring that systems, applications,
and data are accessible to authorized userswhen needed. This means that the information must be timely and reliable, without undue
delays or interruptions. Availability is a critical aspect of security, as it ensures that the software functions correctly and efficiently,
providing users with the information they need to perform their tasks.
References:
* The definition of availability as per the National Institute of Standards and Technology (NIST) Glossary1.
* The Microsoft Security Development Lifecycle (SDL) which emphasizes the importance of availability in secure software design2.
* General principles of Secure Software Development Life Cycle (SSDLC) that include availability as a key security goal3.

NEW QUESTION # 65 
Which SDL security goal is defined as ensuring timely and reliable access to and use of information?

A. Confidentiality
B. Information security
C. Availability
D. Integrity

Answer: C

Explanation:
The term 'availability' in the context of Secure Software Development Lifecycle (SDL) refers to ensuring that systems, applications,
and data are accessible to authorized users when needed. This means that the information must be timely and reliable, without undue
delays or interruptions. Availability is a critical aspect of security, as it ensures that the software functions correctly and efficiently,
providing users with the information they need to perform their tasks.
:
The definition of availability as per the National Institute of Standards and Technology (NIST) Glossary1.
The Microsoft Security Development Lifecycle (SDL) which emphasizes the importance of availability in secure software design2.
General principles of Secure Software Development Life Cycle (SSDLC) that include availability as a key security goal3.

NEW QUESTION # 66 
In which step of the PASTA threat modeling methodology is vulnerability and exploit analysis performed?

A. Define technical scope
B. Attack modeling
C. Define objectives
D. Application decomposition

Answer: B

Explanation:
In the PASTA (Process for Attack Simulation and Threat Analysis) threat modeling methodology, vulnerability and exploit analysis is
performed during the Attack modeling step. This step involves identifying potential threats and vulnerabilities within the system and
understanding how they could be exploited.
* Attack modeling is a critical phase where the focus is on simulating attacks based on identified vulnerabilities. It allows for a deep
understanding of the threats in the context of the application's architecture and system design.



* During this phase, security analysts use their knowledge of the system's technical scope and application decomposition to simulate
how an attacker could exploit the system's vulnerabilities. This helps in prioritizing the risks and planning appropriate mitigation
strategies.
* The goal of attack modeling is not just to identify vulnerabilities but also to understand the potential impact of exploits on the
system and the business, which is essential for developing a robust security posture.
References: The information provided is aligned with the PASTA methodology as described in resources such as VerSprite1 and the
OWASP Foundation2. These sources detail the seven stages of PASTA, with attack modeling being a key component of the
process.
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materials.
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