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Essentials (EHE) 112-52 exam preparation and prepare you for the final 112-52 exam.

EC-COUNCIL EC-Council Ethical Hacking Essentials (EHE) Sample
Questions (Q48-Q53):

NEW QUESTION # 48
What differentiates a vulnerability scan from a penetration test?

A. A vulnerability scan assesses compliance, while a penetration test assesses security.
B. A vulnerability scan requires downtime, while a penetration test does not.

C. A vulnerability scan identifies weaknesses, while a penetration test exploits them.
D. A vulnerability scan is autormated, while a penetration test is not.

Answer: C

NEW QUESTION # 49
Which of the following best defines a 'threat actor'?

A. A software that poses a threat to information security

B. The method by which a threat is delivered

C. An entity that has the potential to cause harm by exploiting a vulnerability
D. A tool used to assess the level of threat on a network

Answer: C

NEW QUESTION # 50
What is a key benefit of conducting penetration testing?

A. Validating compliance with security policies

B. Increasing the efficiency of IT operations

C. Enhancing the physical security of data centers
D. Reducing the need for IT training

Answer: A

NEW QUESTION # 51
Which technique allows an attacker to see data in transit over a network?

A. Phishing

B. Pharming

C. Social engineering
D. Sniffing

Answer: D

NEW QUESTION # 52
Which attack targets vulnerabilities in Industrial Control Systerms (ICS) and operational technology (OT)?

A. Phishing

B. SQL Injection

C. Man-in-the-middle
D. Stuxnet

Answer: D
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