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GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q45-Q50):
NEW QUESTION # 45 
What is the primary function of actuators in Level 0 of an ICS?
Response:

A. To manage enterprise resource planning (ERP) systems
B. To store historical data for long-term analysis
C. To send commands to physical devices to perform actions
D. To visualize process data for human operators

Answer: C

NEW QUESTION # 46 
Which of the following technologies uses Secure Simple Pairing (SSP) to pair devices?

A. WirelessHART
B. Bluetooth
C. ISA100.11a
D. Zigbee

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Secure Simple Pairing (SSP) is a security feature used in Bluetooth technology (B) to provide improved authentication and
encryption during device pairing.
Zigbee (A), WirelessHART (C), and ISA100.11a (D) use different security mechanisms adapted to industrial wireless environments
and do not use SSP.
GICSP training covers Bluetooth SSP as part of wireless security protocols.
Reference:
GICSP Official Study Guide, Domain: ICS Security Architecture & Design
Bluetooth Core Specification (SSP)
GICSP Training on Wireless Security Protocols

NEW QUESTION # 47 
What is a key security concern when using wireless technologies in an ICS environment?
Response:

A. Susceptibility to eavesdropping and interception
B. Inability to perform real-time monitoring
C. Lack of device interoperability
D. Limited bandwidth

Answer: A

NEW QUESTION # 48 
During a plant upgrade an architect needs to connect legacy lEDs to a new TCP/IP instrumentation LAN. The lEDs only have RS-
232 communication interfaces available. What would best be used to connect the lEDs?

A. Engineering workstation
B. Data diode
C. Communications Gateway
D. Industrial switch



Answer: C

Explanation:
Legacy devices using RS-232 interfaces require a communications gateway (C) to translate between the serial communication
protocol and the new TCP/IP network.
A data diode (A) is a unidirectional security device, not a protocol translator.
An engineering workstation (B) is a computer, not a protocol conversion device.
An industrial switch (D) operates at the Ethernet layer and does not perform protocol conversion.
GICSP emphasizes gateways as essential for integrating legacy ICS devices into modern IP networks while maintaining protocol
integrity.
Reference:
GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture
NIST SP 800-82 Rev 2, Section 3.4 (Legacy Protocol Integration)
GICSP Training on ICS Network Architecture and Protocols

NEW QUESTION # 49 
What is the primary objective of threat modeling in an ICS environment?
Response:

A. To improve physical access controls
B. To increase data transmission speed
C. To identify and assess potential threats to critical infrastructure
D. To create an inventory of all software assets

Answer: C

NEW QUESTION # 50
......
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