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CompTIA PenTest+ Exam Sample Questions (Q32-Q37):

NEW QUESTION # 32
Which of the following is a termused to describe a situation in which a penetration tester bypasses physical access controls and
gains access to a facility by entering at the same time as an employee?

A. Shoulder surfing
B. Badge cloning
C. Tailgating

D. Site survey

Answer: C

Explanation:

Tailgating is the termused to describe a situation where a penetration tester bypasses physical access controls and gains access to a
facility by entering at the same time as an employee.

* Tailgating;

* Definition: Tailgating occurs when an unauthorized person follows an authorized person into a restricted area without the latter's
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consent or knowledge. The authorized person typically opens a door or checkpoint, and the unauthorized person slips in behind
them

* Example: An attacker waits near the entrance of a building and enters right after an employee, bypassing security measures.

* Physical Security:

* Tmportance: Physical security is a crucial aspect of overall security posture. Tailgating exploits human factors and weaknesses in
physical security controls.

* Prevention: Security measures such as turnstiles, mantraps, and security personnel can help prevent tailgating,

* Pentest References:

* Physical Penetration Testing: Tailgating is a common technique used in physical penetration tests to assess the effectiveness of an
organization's physical security controls.

* Social Engineering; Tailgating often involves social engineering, where the attacker relies on the politeness or unawareness of the
employee to gain unauthorized access.

By understanding and using tailgating, penetration testers can evaluate the effectiveness of an organization's physical security
measures and identify potential vulnerabilities that could be exploited by malicious actors.

NEW QUESTION # 33
‘Which of the following components should a penetration tester include in the final assessment report?

A. Customer remediation plan
B. User activities

C. Attack narrative

D. Key management

Answer: C

Explanation:

The attack narrative is a critical part of the report that tells the story of how the tester exploited vulnerabilities, gained access, and
moved laterally. It helps stakeholders understand the real-world impact in a readable and logical sequence.

* User activities are more operational logs than part of a pentest report.

* Customer remediation plan is the client's responsibility.

* Key management might be discussed but is not a required component of the report.

NEW QUESTION # 34
A penetration tester wrote the following comment in the final report: "Eighty-five percent of the systems tested were found to be
prone to unauthorized access from the internet." Which of the following audiences was this message intended?

A. Systems administrators
B. C-suite executives

C. Regulatory officials

D. Data privacy ombudsman

Answer: B

Explanation:

The comment in the final report was ntended for C-suite executives, which are senior-level managers or leaders in an organization,
such as the chief executive officer (CEO), chief financial officer (CFO), or chief nformation officer (CIO). C-suite executives are
typically interested in high-level summaries or overviews of the penetration test results, such as the percentage of systems affected by
a certain vulnerability or risk, the potential impact or cost of a breach, or the recommended actions or priorities for remediation. C-
suite executives may not have the technical background or expertise to understand detailed or technical information about the
penetration test, such as specific vulnerabilities, exploits, tools, or techniques. The comment in the final report provides a high-level
summary of the penetration test result that is relevant and understandable for C-suite executives. The other audiences are not likely
to be nterested in this comment.

Systerms administrators are technical staff who are responsible for installing, configuring, maintaining, and securing systems and
networks. They would be more interested in detailed or technical information about the penetration test, such as specific
vulnerabilities, exploits, tools, or techniques. Data privacy ombudsman is a person who acts as an independent mediator between
individuals and organizations regarding data privacy issues or complamts. They would be more interested in information about how
the penetration test complied with data privacy laws and regulations, such as GDPR or CCPA. Regulatory officials are authorities
who enforce compliance with laws and regulations related to a specific industry or sector, such as finance, health care, or energy.
They would be more interested in information about how the penetration test complied with industry-specific standards and



frameworks, such as PCI-DSS, HIPAA, or NERC-CIP.

NEW QUESTION # 35

During an engagement, a penetration tester wants to enumerate users from Linux systems by using finger and rwho commands.
However, the tester realizes these commands alone will not achieve the desired result. Which of the following is the best tool to use
for this task?

A. smbclient

B. Nikto

C. Burp Suite
D. theHarvester

Answer: A

Explanation:

The smbclient tool is used to access SMB/CIFS resources on a network. It allows penetration testers to connect to shared
resources and enumerate users on a network, particularly in Windows environments. While finger and rwho are more common on
Unix/Linux systems, smbclient provides better functionality for enumerating users across a network.

Step-by-Step Explanation

Understanding simbclient:

Purpose: smbclient is used to access and manage files and directories on SMB/CIFS servers.

Capabilities: It allows for browsing shared resources, listing directories, downloading and uploading files, and enumerating users.
User Enumeration:

Command: Use smbclient with the -L option to list available shares and users.

smbclient -L //target ip -U username

Example: Enumerating users on a target system

smbclient -L //192.168.50.2 -U anonymous

Advantages:

Comprehensive: Provides detailed information about shared resources and users.

Cross-Platform: Can be used on both Linux and Windows systerns.

Reference from Pentesting Literature:

SMB enumeration is a common practice discussed in penetration testing guides for identifying shared resources and users in a
network environment.

HTB write-ups frequently mention the use of smbclient for enumerating network shares and users.

Reference:

Penetration Testing - A Hands-on Introduction to Hacking

HTB Official Writeups

NEW QUESTION # 36
A penetration tester wants to create a malicious QR code to assist with a physical security assessment. Which of the following tools
has the built-in finctionality most likely needed for this task?

A. John the Ripper
B. ZAP

C. Bvilginx
D. BeEF

Answer: D

Explanation:

BeEF (Browser Exploitation Framework) is a penetration testing tool that focuses on web browsers. It has built-in functionality for
generating malicious QR codes, which can be used to direct users to malicious websites, execute browser-based attacks, or gather
information.

Step-by-Step Explanation

Understanding BeEF:

Purpose: BeEF is designed to exploit vulnerabilities in web browsers and gather information from compromised browsers.
Features: Includes tools for generating malicious payloads, QR codes, and social engineering techniques.

Creating Malicious QR Codes:

Functionality: BeEF has a feature to generate QR codes that, when scanned, redirect the user to a malicious URL controlled by the



attacker.

Command: Generate a QR code that directs to a BeEF hook URL.

beef-x --qr

Usage in Physical Security Assessments:

Deployment: Place QR codes in strategic locations to test whether individuals scan them and subsequently compromise their
browsers.

Exploitation: Once scanned, the QR code can lead to browser exploitation, information gathering, or other payload execution.
Reference from Pentesting Literature:

BeEF is commonly discussed in penetration testing guides for its browser exploitation capabilities.

HTB write-ups and social engineering exercises often mention the use of BeEF for creating malicious QR codes and exploiting
browser vulnerabilities.

Reference:

Penetration Testing - A Hands-on Introduction to Hacking

HTB Official Writeups

NEW QUESTION # 37
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