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Fortinet FCSS - Security Operations 7.4 Analyst Sample Questions (Q16-
Q21):

NEW QUESTION # 16

Review the following incident report:

Attackers leveraged a phishing email campaign targeting your employees.

The email likely impersonated a trusted source, such as the IT department, and requested login credentials.

An unsuspecting employee clicked a malicious link in the email, leading to the download and execution of a Remote Access Trojan
(RAT).

The RAT provided the attackers with remote access and a foothold in the compromised system

Which two MITRE ATT&CK tactics does this incident report capture? (Choose two.)

A. Persistence

B. Initial Access

C. Lateral Movement
D. Defense Evasion

Answer: A,B

Explanation:

Understanding the MITRE ATT&CK Tactics:

The MITRE ATT&CK framework categorizes various tactics and techniques used by adversaries to achieve their objectives.
Tactics represent the objectives of an attack, while techniques represent how those objectives are achieved.

Analyzing the Incident Report:

Phishing Email Campaign: This tactic is commonly used for gaining initial access to a system Malicious Link and RAT Download:
Clicking a malicious link and downloading a RAT is indicative of establishing initial access.

Remote Access Trojan (RAT): Once mnstalled, the RAT allows attackers to maintain access over an extended period, which is a
persistence tactic.

Mapping to MITRE ATT&CK Tactics:

Initial Access:

This tactic covers techniques used to gain an initial foothold within a network.

Techniques include phishing and exploiting external remote services.

The phishing campaign and malicious link click fit this category.

Persistence:

This tactic includes methods that adversaries use to maintain their foothold.

Techniques include installing malware that can survive reboots and persist on the system.

The RAT provides persistent remote access, fitting this tactic.

Exclusions:

Defense Evasion:

This mvolves techniques to avoid detection and evade defenses.

While potentially relevant in a broader context, the incident report does not specifically describe actions taken to evade defenses.
Lateral Movement:

This involves moving through the network to other systemns.

The report does not indicate actions beyond initial access and maintaining that access.

Conclusion:

The incident report captures the tactics of Initial Access and Persistence.

Reference: MITRE ATT&CK Framework documentation on Initial Access and Persistence tactics.

Incident analysis and mapping to MITRE ATT&CK tactics.

NEW QUESTION # 17
Which of the following best describes a benefit of a well-configured FortiAnalyzer Fabric deployment?
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A. Enhanced corporate branding

B. Improved log correlation and threat detection
C. Reduced need for technical support

D. Increased physical security of servers

Answer: B

NEW QUESTION # 18

A customer wants FortiAnalyzer to run an automation stitch that executes a CLI command on FortiGate to block a predefined list of
URLSs, if a botnet command-and-control (C&C) server IP is detected.

‘Which FortiAnalyzer feature must you use to start this automation process?

A. Playbook

B. Event handler
C. Data selector
D. Connector

Answer: B

Explanation:

* Understanding Automation Processes in FortiAnalyzer:

* FortiAnalyzer can automate responses to detected security events, such as running commands on FortiGate devices.

* Analyzing the Customer Requirement:

* The customer wants to run a CLI command on FortiGate to block predefined URLs when a botnet C&C server IP is detected.
* This requires an automated response triggered by a specific event.

* Evaluating the Options:

* Option A:Playbooks orchestrate complex workflows but are not typically used for direct event-triggered automation processes.
* Option B:Data selectors filter logs based on criteria but do not initiate autormation processes.

* Option C:Event handlers can be configured to detect specific events (such as detecting a botnet C&C server IP) and trigger
automation stitches to execute predefined actions.

* Option D:Connectors facilitate commumication between FortiAnalyzer and other systems but are not the primary mechanism for
initiating automation based on log events.

* Conclusion:

* To start the autormation process when a botnet C&C server IP is detected, you must use anEvent handlerin FortiAnalyzer.
References:

* Fortinet Documentation on Event Handlers and Automation Stitches in FortiAnalyzer.

* Best Practices for Configuring Automated Responses in FortiAnalyzer.

NEW QUESTION # 19
Review the following incident report.

An unauthorized attempt to gain access to your HetWark . The attacker used a tool to identify
system versions and services running on various ports.

The attacker likely used this information to exploit a known vulnerability on an outdated SSH server.
SSH server access attempts have been blocked, the server has been patched, and an investigation is
underway to identify the attacker and assess the potential impact of the attack.

Which two MITRE ATT&CK tactics are captured in this report? (Choose two.)

A. Execution

B. Reconnaissance

C. Priviledge Escalation
D. Defense Evasion

Answer: A,.B

NEW QUESTION # 20
Refer to Exhibit:
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A SOC analyst is designing a playbook to filter for a high severity event and attach the event information to an incident.
Which local connector action must the analyst use in this scenario?

A. Get Events

B. Update Incident

C. Update Asset and Identity
D. Attach Data to Incident

Answer: D

Explanation:

* Understanding the Playbook Requirements:

* The SOC analyst needs to design a playbook that filters for high severity events.

* The playbook must also attach the event information to an existing incident.

* Analyzing the Provided Exhibit:

* The exhibit shows the available actions for a local connector within the playbook.

* Actions listed include:

* Update Asset and Identity

* Get Events

* Get Endpoint Vulnerabilities

* Create Incident

* Update Incident

* Attach Data to Incident

* Run Report

* Get EPEU from Incident

* Evaluating the Options:

* Get Events:This action retrieves events but does not attach them to an incident.

* Update Incident:This action updates an existing incident but is not specifically for attaching event data.

* Update Asset and Identity:This action updates asset and identity information, not relevant for attaching event data to an incident.
* Attach Data to Incident:This action is explicitly designed to attach additional data, such as event information, to an existing incident.
* Conclusion:

* The correct action to use in the playbook for filtering high severity events and attaching the event information to an incident
isAttach Data to Incident.

References:

* Fortinet Documentation on Playbook Actions and Connectors.

* Best Practices for Incident Management and Playbook Design in SOC Operations.

NEW QUESTION # 21
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