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EC-COUNCIL EC-Council Disaster Recovery Professional (EDRP) Sample
Questions (Q223-Q228):

NEW QUESTION # 223
Which of'the following processes identifies the threats that can impact the business continuity of operations?

A. Risk analysis

B. Business impact analysis
C. Function analysis

D. Requirement analysis

Answer: B

NEW QUESTION # 224

Gloria was auditing the BCP prepared by one of her clients. The BCP audit stage that she was currently examining ascertained
whether operational resiliency and continuity was being encouraged, and if the BCP was overfinded or underfinded. Which BCP
audit stage was Gloria examining?

A. Overall Program Governance

B. Overall Testing of the Plan

C. Managenent of Process Changes
D. Ongoing Program Management

Answer: A

Explanation:

Overall Program Governance in a BCP audit evaluates the plan's alignment with resilience and continuity goals, including funding
adequacy, ensuring it supports organizational objectives effectively.

* Option A (Ongoing Program Management):Focuses on day-to-day execution, not funding review.

* Option C (Management of Process Changes):Tracks updates, not resilience or funding.

* Option D (Overall Testing of the Plan):Validates functionality, not governance.

* "Overall Program Governance assesses BCP effectiveness, resilience promotion, and funding balance to ensure sustainable
continuity" (Module: Business Continuity Planning, Section: BCP Audit Phases).

NEW QUESTION # 225

Allen works as a professional Computer Hacking Forensic Investigator. A project has been assigned to him to investigate a
computer, which is used by the suspect to sexually harass the victim using instant messenger program. Suspect's computer runs on
Windows operating system. Allen wants to recover password from instant messenger program, which suspect is using, to collect the
evidence of'the crime. Allen is using Helix Live for this purpose. Which of the following utilities of Helix will he use to accomplish the
task?

A. MessenPass

B. Mail Pass View
C. Access PassView
D. Asterisk Logger

Answer: A

NEW QUESTION # 226

Software Development Life Cycle (SDLC) is a logical process used by the programmers to develop software. Which SDLC phase
meets the following audit objectives?

System and data are validated.

System meets all user requirerments.

Systemmeets all control requirements.

e A Initiation
¢ B. Programming and training



¢ (. Evaluation and acceptance
e D. Defnition

Answer: C

NEW QUESTION # 227
After Colin's organization had identified and prioritized the risks faced by the organization, Colin decided to implement certain
strategies to manage risk (also known as risk response). Which of the following strategies is not a part of risk response?

A. Sharing

B. Mitigation
C. Acceptance
D. Safety

Answer: D

Explanation:

Risk response strategies include Acceptance (tolerating risk), Mitigation (reducing risk), and Sharing (transferring risk, e.g,,
insurance). Safety is a goal or outcome, not a risk response strategy.

* Option A/B/D:Standard risk responses.

* Option C (Safety):Not a recognized strategy.

* "Risk response strategies-acceptance, mitigation, and sharing-address identified risks; safety is an objective, not a strategy"
(Module: Risk Management, Section: Risk Response Strategies).

NEW QUESTION # 228
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