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View the diagram.
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What is the most restrictive yet fully functional rule to allow general Internet and SSH traffic into both the DMZ and Untrust/Internet
zones from each of the IOT/Guest and Trust Zones?

A
B.
C.
D.

Answer: D

NEW QUESTION # 71

An admmistrator needs to create a Security policy rule that matches DNS traffic within the LAN zone, and also needs to match
DNS traffic within the DMZ zone The administrator does not want to allow traffic between the DMZ and LAN zones.

‘Which Security policy rule type should they use?

A. intrazone
B. universal
C. nterzone
D. default

Answer: A

NEW QUESTION # 72

View the diagram. What is the most restrictive, yet fully functional rule, to allow general Internet and SSH traffic into both the DMZ
and Untrust/Internet zones from each of the 10T/Guest and Trust Zones?

A
B.
C.
D.

Answer: A

NEW QUESTION # 73

An admmnistrator creates a new Log Forwarding Profile on a Palo Alto Networks firewall. The profile is named 'LFP_Audit Trails'
and is ntended to forward 'configuration’ and 'system logs to a remote syslog server. After configuring the profile, what is the crucial
next step to ensure these logs are actually sent to the syslog server?

A. Configure a Log Export Profile under "Monitor > Logs > Export' and associate it with'LFP Audit Trails'.

B. Execute a 'commit force' command from the CLI to ensure all changes are immediately active.

C. Reboot the firewall for the new Log Forwarding Profile to take effect.

D. Apply the 'LFP_Audit Trails' profile to all relevant Security Policy rules.

E. Navigate to 'Device > Log Settings', and under the 'System' and 'Configuration' tabs, select 'LFP_Audit Trails' as the Log
Forwarding Profile.

Answer: E

Explanation:

Option C is the correct and crucial next step. 'Configuration’ and 'system' logs are generated by the firewall's control plane itself; not
by traffic matching Security Policy rules. Therefore, their forwarding is controlled globally under 'Device > Log Settings', specifically
under the 'System and 'Configuration' tabs where you can select the desired Log Forwarding Profile. Option A is incorrect because
Security Policies govern traffic, threat, URL logs, etc., not systenvconfig logs. Option B is unnecessary. Option D is standard
practice after any config change, but it's not the specific step to apply the LFP to systenvconfig logs. Option E is for exporting logs
from the local database, not for real-time forwarding.

NEW QUESTION # 74



During a breach investigation, a Network Security Analyst needs to retroactively search for specific malicious file hashes (MD5) that
might have been downloaded or uploaded through the firewall within the last 30 days. These hashes were not known at the time of
the initial traffic. The Incidents and Alerts page currently shows no alerts related to these hashes. Which of the following approaches
is the MOST efficient and effective to perform this retrospective analysis using Palo Alto Networks tools, including Log Viewer and
potentially other integrated services?

e A Export all 'data’ logs from the Log Viewer for the last 30 days and use a custom script to parse them for the MDS5 hashes.
This is the only way as the firewall does not store hashes.

¢ B. Go to the 'Monitor > Logs > URL Filtering page and filter by destination URL to see if any known malicious domains
associated with the hashes were accessed.

e C. Leverage Cortex Data Lake (CDL) via the Log Viewer interface. Construct a highly specific query that targets "threat' logs
of 'file' type, including a filter for 'file- digest in ()'. This will provide historical matches efficiently.

¢ D. Upload the malicious hashes to the WildFire analysis cloud and request a re-scan of historical files. WildFire will then
automatically generate alerts on the Incidents and Alerts page if matches are found.

¢ E. Use the 'Threat Log filter in the Log Viewer, specifically looking for 'file’ type threats. Then, manually inspect the 'File
Digest' column for each log entry and compare it against the known malicious hashes.

Answer: C

Explanation:

Cortex Data Lake (CDL) is designed for efficient, long-term storage and querying of Palo Alto Networks logs. The Log Viewer
mterface, when backed by CDL, allows for powerful, indexed searches. Filtering 'threat' logs for 'file’ type and then using the 'file-
digest' field with an 'in' operator (to search for multiple hashes simultaneously) is the most efficient and effective method for
retrospective analysis of file-based threats. The firewall automatically calculates and logs file hashes if a WildFire profile is applied to
the security policy and file blocking/forwarding is configured. Option A is mefficient and prone to errors. Option B mvolves manual
mspection, which is impractical for large datasets. Option D is incorrect; WildFire performs analysis at the time of file transfer, not a
retrospective re-scan of historical traffic using new hash inputs. Option E is relevant for C2 communication but not for directly
searching file hashes.
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