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Fortinet NSE 7 - OT Security 7.2 Sample Questions (Q52-Q57):

NEW QUESTION # 52
Refer to the exhibit.
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Which statement about the interfaces shown in the exhibit is true"

A. portl, portl-vlan10, and portl-vlanl are in different broadcast domains

B. port2, port2-vlanl 0, and port2-vlanl are part of the software switch interface.
C. portl-vlan10 and port2-vlanl0 are part of the same broadcast domain

D. The VLAN ID of portl-vlanl can be changed to the VLAN ID 10.

Answer: A

NEW QUESTION # 53
Refer to the exhibit.
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Based on the topology designed by the OT architect, which two statements about implementing OT security are true? (Choose two.)

A. IT and OT networks are separated by segmentation.

B. FortiGate-3 and FortiGate-4 devices must be in a transparent mode.

C. Micro-segmentation can be achieved only by replacing FortiGate-3 and FortiGate-4 with a pair of FortiSwitch devices.
D. Firewall policies should be configured on FortiGate-3 and FortiGate-4 with industrial protocol sensors.

Answer: A,D

NEW QUESTION # 54

A FortiGate device is newly deployed as the edge gateway of an OT network security fabric. The downstream FortiGate devices
are also newly deployed as Security Fabric leafs to protect the control area zone.

‘With no additional essential networking devices, and to implement micro-segmentation on this OT network, what configuration must
the OT network architect apply to control intra- VLAN traffic?

A. Set up VPN tunnels between downstream and edge FortiGate devices.

B. Enable security profiles on all nterfaces connected in the control area zone.
C. Create a software switch on each downstream FortiGate device.

D. Enable transparent mode on the edge FortiGate device.

Answer: C

NEW QUESTION # 55
Refer to the exhibit.
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The IPS profile is added on all of the security policies on FortiGate.
For an OT network, which statement of the IPS profile is true?

A. The listed IPS signatures are classified as SCADA equipment.

B. AIlIPS signatures are overridden and must block traffic match signature patterns.
C. FortiGate has no IPS industrial signature database enabled.

D. The IPS profile inspects only traffic originating from SCADA equipment.

Answer: A

NEW QUESTION # 56
Which three Fortinet products can you use for device identification in an OT industrial control system (ICS)?
(Choose three.)

A. FortiNAC

B. FortiManager
C. FortiSIEM
D. FortiAnalyzer
E. FortiGate

Answer: A,C,E

NEW QUESTION # 57

You will find the same ambiance and atmosphere when you attempt the real Fortinet NSE7_OTS-7.2 exam. It will make you
practice nicely and productively as you will experience better handling of the Fortinet NSE 7 - OT Security 7.2 questions when you
take the actual Fortinet NSE7 OTS-7.2 Examto grab the Fortinet NSE7 OTS-7.2 certification.
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