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¢ Use Kustomize to manage resources: Covers using Kustomize templates to manage and deploy application
ey 71 resources across clusters.

¢ Manage clusters by using Red Hat Advanced Cluster Management for Kubernetes (RHACM): Focuses
hEY 72 on creating, importing, upgrading, scaling, and removing managed clusters through RHACM.

e Manage Virtualization Operator: Covers deploying and monitoring the OpenShift Virtualization Operator
bEY 73 and managing virtual machines across multiple clusters using RHACM.

¢ Manage the RHACM observability service: Covers enabling, managing, and customizing the observability
ey 74 stack to monitor multi-cluster environments.

¢ Deploy and manage policies for multiple clusters: Covers governance architecture, RHACM policy
bEYZ S management, Compliance Operator configuration, and related troubleshooting,
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¢ Manage nuilti-cluster application lifecycle using GitOps practices: Covers integrating Git, Kustomize, and
bEYZ6 Argo CD with RHACM to deploy and manage applications using GitOps workflows.

e Configure access control for multi-cluster management: Covers setting up RBAC, cluster sets, placement
ey 77 rules, and policies to control user and group access across clusters.

RedHat Red Hat Certified Specialist in OpenShift Advanced Cluster
Management 55 € EX432 3B & (Q39-Q44):

ER #39
Configure a maintenance window for deployments (time window concept) and validate drift

Ef#:

R :

See the solution below in Explanation.

* Edit the subscription/app definition to include a time window (active or blocked window).
* Attempt a change outside the window and observe behavior (no rollout until window).

* Confirm rollout during window.

E #40
Create a Placement that selects clusters by label (environment=dev)

Ef#:

R -

See the solution below in Explanation.
Explanation:

* Create Placement in teanrdev:

cat <<'EOF' | oc apply -f-
apiVersion: cluster.open-cluster-management.io/vlbetal
kind: Placement

metadata:

name: dev-clusters

namespace: team-dev

spec:

predicates:

- requiredClusterSelector:
labelSelector:

matchExpressions:

- key: environment

operator: In

values: ["dev"]

EOF

* Verify placement decisions:

oc get placement -n team-dev

oc get placementdecision -n team-dev
Why this matters:

Placement is used broadly for policy targeting and multi-cluster app rollout .

HE #41
Create a compliance dashboard view: group policies by PolicySet and export results

EM:
R



See the solution below in Explanation.

* Create PolicySet to group related policies.

* Use Governance U to filter by PolicySet and view compliance per cluster.

* Export/report (or capture output via CLI oc get policy -o wide) depending on lab capability.

R #42
Import Cluster (Web Console)

Ef#:

TR

See the solution below in Explanation.

Explanation:

* In the hub cluster Web Console, go to Infrastructure # Clusters (ACM console navigation).
* Click Import cluster .

* Provide a name (the Ul may request details like distribution/credentials depending on flow).
* The wizard will provide a command to run on the managed cluster you want to import.

* Copy that import command.

* Log into the managed cluster (spoke) using oc and run the copied command.

* Back on the hub, wait until the cluster status becomes Ready / Managed .

Why these steps matter:

* Tmport registers the managed cluster, installs the klusterlet/agent components, and enables policy/app placement management.

HP #43
Create ETCD Encryption Policy (Web Console)

Ef#:

BRI :

See the solution below in Explanation.

Explanation:

* Open the ACM console on the hub.

* Navigate to Governance # Policies .

* Click Create policy .

* Set Name : policy-etcd.

* Choose the policy template/type ETCD Encryption .

* Set Remediation action to enforce .

* mform = report only

* enforce = attempt to automatically remediate to desired state
* Select clusters/ClusterSets to apply (depends on the wizard).
* Click Submit .

* Verify compliance once applied:

* In console, check policy status: Compliant/NonCompliant

* Or via CLL:

* oc get policy -A

* oc describe policy policy-etcd -n < policy-namespace >
Why this matters:

* Governance policies are a core ACM feature for enforcing security baselines across multiple clusters.
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