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IAPP Certified Information Privacy Technologist (CIPT) Sample Questions
(Q217-Q222):

NEW QUESTION # 217
Which of the following statements best describes the relationship between privacy and security?

A. Privacy and security are independent; organizations must decide which should by emphasized.

B. Security systenms can be used to enforce compliance with privacy policies.

C. Privacy restricts access to personal information; security regulates how information should be used.

D. Privacy protects data from being viewed during collection and security governs how collected data should be shared.

Answer: B

Explanation:

Security systens are essential for protecting data and ensuring that privacy policies are followed. Effective security measures can
enforce access controls, encryption, and other protections that help maintain data confidentiality, integrity, and availability. By
implementing robust security systens, organizations can ensure that personal information is handled according to privacy policies and
regulatory requirements. The IAPP highlights that security is a foundational component for achieving privacy compliance.

Reference:

IAPP Certification Textbooks, specifically the sections on the relationship between privacy and security.

"Privacy and Data Protection: An Integrated Approach," IAPP White Paper.

NEW QUESTION # 218
Many moderm vehicles incorporate technologies that increase the convenience of drivers, but collect information about driver
behavior in order to Implement this. What should vehicle manufacturers prioritize to ensure enhanced privacy protection for drivers?

A. Share the sensitive data collected about driver behavior with the driver.

B. Provide easy to read, in-vehicle instructions about how to use the technology.

C. Derive implicit consent for the processing of sensitive data by the continued use of the vehicle.
D. Obtain affirmative consent for processing of sensitive data about the driver.

Answer: D

Explanation:

vehicle manufacturers should prioritize obtaining affirmative consent for processing sensitive data about drivers in order to ensure
enhanced privacy protection. Affirmative consent involves obtaining explicit agreement from individuals before collecting or
processing their personal data.

NEW QUESTION # 219
‘What must be done to destroy data stored on "write once read many" (WORM) media?

A. The data must be made inaccessible by encryption.
B. The media must be reformatted.

C. The erase function must be used to remove all data.
D. The media must be physically destroyed.

Answer: D

Explanation:

To destroy data stored on "write once read many" (WORM) media, the media must be physically destroyed.

WORM media is designed to prevent data from being modified or erased once written. Therefore, the only effective method to
ensure that the data is irretrievable is to physically destroy the media.

Reference:

IAPP CIPT Study Guide: Data destruction methods for various storage media.

NIST SP 800-88: Guidelines for Media Sanitization, which recommends physical destruction for WORM media.

NEW QUESTION # 220



SCENARIO

Clean-Q is a company that offers house-hold and office cleaning services. The company receives requests from consumers via their
website and telephone, to book cleaning services. Based on the type and size of service, Clean-Q then contracts individuals that are
registered on its resource database - currently managed in-house by Clean-Q IT Support. Because of Clean-Q's business model,
resources are contracted as needed instead of permanently employed.

The table below indicates some of the personal information Clean-Q requires as part of its business operations:

Clean-Q has an internal employee base of about 30 people. A recent privacy compliance exercise has been conducted to align
employee data management and human resource functions with applicable data protection regulation. Therefore, the Clean-Q
permanent employee base is not included as part of this scenario.

With an increase in construction work and housing developments, Clean-Q has had an influx of requests for cleaning services. The
demand has overwhelmed Clean-Q's traditional supply and demand system that has caused some overlapping bookings.

Ina business strategy session held by senior management recently, Clear-Q mvited vendors to present potential solutions to their
current operational issues. These vendors included Application developers and Cloud-Q's solution providers, presenting their
proposed solutions and platforns.

The Managing Director opted to initiate the process to integrate Clean-Q's operations with a cloud solution (LeadOps) that will
provide the following solution one single online platform: A web interface that Clean-Q accesses for the purposes of resource and
customer management. This would entail uploading resource and customer information.

* A customer facing web interface that enables customers to register, manage and submit cleaning service requests online.

* A resource facing web interface that enables resources to apply and manage their assigned jobs.

* An online payment facility for customers to pay for services.

If Clean-Q were to utilize LeadOps' services, what is a contract clause that may be included i the agreement entered into with
LeadOps?

e A. A provision that allows Clean-Q to conduct audits of LeadOps' information processing and information security
environment, at LeadOps' cost and at any time that Clean-Q requires.

¢ B. A provision that requires LeadOps to notify Clean-Q of any suspected breaches of information that involves customer or
resource information managed on behalf of Clean-Q.

¢ C. A provision prescribing technical and organizational controls that LeadOps must implement.

¢ D. A provision that holds LeadOps liable for a data breach mvolving Clean-Q's information.

Answer: B

Explanation:

When engaging with a cloud service provider like LeadOps, it's critical to include specific clauses in the contract to ensure the
protection and management of personal information. Here's why a notification clause is essential:

* Data Breach Notification: A provision requiring LeadOps to notify Clean-Q of any suspected breaches ensures that Clean-Q can
take immediate action to mitigate any potential damage, inform affected individuals, and comply with regulatory obligations.

* Regulatory Compliance: Many data protection regulations, such as GDPR and CCPA, mandate timely notification of data
breaches to both the regulatory authorities and the affected individuals. Including this clause ensures compliance with such laws.

* Risk Management: Prompt notification allows Clean-Q to manage and address any risks associated with the breach, including
public relations issues and potential legal liabilities.

* Transparency and Accountability: This clause promotes transparency and accountability, ensuring that LeadOps maintains a high
standard of data security and is responsible for informing Clean-Q about any security incidents.

NEW QUESTION # 221
Which of the following activities would be considered the best method for an organization to achieve the privacy principle of data

quality?

A. Clash customer information with information froma data broker

B. Set a privacy notice covering the purpose for collection of a customer's data

C. Build a system with user access controls and approval workflows to edit customer data
D. Provide a customer with a copy of their data in a machine-readable format

Answer: C

Explanation:

Building a system with user access controls and approval workflows to edit customer data is considered the best method for an
organization to achieve the privacy principle of data quality. This approach ensures that data is accurate, complete, and up-to-date
by allowing controlled access and modifications. The IAPP's CIPT materials discuss data quality principles, emphasizing the
importance of implementing robust data management practices to maintain data integrity and accuracy.
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