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HEE #76
What is the primary goal of social engineering attacks?

A. To manipulate individuals into divulging confidential information
B. To physically damage the system infrastructure

C. To crack passwords using brute force techniques

D. To exploit vulnerabilities in network protocols

(1]
m

: A

HE#77
‘Which measure significantly improves wireless network security?

¢ A Disabling firewall protections

¢ B. Using WPA3 encryption

e C. Allowing unrestricted guest access
¢ D. Allowing unrestricted guest access

Hg: B

HE#78
What is the primary goal of an information security program?

e A To ensure usability of the system

¢ B. To promote an open and shared environment

e C. To protect the confidentiality, integrity, and availability of data
¢ D. To increase data processing speeds

e, C

HE#T79
What feature is essential for IoT devices to adapt and respond to their environments?

A. Manual intervention

B. Static configuration capabilities
C. Real-time data processing

D. Periodic connectivity
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EE #80
Which type of attack floods a network with excessive traffic to render a service unavailable?

A. SQL Injection

B. Denial of Service (DoS)
C. Phishing

D. Man-in-the-middle
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